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1 Introduction to Avaya ACM Configurations

This document describes the configurations and procedures needed to successfully integrate an Engage
Voice Recording system with an Avaya Aura Communication Manager (ACM) for voice and call event
recording.

Engage Record provides auto or on-demand call recording, live monitoring, screen capture and playback,
or live desktop monitoring synchronized to audio playback.

The majority of configurations performed on Engage and ACM systems are performed once and left
alone. One-time configurations made to both the ACM and in Engage Record server include:

« Verifying system licenses.

o Creating an Application Enablement Service (AES) user with CTI functionality enabled.
o Device, Media and Call Control (DMCC) is enabled for soft phones.

o Associations of phone devices with CTI User for recording.

o Avaya's TSAPI software configured.

o Create consecutive (ex. 3100, 3101, 3103...) soft phones.

o Engage VolP and Option configurations.

o Engage Port Mapping and Port Numbers assigned.
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2 Network Architecture

The Engage Suite is compatible with and seamlessly integrates with Avaya'a Communication Manager (ACM)
Release 3.0 and higher platforms.

Avaya’s interoperability with Engage Record features include full support for audio conversation and call
event data capture using Avaya’s native Single Step Conference Recording or port spanning.

Both recording methods require an Avaya Application Enablement Service (AES) user.

The Engage Voice Recorder also integrates with the ACM's On-Demand recording feature set using a set of
softkeys.

2.1 Avaya Single Step Conferencing Recording Method
Using the Single Step Conference method, softphones are configured in the ACM for use by the Engage

Recorder.

The Engage Recorder’s assigned softphones are conferenced into recorded calls and the Device, Media, and
Call Control API (DMCC) routes the voice packets to the Engage Record server.

Device, Media, and Call Control (DMCC) refers to the service that provides first party call control (Device and
Media control or Device and Media Control with Call Information Services) as well as third party call control
services which provides an extended set of third party call control services.

Call detail and control information is sent to the Engage Record server from the Avaya Telephony Server API
(TSAPI).

Single Step Conference supports any VolP, digital, or analog phone.

2.2 Port Spanning for TSAPI Method

For a lower licensing cost solution, Engage Record can record any IP station using the port spanning for TSAPI
method.
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All phone devices to be recorded are “spanned” to a single contact point (a NIC) on the network where the
Engage Record server connects.

Asecond NIC in the Engage Record server is connected to the Avaya Telephony Server API (TSAPI) for call
event information collection.

Application Enablement
Services (AES)

2.3 Mixed Phone Types Recorded on the Same Engage Server

Some customers may wish to use lower cost port spanning for their VolP and Single Step Conferencing for
their digital and analog phones.

Any phone types that are supported by the Communication Manager can be recorded by Engage.

Engage can record phones using different codecs and those different voice streams can be recorded on the
same Engage Record Server.
Engage Record receives call events for any phone device through the TSAPI connection.

2.4 OnDemand Desktop Client Keys

To have OnDemand recording keys available as a push button on the phone, an Optional Avaya XML server is
required.

Up to three functions can be push button activated on a per phone basis. These include:

o RECORD: This button toggles the Clickive recording of a conversation. When pressed, Engage starts record-
ing the voice stream of the phone from that moment forward. When pressed again, Engage stops the
recording. Only the voice data between the clicks of the Record button is recorded.

« CONVERSATION SAVE: This button causes Engage to record the entire call from start to finish, even if the
button was activated midway or late in the call. Pressing the Conversation Save button anytime during the
call will cause Engage to save the entire call.

o DELETE: Pressing this button prevents recording of a call (deletion of the recording). The conversation will
be deleted even if the phone is automatically scheduled to record calls.
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2.5 Avaya Server Considerations

The following is a list of Avaya server requirements:

o Avaya Aura Communication Manager 5.0 and higher acting as a central gateway compatible with the
Engage Suite Server in different hardware environments.

o Ifthe customer's configuration includes a contact center, then additional configurations are needed to sup-
ply Engage with various call center information as part of the call event data being collected.

o An Application Enablement Services (AES) Server will be created to provide administration for and call
event data collection of associated phone devices.

o Aset of consecutively numbered Soft Phones will be configured in the ACM. Under control of Engage,
these devices will conference in on calls to provide conversation recording streams.

o If Avaya OnDemand recording is part of the customer configuration and phone recording keys are desired,
then an optional XML server will need to be created. All phone device configurations come with OnDe-
mand Desktop Client keys. These can be removed, if needed.

o ltisimporntant to know what Avaya equipment the Engage Voice Recorder will be directly connecting
with. Have the customer inform the install team of the type of equipment at the far-end. That information
will be needed during TSAPI configuration. Types of equipment that Engage could connect with include:

o S8xx Servers (58730, $8720, $8710, S8500, S8400, S8300B/C).

o G Series Media Gateways (G250, G350, G450, G600, G650, G700, G860).

o 1G550 Integrated Gateway, CMC1 Media Gateway, SCC1 Media Gateway, MCC1 Media Gateway,
MultiTech MultiVOIP™Gateway.

2.6 Single Step Conferencing Licensing

Single step conferencing license requirements to consider are:
¢ All phone types are supported including VolP, digital, or analog phones.
¢ Avaya Recording Licenses for each phone configured for recording:

o One (1) TSAPI license per Engage Server for the softphone conferencing
o One (1) TSAPI license per monitored phone
o One (1) TSAPI license for each concurrent voice stream

o One (1) DMCC license for each concurrent voice stream

For example, recording 100 stations would require 201 TSAPI plus 100 DMCC licenses.
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2.7 Port Spanning for TAPI Licensing

Port spanning for TAPI considerations are:

Any Avaya VolIP or remote phones can be recorded.

Layer 2 Ethernet switch(es) with switch port analyzer (SPAN) capabilities are required

« Avaya Recording Licenses include:
o One (1) TSAPI license per Engage Server

o One (1) TSAPI license per monitored phone

o For example, recording 100 stations would require 101 TSAPI licenses.
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3 Initial Configuration of the Avaya ACM for Recording

As with other kinds of systems, the initial configuration of the Avaya ACM with an Engage Voice Recorderis a
one-time setup activity. All subsequent activities (adding and removing devices and users, setting recording
schedules, individual ACD agent data manipulation, taking backups of databases, etc...) are administrative
and maintenance related and are performed after system is in-service and functioning properly. Initial con-
figuration of the Avaya ACMwill include:

« License verifications.

o Creating an Application Enablement Service (AES) User ID and Password.
o Enabling CTI functionality for the new AES User.

o Enabling Device, Media and Call Control (DMCC).

o Enable unrestricted access for the CTI User.

o Administer the H.323 Gatekeeper.

o Create a number of soft phones for Engage to use.

o Configuring phones for recording.

o Configure On-Demand recording, if part of the customer configuration.

« Configure contact center information for recording by Engage.

Avaya ports identify themselves through an auto-discovery process based on the devices assigned in the AES
user configuration.

3.1 Avaya ACM System Management

The Avaya Communications Management system uses a web-based system manager to control all aspects of
an ACM system. Implementation with an Engage Voice Recorder requires use of two components only:

e The ACM System Access Terminal (SAT) is a CLI based programming interface for the Communication Man-
ager part of the ACM.

e The ACM Web License Manager (ACM WebLM) is a web-based application for ACM software license man-
agement.

e The ACM Application Enablement Server (ACM AES) is a web-based application used to configure, manage
and control application servers.

All can be accessed from the ACM administration console and will user names and passwords with appro-
priate permissions.
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3.2 Verify Licensing on the ACM
Each ACM comes with sets of licenses for various aspects of its operation such as the Communication Man-
ager and the Application Enablement Server. Check that these licenses are available:

Computer Telephony Adjunct Link License

The Computer Telephony Adjunct Links license parameter is a part of the Communication Manager license set
of the ACM. This license allows the CM to configure and establish a CTl link to Engage. To check if CTl license is
available:

display system-parameiers customer—options Page 3 of 11
OPTIONAL FEATURES

fudible Message Waiting?
Buthorizatio 2

Change COR by FAC?
Computer Telephony Adjunct Links?
Cvg Of Calls Redirected Off-net?
DCS (Basic)?

/BIR Dialing with
Link Core Capab:
Link Plus Capabilities?
y nsfer Mode (ATM) 2 n
Async. Iransfer Mode (ATM) Trunking? n  Digital Loss Plan Modification?
ATM WAN Spare Processor? n DS1 MSP?

DCS Call Cowverage?
¥ DCS with Rerouting?

n
n
n
n
=
¥
n
n
n
n
n
v

1. Login to the System Access Terminal (SAT) and use the display system-parameters customer-options
command. There are numerous pages of licensing and configuration for the ACM. Scroll down to page 3.

2. Verify that the Communication Manager license for Computer Telephony Adjunct Links customer option
is setto y.

NOTE: If this option is not set to y, have the customer contact the Avaya sales team or business partner to
obtain a proper license file.

TSAPI and DMCC Licenses

The Telephony Services Application Programming Interface (TSAPI) license parameters are a part of the Applic-
ation Enablement Services license set of the ACM. TSAPI is used to monitor and transport call data from the
ACM to Engage using the CTI Link. DMCC is used for the IP softphones. Check that there are sufficient licenses
to support tis deployment. To check this:
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1. Startthe Application Enablement Services Management Console and log in.

elcame: User oraft

AVAY/A Application Enabl Services i e s om0 0n10

Management Console Server Offer Type! VIRTUAL_APPLIANCE
SW Version: r5-2-2-105-0

Home Home | Help | Logout]

» AE Services

% (nmmumcannn Manager
Interfac

» Licensing

Welcome to 0AM

- The AE Services Operations, Administration, and Management (OAM) Web provides you
» Maintenance with tosls for managing the AE Server. OAM spans the following administrative domains:
» Networking

+ B Services - Use AE Servicss o manage il AE Servicss that you ars licensed to
» Security use on the AE

« Communication Mahager Interface - Use Communication Manager Interface to
» Status manage switzh connection and dialplan
Licensing - Use Licensing to manage the license server.

} User Management

Maintenance - Uss Maintenance o manage the routine maintenance tasks
Networking - Use Networking to manage the network interfaces and ports
Security - Use Security to manage Linux user accounts, certificate, host
sutheniation and authorizston, conigurs Linu<-PAN e o obon
Modules for Linux) a

R CT—

User Management - Use User Management to manage AE Services users and AE
Services user-related resources

Utilities - Use Utilties to carry aut basic connectivity tests.

© Help - Use Help to obtain a few tips for using the OAM Help system

Depending on your business requirements, these administrative domains can be served
by ane administrator for both domains, or a separate administrator for each domain.

2. Inthe navigation pane, click Licensing.

V' avaya

Logon :

User Mame:

Password: i

3. = A
4. Inthe Licensing window, click Launch WebLM License Manager.

5. When WebLM displays its Logon page, enter the user name and password for the WebLM.




AVAYA  Web License Manager (WebLM v6.3)

WEbLM Home

Lcensed Praducts » pplication_Enablemert  View Lcerse Capacty

Licensa mstalled on: May 11, 2012 7:07:47 PM -14:00

Licares File Hont [0z 00-16-35-45-60.62

Licensed Features

10 Jtema

Shaw|ALL ¥

Help for Installed Product

1. The Web License Manager screen displays.
2. Check that TSAPI Simultaneous Users has sufficient licenses. TSAPI is used for device monitoring.
3. Check that Device Media and Call Control has sufficient licenses. DMCC is used with the virtual softphones.

4. Click Licensed Products » APPL_ENAB » Application_Enablement in the left pane, to display the Licensed
Features screen in the right pane.

5. Verify that sufficient licenses for TSAPI Simultaneous Users are available then click Logoff.

3.3 Add the CTI Link for Engage

The CTl link is the path that call data is transported over. It will be used by the TSAPI link software. It must be
configured in the CM system's parameters using the SAT. To do this:

Verify the CT Adjunct License

Gisplay SySTem-paramsters CUSTOMEI-ODTions Fage 3 of 1L
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List?
Zccess Security Gateway (A
Analog Trunk Incoming Call

A/D Grp/Sys List Dialing Start at

Answer Supervision by Call Classif

Rudible Message Waiting? ¥
Authorization Codes? y
CAS Branch? n

AS Main? 1
Change COR by FAC? n

Computer Telephony Adjunct Links? y
Cvg Of Calls Redirectad Off-net? ¥
CS (Basic)? ¥

DCS Call Coverage? y
DCS with Rerouting? ¥

Digital Loss Plan Modification? ¥
DSL MSE? ¥

ATM WAN Spare Proces.
2 DS1 Echo Cancellation? ¥

B R R R e e T

A
Attendant Vectoring? y
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1. Login to the System Access Terminal.

2. Enter the CLI command display system-parameters customer-options and verify that the Computer Tele-
phony Adjunct Links optional feature is set to y on Page 3 of system-parameters.

3. Ifthis option is not set to y, have the customer contact the Avaya sales team or business partner for a
proper license file.

Administer the CTI Link

add cti-link 1 Page L of 3
CII LINK
CTT Link: 1
Extension: 40001
Type: ADJ-IE

Name: AES CTI Link

1. On the SAT, enter the CLI command add cti-link n, where n is an available CTI link number.

2. Enter an available extension number (ex. 40001) in the Extension field.

NOTE: The CTl link number and extension number may vary.

3. Inthe Type field enter ADJ-IP and a descriptive name in the Name field.

4. Default values may be used in the remaining fields.

NOTE: The CTl link number and extension number may vary.

5. Enter ADJ-IP in the Type field, and a descriptive name in the Name field (ex. Engage CTI Link). Default val-
ues may be used in the remaining fields.

3.4 Configure Avaya UCID

The Avaya Universal Call Identifier (UCID) is a unique code (up to 20 digits in length) generated in the ACM for
each call. The UCID feature is a system parameter that must be enabled in the ACM. The feature must be
enabled with its Node ID (switch node number) to generate per call UCIDs. An additional setting must be
made to send the UCID along with other call details to Engage.

For call recording identification purposes, the UCID is sent along with other call details to Engage server. In the
Engage web client, the UCID can be displayed with other call details in an assigned Generic field.

If the feature is not enabled in the ACM, then no UCID is generated or sent and the web client's Generic
UCID field content will display all zeros (ex. 00000000000000000000).
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To enable the UCID feature on the ACM, follow these steps:

1. Login to the System Access Terminal (SAT).

2. Enter the CLI command: change system-parameters features to get to the system parameters features
pages.

3. Change the following features in the system-parameters page (page 3):
a. Create Universal Call ID (UCID): Set to y. Setting to y enables the ACM to generate a UCID for each
call.

b. UCID network Node ID: Set to 1 or any number between 1 and 32767 that is unique to this switch in
the network of switches.

c. Send UCID to ADAI: Set to y. This enables transmission of UCID information.

4. Save these settings.

3.5 Configuration for Unencrypted Data (default)

The default configuration for an Avaya ACM linked to an Engage voice recorder is using an unencrypted data
and links. Use the following steps for the configuration.

3.5.1 Add an Unencrypted TSAPI Link (Tlink)

The TSAPI link is a system software interface which provides device monitoring. TSAPI data is carried over the
CTI Link. TSAPI Links (TLINKs) can be set up for unencrypted (default) or encrypted (Clicked) data transport.

Add an UNENCRYPTED TLINK
To add an unencrypted TSAPI Link for Engage:

1. Access the AES console and go to AE Services >> TSAPI >> TSAPI Links .

AVAyA Application Enablement Services
Manag:

aaaaaaaa t Console

i

2. Click on the Add Link button to get the Add TSAPI Links window.

3. Onthe ADD TSAPI Links window, enter the following:
a. Link field: Locally controlled and may be set to the next available number such as 2.

b. Switch Connection dropdown: Click the correct Switch Connection (ex. S8300D).
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c. Switch CTI Link Number dropdown: Enter the ink number created with the CTI (ex. 1).
d. ASAI Link Version dropdown: Use the version inserted by the system (ex. 6).
e. Security dropdown: Leave the field set to default of Unencrypted.

f. Click Apply Changes.

AvAyA Application Enablement Services
M:

lanagement Console

AE Services | TSAPI | TSAPI Links

CVLAN Add TSAPI Links

Lo e 2 9

pmce Switch Connection 583000 ¥
sms Suitch 11 v

TSAPT ASAI Link Vi o]

= TSAPI Links Security [Unencrypted ¥
+ TSAPI Properties

Tws

, Communication Manager
Interface

3.5.2 Obtain Unsecure AES to Engage TLINK Name

TSAPI links (Tlinks) are service identifiers (names) dynamically created by the TSAPI service. TLINK names can
not be manually added or changed. They are machine-generated.

Unsecure Tlinks are the default.
To find the TLINK name:

1. Navigate to Security » Security Database » Tlinks.

2. The Tlinks window shows a listing of Tlink names. A new Tlink name is automatically generated for the
new TSAPI service created.

3. Locate the Tlink name associated with the relevant switch connection (ex. CM8800), using the name of the
switch connection as part of the Tlink name.

4, Make note of the associated Tlink name, to be used later for configuring Engage.

AVAyA Application Enablement Services

Management Console

Security | Security Database | Tlinks Home | Help | Logout|

» AE Services

Communication Manager s
* Interface Tlinks

» Licensing

Tink Name
© AVAYA#CMBB00#CSTA#AES2-S8800

» Maintenance

» Networking

~ Security

‘Account Management
Audit

Certificate Management
Enterprise Directory
Host A4

PAM

Security Database

= Control

@ CTI Users

« Devices

= Device Groups

= Tiinks
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NOTE: An example of a complete Tlink name is AVAYA#CM88004#CSTA#AES2-S8800.

3.6 Configuration Using Encrypted Data (if used)

The configurations for an Avaya ACM linked to an Engage voice recorder will use secure and encrypted data
and links. Use the following steps for the configuration.

3.6.1 Add an Encrypted TLink

The TSAPI link is a system software interface which provides device monitoring. TSAPI data is carried over the
CTI Link. TSAPI Links (TLINKs) can be set up for unencrypted (default) or encrypted (Clicked) data transport.

Add an ENCRYPTED Tlink

To add an encrypted TSAPI Link for Engage:

1.

Access the AES console and go to AE Services >> TSAPI >> TSAPI Links .

Application Enabl t Servi
AVAyA pplical |:n nablement Services

anagement t Console

. TSAPIL
« TSAPI Properti

Click on the Add Link button to get the Add TSAPI Links window.

On the ADD TSAPI Links window, enter the following:
a. Link field: Locally controlled and may be set to the next available number such as 2.

b. Switch Connection dropdown: Click the correct Switch Connection (ex. S8300D).

¢. Switch CTI Link Number dropdown: Enter the ink number created with the CTI (ex. 1).
d. ASAI Link Version dropdown: Use the version inserted by the system (ex. 6).

e. Security dropdown: From the dropdown menu, Click Encrypted.

f. Click Apply Changes.

3.6.2 Obtain Secure AES to Engage Tlink

TSAPI links (Tlinks) are service identifiers (names) dynamically created by the TSAPI service. TLINK names can
not be manually added or changed. They are machine-generated.

Ifimplementing data encryption, be sure to find the associated SECURE TLINK name by looking for the secure
link number in the Tlink name (ex. #AES2 is Tlink 2).
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To find the secure TLINK name:

1. Navigate to Security » Security Database » Tlinks.

2. The Tlinks window shows a listing of Tlink names. A new Tlink name is automatically generated for the
new TSAPI service created.

3. Locate the Tlink name associated with the relevant switch connection (ex. CM8800) and data security
implementation, using the name of the switch connection and link number as part of the Tlink name.

4. Make note of the associated Tlink name, to be used later for configuring Engage.

AVAyA Application Enablement Services - o
Manags

ement Console

»»»»»

nnnnnnnn

© AVAYA#CMBBOD#CSTA#AES2-S8800

Certificate Management
Enterprise Directory
Host A4

PAM

NOTE: An example of a complete Tlink name is AVAYA#CM8800#CSTA#AES2-S8800.

3.6.3 Export the CA Trusted Certificate

Because the Tlink will be secure, CA Trusted Certificates must be configured in both the AES and Engage. The
CA Trusted Certificate, avayaprca, must be exported and placed on the Engage server.

Export the Certificate

Export the avayaprca (Avaya Product Root CA) certificate from the AES server for installation to the Engage
server. To do this:

1. Logon to AES.

2. Navigate to Security » Certificate Management » CA trusted Certificates.

3. Inthe CA Trusted Certificates window:
a. Click the button to Click the avayaprca alias.

b. Click the Export button.

c. Click ALL certificate data and text (from the top line TO the bottom line) of new export dialog.
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d. Copy and Paste this information into a new file.

e. Save this new file using Save As... with the filename avayaprca.crt .

f. Place this file onto the Engage server.

Import and installation of the CA Trusted Certificate is outlined in the section on Engage configuration.
3.7 Disable DMCC/TSAPI Security Database

The Application Enablement Services Security Database (SDB) provides the ability to control a user’s access
privileges. The SDB stores information about Computer Telephony (CT) users and the devices they control.

In the case of an AES linking to an Engage server for recording, one setting needs to be disabled. This pro-
cedure will affect two services, TSAP| and DMCC.

NOTE: When you change the security database settings of the AES, a restart of the affected services is
required. In this case, the affected services are the DMCC Service and the TSAPI Service.

To do this:

1. Navigate to Security » Security Database » Control.
The SDB Control for DMCC and TSAPI box appears.
Uncheck the Enable SDB TSAPI Service, JTAPI and Telephony Service box.

.

Click Apply Changes.

AVAyA Application Enablement Services

anagement Console

Certificate Management

Entsrprise Directory

Host A8

Pam

Security Database
ontrol

5. Click Maintenance > Service Controller
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From the Service Controller page, Click the check box for the DMCC Service and click Restart Service.
From the Restart Service page, click Restart.

From the Service Controller page, Click the check box for the TSAPI Service and click Restart Service.

L 0 N o

From the Restart Service page, click Restart.

AVAyA Application Enablement Services

Management Console

Service Controller

[ ASAI Link Manager

Security Database
ntroller

» Security

» Status

» User Management [ET /e

Restort Servios _)(_Restart AE Server ) estart Gnux_)(_Restart web semver )

3.8 Administer the H.323 Gatekeeper

H.323is a standard that addresses call signaling and control, multimedia transport and control, and band-
width control. IP phones require an H.323 gatekeeper to which they must register. The gatekeeper controls
the connection of calls to and from the phone. The Gatekeeper needs to know what kind of equipment is on
the far-end of the connection.

To set the connection:

AVAyA Application Enablement Services

Management Cansole

High Awailability
» Licensing

® ss3000

© ssson He £ |t

[(E5: comneeren | (Eaz rercian 0 | (e s Gambmrper ] Dol Eornesion | [ Surviwebiey verrey )

1. Logon to the AES and go to Communication Manager Interface » Switch Connections . The Switch Con-
nections screen will show a list of the existing switch connections..

2. Locate the connection name associated with the Communication Manager integrating with the Engage
server ex. CM8800, and Click the radio button. Click Edit H.323 Gatekeeper.

AVAyA Application Enablement Services

Management Console

14145114 2011 from 10323510
S8800/10.32.32.66
RTUAL_A

Communication Manager Interface | Switch Connections Home | Help | Logout|

» AE Services
ion Manager

Edit H.323 Gatekeeper - CM8800

e O — T
e o P Actrss

» Licensing s

» Maintenance

» Networking
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3. On the Edit H.323 Gatekeeper page, enter the IP address of a C-LAN circuit pack or the Processor C_LAN
on the Communication Manager to use as the H.323 gatekeeper (ex. 10.32.32.12) is a C-LAN.

4. Click Add Name or IP to complete the addition.

3.9 Create Application Enablement Services (AES) User

An Application Enablement Services (AES) user (with User ID and password) must be created on the Applic-
ation Enablement Service (AES) server itslef. This user will have read-write access to AES User Management fea-
tures and the AES Management Console.

This new user will also be configured with the CTI (TSAPI and DMCC) capabilities and associated phones to be
recorded.

This AES user will be entered into the AES security database (SDB) where it is authorized and allowed to con-
trol the CTl services (DMCC and TSAPI) assigned to it.

To create and configure a new AES user:

1. Navigate to User Management and click on Add User.

2. Enter desired values for: User Id, Common Name, Surname, User Password, and Confirm Password
fields.
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3. For CT User, Click Yes from the drop-down list.

4. Retain default values in the remaining fields and click Apply at the bottom of the screen (not shown).

3.10 Enable DMCC Unencrypted Port

The DMCC interface is used by Engage to register virtual IP softphones.

When there is an active call at the monitored agent, Engage is informed of the call via event reports from the
TSAPI interface. Engage starts the call recording by using the Single Step Conference feature from the TSAPI
interface to add a virtual IP soft phone to the active call to obtain the media. The event reports are also used
to determine when to stop the call recordings.

DMCC service applications connect to two ports:

e Port 4721is labeled the UNENCRYPTED port. It must be manually Enabled when deploying a default con-
figuration.

e Port 4722 s labeled the ENCRYPTED port. The encrypted port is enabled by default.

To manually enable the Unencrypted Port, do this:

1. Onthe AES, navigate to Networking > Ports window.

2. Inthe DMCC Server Ports section, Click the Enabled radio button for Unencrypted Port.
3. Do not change the Enabled Encrypted Port button.

4. Make note of the port numbers (unencrypted is 4721 and encrypted is 4722) for later use.

5. Click Apply.

s

User craf it
Fri Feb 4 15:00:25 2011 from 10.32.35 10

AVAyA Application Enablement Services

ES2-56800/10.32.32 .66
Management Console VIR

pe: WIRTUAL_APPLIANCE
sion: r5-2-2-105-0

24353
2rges

Ports

CYLAN Forts Enabled Disabled
Unencrypted TCP Port 999 ® 0

Encrypted TCP Port |a998 ] ® 0
DDDDDD

TEAPI Ports Enabled Disabled
TSAPI Service Port 450 ®o0
Loeal TLI orts
e

I
|
Encrypted TLINK Ports

TCP port Hin [ —

TCP Port Max 1081

DMCC Server Ports Enabled Disabled
Unencrypted Port [a721 I ® 0
Encrypted Port [a722 ] ®0

/7 port & i 0@
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3.11 Enable Unrestricted Access to Phones for Recording

The AES user is created to manage the services and devices for recording of Avaya phone conversations.
When created, it was added to the AES system's security database where it gained some CTI configurations
and privileges.

Since the AES user has been added for Engage, it must be configured as a CTl user on the ACM to have unres-
tricted access to phone devices for recording.

Unrestricted Access is set to Disable by default in the ACM and must be changed. To do this:

=gl

S [ 3 [@ e

1. Onthe AES, navigate to Administration » Security Database » CTI Users and click on the new AES User ID
(ex. vtengagel or Engage).

2. Locate the fieldUnrestricted Access and Click Enable .

3. Click Apply Changes.

3.12 Add the IP Softphones for Engage

The Engage Recorder will need softphones added in the ACM for recording. These assigned (and sequential)
softphones are conferenced into calls to be recorded and the Device, Media, and Call Control services (DMCC)
routes the voice packets to the Engage Record server.

The number of softphones to be added depends on the system configuration. To add virtual softphones to
the ACM, log in to the System Access Terminal:
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STATION OPTIONS

Loss Group: 2
Data Module? n
Speakerphone: Z-way
Display Language? English
Modael:

Survivable GK Node Hame:
Survivable COR:
Survivable Trunk Dest?

Hunt-to Station:

ime of Day Lock Table:

Personalized Ringing Pattern: 3
Message La=p Ext: 1014

Mute button enabled? y

Expansion Module?

Media Complex Ext:
1P Softphone?
Remote Office Phone?
1P Video Softphone?
IF Video?

L

Customizable Labels?

add station next Page 1 of X
STATION
Extension: Lock Messages? n BCC: O
Type: Security Code: TH: 1
Port: Coverage Path 1: COR: 1
Hame: Coverage Path 2: cos: 1

change station nnnn

FEATURE OPTIONS

Precedence Call Waiting? y

Remote Seftphone Emergency Calls: as-en-lecal Direct IP-IP
Emergency Location Ext: 75001 Always use? n 1P Audio Hairpinni

Page 2 of X

STATION

LWC Reception? spe Auto Select Any Idle Appearance? n
LWC Activation? y Coverage Mag Fetrieval? y
LWC Log External Calls? n Ruto Answer: none
CDR Privacy? n Data Restriction? m
Redirect NWotification? y Call Waiting Indication:
Per Button Ring Control? n Attd. Call Waiting Indication:
Bridged Call Alerting? n Idle Appearance Preference? n
Switchhook Flash? n Bridged Idle Line Preference? y
Ignore Rotary Digits? n Restrict Last Appearance? y
Active Station Ringing: single Conf/Trans On Primary Appearance? n
EMU Login Allowed?
H.320 Conwversion? n Per Station CPN - Send Calling Humber?
Service Link Mode: as-needed Busy Aute Callback without Flash? y
Hultimedia Mode: basic
MWI Served User Type: Display Client Redirection? n
Automatic Moves:
AUDIX Hame: Select Last Used Appearance? n
Coverage After Forwarding? _
Recall Rotary Digit? n Multimedia Early Answer? n

Audic Connections? n

ng? n

1. Enter the command add station

n, where n is an available extension number.

pdd station 45991

Extension: 45991

STATION OPTIONS

Speakerphone: I-way
play Lanquage: english
# Node Hass

Survi

Survivable COR: internal
Survivable Trunk Dest? y

Short/Prefixed Registration Al

STATION

Lock Messages? n
Security Code: 45991
Coverage Pat!
Coverage Patl
Hunt=to Stat:

Tame of Day Lock Tabla:

Loss Group: 18 Perscnalized Ringing Pattern:

1

Message Lamp Ext: 459851
Mute Button Enabled? y
Expansion Module? n

Media Cosplex EXT!
IP SoftPhone? y

IP Video Soft o
llowed: default

Customizable Labels? ¥

2. Enter the following values for the specified fields and retain the default values for the remaining fields:

o Extension: Use an available extension number (ex. 45991).
o Type: Use any type of IP telephone. (ex. 4620).

o Name: Enter a descriptive name for the device (ex. Engage Virtual 1).

Revised 12/9/2016 Copyright © 2017, TelStrat International, Ltd. 24
All rights reserved.
Version ag161209
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o Security Code: Engage requires the Security Code to be the same as the Extension number
(ex, 45991)

o IP SoftPhone: Set IP Softphoneto Y.

NOTE: When adding the softphones on the Avaya ACM, note that the security code for each DMCC soft
phone could be anything from four to eight digits, however the security code must match the associated
extension number for Engage. In other words, the Security Code of each soft phone should match the Exten-
sion number of that soft phone.

Repeat as needed to add the required number of virtual IP phones.

NOTE: Be sure that the Extension numbers are sequential.

3.13 Check that PBX Softphones Extensions are Consecutive
All of the softphones created for the Engage voice recorder need to be sequentially numbered.

ersion 5.1-1 connected to 192.30.0.11: 5022 I el |

nnnnn | list station ~| send
CANCEL WP |

A ] ] 1 5 6 22 8

Ed__|_Pon | Name Room ovi__|_Cor Cable Type Huntto | Surv GKNN|__ Move Datal
2104 [001v305__|Analog Port T 12500 Tno -
2105 [001V306[Analog Port 1 12500 I
3001 |s00000 [P 3001 i T T T[as21”

3
2 [DMCCEng. J4624
n

C
C
(DM
C
C
C

500044

On the SAT, use the List Station command to check that all softphones created for Engage recording are built
in the PBX and are consecutive (ex. 3100, 3102, 3103, etc...).

3.14 Configure Avaya Users for Recording

There are two ways to configure Avaya phones for recording.

o Enable Unrestricted Access on the Engage AES user which grants unrestricted recording access to
ALL phones on the ACM.
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o Enable each device individually for recording.Gather MAC addresses of a Clickion of ACM phone devices for
configuration for recording.

To administer users:

o I

Home | UserMa .
[\ Home / Users / User Management { Manage Users
=~ Help 7
h
Shared Addrosses
User Management

Communication Profile
Passwand Palicy

Users
| uv.e.,( Edit ',auew &i0uplicatz| | @Delete | More actions - Advanced Search *
53 ttems S Sow AL = Fiker; Enable
T Siv
[ |tasthame |Fistiame  Disolsy Name |Loain Name SIP e |5t Login
sP1 Avas, SIP1 4500180
£ Avaya, SIP2  4snoaghr
e waya Tese7eavaed

On the ACM system manager console, go to Users » User Management » Manage Users to display the User
Management screen. Click the entry associated with the first SIP station to be administered and click Edit.

Y nsw

e PR ) et
o W 1
Publc Contacts User Profile Edit: 45002@br110.com ot s continus) [Comm) (Garce)

Commamicatian Profile
Passward Palicy Communication Profile «

c Edit

[Hocne]| [ @cancel

EICM Endpoint ¢

* System -
* proie Type (21
Use Existing Endpoints o
* Eutension Rtgaoz

Template | 3621SIPCC_DEFAULT_CM 57 =

serType

Security Code |

The User Profile Edit screen is displayed. Click the Communication Profile tab and go to the CM Endpoint
Profile and click on Endpoint Editor.



g ] semard | Lag off
e Uses nt
¥ Eer Mgt 4 Homa [ Users / User Management | Manage Users

Manage Users L

Edit Endpoint
&= =

[53ve 45 Tempiate]

Systam Extension
Template SEISIPEC_DEFALT 4 5 3 ¥ SetType
[ Securlty Code

M
* TenantNumber 1

: Tyne of PCC
SIP Trunk S et
Coverage Path 1 1 Coverage Path 2

Localized Disalay
Lock Messape e

HMultibyle
Language

“Reauired

The Edit Endpoint screen displays. Enter Avaya from the drop-down menu into the Type of 3PCC Enabled
and retain the default values in the remaining fields. Click Done.

Repeat for all phones to be recorded.

To configure the phone devices for recording:

It is necessary to obtain each device's MAC address. Gather MAC addresses of a Clickion of ACM phone
devices for configuration for recording. The address will be used for port mapping in the Engage recorder. To
get the IP addresses from all phones to be recorded:

1.
2.

3.
4,
5.

From the Avaya IP Telephone, press the MENU button to display the Menu screen (not shown).

From the Menu screen, navigate to Network Information > Miscellaneous to display the Miscellaneous
screen (not shown).

From the Miscellaneous screen, page down as necessary to display the MAC parameter (not shown).
Make a note of the MAC address, which will be used later to configure Engage.

Repeat for all Avaya IP phones to be recorded.

3.15 Configure On-Demand Recording via Softkeys for Avaya Phones

On-Demand Recording for Avaya phones is implemented by a set of softkey features that can be enabled
through the ACM. When used, these keys tell the ACM to signal Engage to perform a recording request to
either Clickively start and stop recording a call, record an entire call (even if the request is made sometime
within the call) or to completely delete the recording a call.
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These On-Demand softkeys (Record, Conversation Save and Delete) can be applied to Avaya phones. They
can be removed from a phone. These push buttons, when activated, perform the following:

o RECORD: This button toggles the Clickive recording of a conversation. When pressed, Engage starts record-
ing the voice stream of the phone from that moment forward. When pressed again, Engage stops the
recording. Only the voice conversation between the clicks of the Record button is recorded.

o CONVERSATION SAVE: This button causes Engage to record the entire call from start to finish, even if the
button was pushed mid-call. Pressing the Conversation Save button anytime during the call will cause
Engage to save that entire call.

o DELETE: Pressing this button prevents recording of a call (deletion). The recording of the conversation will
be deleted, even if the phone is automatically scheduled to record calls.

Implementation of On-Demand Softkey Recording for Avaya phones requires some configurations on both
the ACM, Avaya IP Deskphones and the Engage Voice Recorder.

3.15.1 Check ACM Configuration

Most of the ACM configurations should have been completed earlier (ex. CTI link, AES user, etc) during the
ACM configurations. However, use the System Access Terminal (SAT) and Application Enablement Services
(AES) tool to check that the following items have been configured and started. If not, use these steps to per-
form the configurations as they are required for Avaya On-Demand softkeys:

1. Logon to the ACM SAT using credentials provided by the customer.

2. Verify CT Adjunct Link Licensing. Using the display system-parameters customer-options command,
verify that the Computer Telephony Adjunct Links customer option is set to y. If not set to y, contact the
Avaya sales team or business partner.

display System-parameters cusbomer-options
OF" AL FEATURES

Cwg Of Calls Rediry

Digital Loss Plan Modification?
DS1 MSP2

ATM WAN Spare Processor? n

3. Administer the CTI Link. If not already configured, add a CTl link using the add cti-link n command,
where “n" is an available CTl link number. Enter an available extension number in the Extension field. Note
that the CTl link number and extension number may vary. Enter ADJ-IP in the Type field, and a descriptive
name in the Name field. Default values may be used in the remaining fields.

add cti-link 1 Fage L of 3
CTI LINK
CTI Link: 1
Extension: 40001
Type: ADJ-IP

Name: AES CTI Link

COR: 1
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4, Access the OAM web-based interface by using the URL https://ip-address in an Internet browser window,
where “ip-address” is the IP address of the Application Enablement Services (AES) server.

AVAyA Application Enablement Services

Management Console

Please login here:

Copyright © 2009-2013 Avaya Inc. All Rights Reserved.

5. Launch the Application Enablement Services (AES) tool to perform these steps:

AVAyA Application Enablement Services

Management Console

» AE Services
, Communication Manager Welcome to OAM
Interface
High Availability
The AE Services Operations, Administration, and Management (OAM) Web provides you with tools
» Licensing E oaM g ad

» Maintenance

» Networking

» Security.

» Status

» User Management
» Utilities

» Help

e domains can be served by one
each domain.

« Verify Licensing (TSAPI Simulaneous Users) by Clicking Licensing » WebLM Server Access in the left
pane to display the Web License Manager pop-up screen and log in using the appropriate cre-
dentials. The Web License Manager screen is displayed. Click Licensed products » APPL_ENAB »
Application_Enablement in the left pane, to display the Application Enablement (CTI) screen in the
right pane. Verify that there are sufficient licenses for TSAP/ Simultaneous Users.



AVAYA  web License Manager (WebLM v6.3) Help Anecr | Chan

VisbLM Hame
Liensed Products » Applcsticn_Ensbiement 5 View Licsnse Capadty

Licensa mstalled on: May 11, 2012 7:07:47 PM =04:00

Licarse File Homl [Dx: 00-16-36-46.60.82

Help for Installed Prodict

agement Console. The TSAPI Links screen is displayed. Click Add Link. The Add TSAPI Links screen
is displayed.
o The Link field is only local to the Application Enablement Services server, and may be set to
any available number.

o For Switch Connection, Click the relevant switch connection from the drop-down list (ex. the
existing switch connection “S8300D” is Clicked).

e For Switch CTI Link Number, Click the CTI link number. Retain the default values in the remain-
ing fields.

o Disable Security Database. Click Security » Security Database » Control from the left pane to dis-
play the SDB Control for DMCC, TSAPI, JTAPI and Telephony Web Services window in the right
pane.

o Uncheck all fields.
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AVAyA Application Enablement Services

Management Console

1 14:02:54 2011 from 10.32,35.10
/10.32.32.66

ecurity | Security Database | Control Home | Help | Logout

» AE Services
Communication Manager.
ace

’ SDB Control for DMCC and TSAPI

) Licensing

a0 fenance [ Enable SDB for DMCC Service

[ Enable SDB TSAPI Service, ITAPL and Telephony Service

Apply Changes

» Networking

~ Security
‘Account Management:
Audit
Certificate Management:
Enterprise Directory
Host AR
pam
Security Database

- Control

o Restart the TSAPI Service. Click Maintenance » Service Controller from the left pane to display the
Service Controller screen in the right pane. Check TSAPI Service and click on Restart Service.

AVAVA -lulmn::iumm: Seivices

e o st

[ —

E m———

o Obtain TLink name. Click Security » Security Database » Tlinks from the left pane. The Tlinks
screen shows a listing of the Tlink names. A new Tlink name is automatically generated for the TSAPI
service. Locate the Tlink name associated with the relevant switch connection, which would use the
name of the switch connection as part of the Tlink name. Make a note of the associated Tlink name,
to be used later for configuring Engage. In this case, the associated Tlink name is
“AVAYAHS8300D#CSTAHAES_125 72”. Note the use of the switch connection “S8300D” from earlier
configurations that is now part of the Tlink name.

AVAyA Application Enablement Services

Management Console

Security | Security Database | Tlinks Home | Help | Logout

» AE Services

Communication Manager
rface

* Interfa

Tlinks

» Licensing

» Maintenance TN

© AVAYA#CMBBO0#CSTA#AES2-S8800

» Networking

~ Security
‘Account Management:
Audit

Certificate Management
Enterprise Directory
Host A2

PAM

Security Database

= Control

@ CTI Users

= Devices

« Device Groups

« Thinks

« Administer the Engage AES User. Click User Management » User Admin » Add User from the left
pane to display the Add User screen in the right pane.
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e Enter desired values for User Id, Common Name, Surname, User Password, and Con-
firm Password.

For CT User, Click Yes from the drop-down list. Retain the default value in the remaining
fields.

& [ 18 @ memet i

3.15.2 Configure The Session Manager

Use the Session Manager tool to administer the deskphones getting the on-demand softkeys.

Access the System Manager web interface by using the URL https://ip-address in an Internet browser win-
dow, where “ip-address” is the IP address of System Manager. Log in using the appropriate credentials.

Recommended access to System Manager is via
FQDN.

If 1P address access is your only option, then
note that authentication willfail in the following

Log On Cancel
« First time login with "admin” account .
« Expired/Reset passwords hacias Passord

o Administer Users. In the System Manager window, Click Users » User Management » Manage Users to
display the User Management screen. Click the entry associated with the the SIP agent station (ex.46002),
and click Edit. The User Profile Edit screen is displayed. Click the Communication Profile tab.



User Profile Edit: 46002@br110.com

o Scroll down to the CM Endpoint Profile sub-section and click Endpoint Editor. In the Type of 3PCC
Enabled field, Click Avaya from the drop-down list. Retain the default values in the remaining fields.
Click Done.

Repeat these steps for all SIP agent users.

3.15.3 Configure the Avaya IP Deskphone Config File

Avaya IP Deskphones use a downloaded .txt file to configure each type of phone served by the CM. Each type
of phone that will be using the on-demand features will need its part (ex. the Avaya 9650 deskphone) of the
.txt configuration file modified to interface the on-demand features and software. This .txt file contains ele-
ments of configuration for all types of Avaya deskphones supported by the ACM.

Using the Avaya 9650 IP Deskphone as an example, follow these steps to modify the .txt configuration file:

1. From the file server (the CM) serving Avaya 96xx IP Deskphones, locate the 46xxsettings.txt file and
open it with an application such as WordPad. Use the most current file.
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FHEH R R R R R R

## AVAYA IP TELEPHONE CONFIGURATION FILE TEMPLATE ##
+4 **  May 23, 2011 k¥ ##
+ +#
+ +#
4## This file is to be used as a template for confiquring ##
44 Avaya IP telephones. This file lists parameters ##
## supported through the following software releases: +#
it +H#
## 16xx telephone H.323 software release 1.3 +H#
## 1603 telephone SIP software release 1.0 it
## 96xx telephone SIP software release 2.6 ##
## 96xx telephone SIP software release 2.5 ##
## 96xx telephone SIP software release 2.4.2 ##
## 96xx telephone SIP software release 2.4.1 +#
## 96xx telephone SIP software release 2.2 ##
#4 96x1 telephone SIP software release 6.0 b4
## 96x1 telephone H.323 software release 6.0 4
## 96xx telephone H.323 software release 3.1 +4
## 9670 telephone H.323 software release 2.0 I3
## 96xx telephone H.323 software release 2.0 SP1 ##
#4 96xx telephone H.323 software release 1.5 +#
#4 46xx telephone H.323 software release 2.9 +#
## 3631 telephone H.323 software release 1.3.0 +#

2. Usethe Find function to locate the specific phone parameters for, in this example, SETTINGS9650 (the
settings for an Avaya 9650 IP deskphone).

FHEH R R
#

# SETTINGS9650|

#

FHE R R

## This section contains the phone model specific settings
## for the 9650 telephone.

#

#hddtEH RS AUDIO SETTINGS  ######dd##tdttdtiddsst
## Headset Sidetone

##  Controls the level of sidetone in the headset.

##

## setting level

## 0 NORMAL level for most users (default
## 1 three levels softer than NORMAL

#+H 2 OFF (inaudible)

# 3 one level softer than NORMAL

# 4 two levels softer than NORMAL

# 5 four levels softer than NORMAL

## 6 five levels softer than NORMAL

3. Scroll down the SETTINGS9650 section of the file and locate the WML BROWSER SETTINGS section. In
this subsection, set the PUSHCAP, TPSLIST, SUBSCRIBELIST, and WMLHOME parameters as shown
below, where “10.32.39.180” will be the IP address of the Engage server running the Web Server com-
ponent. SAVE the file.

Beginning of FILE EXAMPLE:

# SETTINGS9650

H#



é&mﬂf“

## This section contains the phone model specific settings

## for the 9650 telephone.

H##

AUDIO SETTINGS

H##

## Headset Sidetone

## Controls the level of sidetone in the headset.

##

## setting level

## 0 NORMAL level for most users (default)

## 1 three levels softer than NORMAL

## 2 OFF (inaudible)

## 3 one level softer than NORMAL

## 4 two levels softer than NORMAL

## 5 four levels softer than NORMAL

## 6 five levels softer than NORMAL

## 7 six levels softer than NORMAL

## 8 one level louder than NORMAL

## 9 two levels louder than NORMAL

##

## SET AUDIOSTHD 0

##

## Handset Sidetone

## Controls the level of sidetone in the handset.

H##

## setting level



é&mﬂf“

## 0 NORMAL level for most users (default)

## 1 three levels softer than NORMAL

## 2 OFF (inaudible)

## 3 one level softer than NORMAL

## 4 two levels softer than NORMAL

## 5 four levels softer than NORMAL

## 6 five levels softer than NORMAL

## 7 six levels softer than NORMAL

## 8 one level louder than NORMAL

## 9 two levels louder than NORMAL

H##

## SET AUDIOSTHS 0

H##

B Authentication section

H##

## CERTIFICATE SETTINGS

H##

## Authentication Certificates

## List of trusted certificates to download to phone. This

## parameter may contain one or more certificate filenames,

## separated by commas without any intervening spaces.

## Files may contain only PEM-formatted certificates.

## SET TRUSTCERTS avayaprca.crt,sip_product_root.crt,avayacallserver.crt

##

HEH I WML BROWSER SETTINGS ###### B

##
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## The WMLHOME setting is used to enable and

## administer the 'Web' Application.

H##

## WMLIDLEURI may be used as an "idle screen" when the

## phone has been idle for WMLIDLETIME minutes. By default

## this URL is NULL ("") and this screen is not activated.

H##

## NOTES:

H##

## The WMLIDLEURI idle screen is different than the

## Avaya screen saver activated by the SCREENSAVERON

## timer. While it is possible to use WMLIDLEURI as an

## "idle screen", it is recommended that the SCREENSAVERON

## timer and the Avaya Screen Saver display be used for

## screen saver purposes.

##

## Avaya hosts a web site for IP Phones.

## The WMLHOME and WMLIDLEURI parameters are set up

## to point your IP telephones to this hosted site.

## To enable access to this site, remove the "## "

## from the SET WMLHOME ... and SET WMLIDLEURI ... lines.

## To change the web site that your phones point to,

## replace the provided URL in the SET WMLHOME .. and

## SET WMLIDLEURI ...lines with the URL of your site.

H##

## SET PUSHCAP 2222
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## SET TPSLIST 10.32.39.180

## SET SUBSCRIBELIST http://10.32.39.180/EngageOnDemand/AvayaPhoneServices/TelStratSuscribe.aspx

## SET WMLHOME http://10.32.39.180/EngageOnDemandAvayaPhonesServices/TelStrat.aspxI

## SET WMLIDLEURI http://www.mycompany.com/my_screen.wml

H##

#iHH### 9650 H.323 Phone Multi-Language Administration #######

H##

## These settings are used to set the local display

## language of your 9650 H.323 telephone.

HH#

## First Language File Name

## Contains the name of the first language file.

## 0 to 32 ASClI characters. File name must end in .txt

HH#

## Note:

## It is recommended you install the latest version of the

## language files in all 96xx H.323 telephones, even if some

## phones are running an earlier release of software.

H##

## SET LANGIFILE "mlf_s31_v49_russian.txt"

H##

## Second Language File Name

## Contains the name of the second language file.

## 0 to 32 ASCll characters. File name must end in .txt

## SET LANG2FILE "mlIf_s31_v49_spanish.txt"

HH#
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## Third Language File Name

## Contains the name of the third language file.

## 0 to 32 ASClI characters. File name must end in .txt

## SET LANG3FILE "mif_s31_v49_french_paris.txt"

H##

## Fourth Language File Name

## Contains the name of the fourth language file.

## 0 to 32 ASCll characters. File name must end in .txt

## SET LANGAFILE "mlif_s31_v49_german.txt"

HH#

## System-Wide Language

## Contains the name of the default system language file.

## 0 to 32 ASClI characters. File name must end in .txt

## SET LANGSYS "mlIf_s31_v49_german.txt"

H##

## Larger Text Font File name

## Specifies the loadable language file on the HTTP server

## for the Large Text Font. 0 to 32 ASCII characters.

H##

## SET LANGLARGEFONT "mlf_s31_v49_english_large.txt"

GOTO END

HittHH I END OF 9650 IP Phone Settings ##t##Ht it #HH##

End of FILE EXAMPLE

4. Repeat this programming for all Avaya 96xx IP Deskphone types that will get the On-Demand softkeys.
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3.15.4 Obtain MAC Addresses

The MAC address of each deskphone that will be configured with on-demand recording softkeys will need to
be recorded for later use in the Engage Port Mapping portion of the procedures. To get MAC addresses from
Avaya deskphones:

1. Onthe Avaya IP deskphone, press the MENU or HOME button to display the Menu or Home screen.

2. From the Menu or Home screen, navigate to Network Information » Miscellaneous to display the Mis-
cellaneous screen.

3. From the Miscellaneous screen, page ro scroll down the list to display the MAC parameter. Write down
the MAC address, which will be used later to configure Engage.

4. Repeat these steps for all Avaya IP Deskphones used by the agents.

3.15.5 AFTER Engage has been Configured, Reboot the Deskphones

AFTER the Engage Voice Recorder has been configured for the On-Demand softkey feature, REBOOT all of the
Avaya IP Deskphones. This will make them receive as part of their configuration, the .txt file that was changed.



GEDSF;F;T”

4 Initial Configuration of Engage for Recording

Like the Avaya ACM, configuring the Engage Voice Recorder is a one-time configuration activity. When con-
figuration is complete, the Engage Voice Recorder will integrate with the Avaya ACM to provide voice and call
event recording services. All subsequent activities (adding and removing devices and users, setting recording
schedules, individual ACD agent data manipulation, taking backups of databases, etc...) are administrative
and maintenance related and are performed after system is in-service and functioning properly.

Configuring the Engage Record server requires:

Downloading and configuring Avaya TSAPI (TSP) software.

Configuring the CTI Option setting for Avaya ACM.

Configuring the VolP and recording modes of the Engage server.

Port mapping all of the devices to be recorded in the Engage Recorder.

After installing the VolP recording feature on the Engage Record server, the VoIP Engine Configuration utility
is available from the Start menu. This utility includes general settings for the VolP recording feature and is
used to add specific stations to record or to delete stations from the recording configuration and to configure
recording methods.

Engage supports an ability to acquire port mapping, en masse, but this requires that some of the per device
settings, such as Dual Streaming/Mirroring and the OnDemand checkboxes for the newly acquired devices,
will need updating. Updating these settings for newly acquired devices is required since not all of this inform-
ation is provided by the ACM.

As lines and extensions to be recorded are added (or additional devices), the Device ID/DN combination must
be entered into Engage Record for call recording.

Engage Record uses a Port Number which consists of the recording board ID (ex. Avaya ACM is hard-coded as
2300) and a three-digit recording channel number (000 — 999), thus 2300:123 would be a port number. All
phones to be recorded will get a port number which is used in the VolP Configuration Utility and the WebCli-
ent.

4.1 Download/Configure Avaya ACM TSAPI

TSAPI software is an Avaya proprietary product and must be downloaded from the Avaya website to the
Engage server for installation.

To do this, have the customer:
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1. Go to the Avaya support site at http://support.avaya.com . They will need a login ID and password to
logon to thesite.

2. Oncelogged in, Click the TSAPI zip file version to be used and click to download to the Engage server.
When the folder of software is unzipped, locate and double-click on setup.exe to start the installation.

Click on the checkbox for | accept the terms of the license agreement and click Next.

> W

5. Click Next to choose the default destination folder of C:\Program Files\Avaya\AE Services\TSAPI Client .
64-bit systems get the destination folder of C:\Program Files (x86)\Avaya\AE Services\TSAPI Client.

TCP/IP Name Server Configuration x|

“Your workstation wil be configured for accesstothe 2 | £/ or the 1P address of
[l sl 7| the AES server and click
‘You must specify the host name of IP. and pait ezadd e
number of each TSAPI Service touse. /
~
<
Host Name o IP Adds CP Port ‘

Configuied Telephony Servers
192.30.0.10-450

The configuied TSAPI Service will be placed in the
SLIB.INI fie.

= 450

<Back | Met> | Comoel |

6. Inthe Host Name or IP address field, enter the IP address or valid host name of the AE server.
7. Inthe Port Number field, enter the default port number of 450.

8. Click Next, then Install, then Finish when the installation is complete.

NOTE: If there are other versions of TSAPI previously installed, they must be removed before the new
TSAPI version can be installed.

4.2 Import CA Certificate for Encryption, If Used

If this configuration requires encryption, the CA Trusted Certificate created on the AES and transferred to the
Engage server system must be imported into Engage through the Certificate Import Wizard.

The certificate must be installed into a Personal Account repository of the Engage server. It must also be
installed in the Trusted Root CA Repository of the Engage server.

To do this:

1. Locate the file (filename is avayaprca.crt) that was created on the AES and sent to the Engage server.

2. Double-click on the file or right-click to get the pop-up menu and click on Install Certificate to launch the
Certificate Import Wizard.


http://support.avaya.com/

"}mﬁ'f"

3. Click the Local Machine button and click Next.
x|

“+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

Store Location

) Current User

Local Machine

To continue, dick Next.

4. Inthe File to Import field, click Browse to locate the avayaprca.crt file.

E) Open
© ~ 1 [Jm» ThisPC » Desktop »
Organize v Newfolder
A Fovorites Nome - Datemodfied  Type Sie

Old Firefox Data
§88 This PC techpub2012 Licenses
& Desktop ) avayaprca
1 Documents

Filefolder
Filefolder
Security Certficate 18

6 Downlosds
2 Music

£ pictures

8 Videos

s Local Disk (C)

& engage (\\tsiftp) (Z:

o Network

i rame sagapres +] (X Cathene Casrien ]

5. Click Next to continue to install the certificate.
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(€) = Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:

C:\Users\Administrator\Desktop\avayaprea.cart | ‘ Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P7B)

Microsoft Serialized Certificate Store (.55T)

6. The wizard will guide you through the imports. It must go to two places.

7. Install the Certificate into the Personal Certificates repository.

Certm - (Cetficates - Local Computen\Personan Crtficates] ==

4.3 VolP Configuration for Avaya ACM

With the Avaya TSAPI software installed on the Engage server, the Engage VolP CTl Option may now be con-
figured for Avaya ACM.

There are TWO configurations that can be made here:
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o Unencrypted Avaya ACM configuration (the default).

« Encrypted Avaya ACM configuration.

Configure an UNENCRYPTED Avaya ACM configuration (the default)

1. Launch the VolPEngine Config Console and click Config.

w Engage VolPEngine Config Console B
Config  Status

NOTE: The Recording Board ID for Avaya ACM is hard coded to 2300.

2. Enter the following Clickions into the VolPEngine window fields:
a. CTI Option drop-down menu: Click Avaya ACM.

b. AES Server field: Enter the IP address of the Avaya Application Enablement Services (AES) server.

c. DMCC Port field: If using the Single-Step Conference recording method, enter 4721. Port 4721 is
the Unencrypted DMCC Port. This is not required for the T-SPAN recording method.

TSAPI APP ID field: Enter the TSAPI link name created earlier in the AES. This link is the
UNSECURE ITlink created earlier in the AES.

o

e. User IDfield: Enter the AES CTI User ID (required to establish a link to the AES over TSAPI).
f. Password field: Enter the Password (required to establish a link to AES over TSAPI).

g. Click one of the following choices under Calls to Record:
e All trunk/internal calls: To record all trunk and internal station to station call.Click

e All trunk calls: To record only trunk calls.

e Calls Clicked by DN: To record calls only on specific DNs.
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VolP Configuration -
Awapa ATM \
CTI Option agssener 10323220 DMCEPet [z
[Avaparon ] T54PI PP D [FERREAIERAL

Recorsin Bowrd D (7307 User D |CalRecorder Password ™

Cals To Rissor OrDemand

@ Al TunkAntemal Cals e}

More ACD Groups

Poit Mapping

[#]_Fecording Channel | Device ID [P [ o [ Record with

[l 7500 033138BCD123.. 7500 Miroring

102 7501 00331 38BC0123. 7501 Miroring

044 4500 4600 Mirroring

No. of LegFiles  [g Config File Location Other Parameters | oK Cancel

3. Click OK.

Configure an ENCRYPTED Avaya ACM configuration (IF USED)

1. Launch the VolPEngine Config Console and click Config.

- Engage VolPEngine Config Console 5
Config  Status

NOTE: The Recording Board ID for Avaya ACM is hard coded to 2300.

2. Enter the following Clickions into the VolP Configuration window fields:
a. CTI Option drop-down menu: Click Avaya ACM.

b. AES Server field: Enter the IP address of the Avaya Application Enablement Services (AES) server.

c. DMCC Port field: If using the Single-Step Conference recording method, enter 4722. Port 4722 is
the Encrypted DMCC Port.

d. TSAPI APP ID field: Enter the TSAPI link name created earlier in the AES. This name is for the
SECURE Tlink created in the AES.

e. User IDfield: Enter the AES CTI User ID (required to establish a link to the AES over TSAPI).

f. Password field: Enter the Password (required to establish a link to AES over TSAPI).
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g. Click one of the choices under Calls to Record:
o All trunk/internal calls: To record all trunk and internal station to station calls.

o All trunk calls: To record only trunk calls.

o Calls Clicked by DN : To Click only specific per station DNs to be recorded.

VolP Configuration -
AvaysACM |

CTI Option

Avaya ACM -
Roomding Boxd D [2300

LCalls To Record
* Al Trunk/AAnternal Calls €

Port Mapping
[#1 Fecording Channel [ Device D [P [ o

[ 7500 0033138BCD123.. 7500
002 7501 0033136BCD123.. 7501
044 4500 4500

No. of LegFiles  [g Config File Location Other Parameters | 0k Cancel

3. Click OK.

NOTE: VOIPInfo will show Keys rcvd when encrypted recording is in effect. Logs can be found here: C:\Pro-
gram Files (x86)\TelStrat\Engage\VOIPEngine\Logs

4.4 Configure SoftPhones for Recording
The elements of this button are required for the Single-Step Conference recording method.
With Single Step Conference, Engage Record controls soft phones on the Avaya ACM. These soft phones are

conferenced into calls that are recorded so that Engage Record receives the voice packets for the calls via
DMCC control.

NOTE: The Engage T-SPAN recording method does not use DMCC and does not require this configuration.
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N o s

SoftPhone Station Configuration -
Certificate Name |
Service Observe | #79
Access Code
CM Server | 192.168.132.54
From | 54000
To 54059

SoftPhone Station IP

192,168,142, 184 b

Click the SoftPhone button on the Avaya ACM VolP Configuration page and the Softphone Station Con-
figuration window appears.

In the Certificate Name field: Not used.

In the Service Observe Access Code field, enter the code used (ex. #79) by the customer to initiate service
observation.

In the CM Server field, enter the IP Address of the Avaya Communication Manager.
In the From field, enter the FIRST extension of the consecutive list of softphones with DMCC services.
In the To field, enter the last consecutive extension of the softphone list.

In the Softphone Station IP field, enter the drop-down menu to Click the IP address of the Engage NIC to
use for recording calls.

NOTE: These need to be CONSECUTIVE numbers (ex. From 3100 To 3150)

Use the SoftPhone Station IP drop-down box to Click the IP address of the Engage Voice Recording
server NIC to be used for recording calls.

Click on the OK button.

NOTE: When performing configuration on the Avaya ACM, the security code for each DMCC soft phone must
match its associated station. In other words, the Security Code of each softphone is the DN of that soft-
phone.
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4.5 More - Button - Avaya ACM SPAN Configuration

The More button provides the elements needed for the Avaya SPAN recording configuration. The elements
of the Avaya SPAN Configuration window include:

Avaya SPAN Configuration [x]

W Mirmoring By 1P
. naE Generic Value Mappng
Ports

SIP Server IP Port. Target Fields
H.323 Server IP Port [} Genericl |

Trace
F ™ #.323Trace

Addtional Options

W Use shared DMCC license:

Mutitenant Mone :J Defaudt Warming Tone Disabied j
SMS Web Services
¥ Enable SMS Web Services ¥ Sync Device IP via SMS
M5 Port 442 ¥ UseTs

SMSUse D |eomin@192.30.0.11:5022 SMS Password [ **""

Contact Center

" None « CcE  Aacc
AACC

—— = 7"

Mirror by IP checkbox: When checked, enables Engage to SPAN (mirror) all VoIP phones by IP address and
enables Sync Device IP by SMS in the SMS Web Services configuration box.

Ports box:
o SIP Server IP Port: Enter the port (ex. 5060 for unencrypted) for this deployment.

o H.323 Server IP Port: Enter the port number of the H.323 gatekeeper entity associated with the CM
and Engage. H.323 gateways provide address translation, network access control and dial plans for
IP virtual phones. They are optional but if a gatekeeper is present, endpoints must use the services
provided.

Trace box, in conjunction with the Ports box:
o SIP Trace: Ifa SIP server is present, Clicking SIP Trace enables message tracing and troubleshooting
of SIP messaging. Do not Click this checkbox unless instructed to by TelStrat Support.
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o H.323 Trace: If an H.323 server is present, Clicking H.323 Trace enables message tracing and
troubleshooting of H.323 messaging. Do not Click this checkbox unless recommended to by TelStrat
Support.

o Generic Value Mapping box: Used to enhance the display of recorded call data on the Web Client.
o Target Fields box: Sixteen target fields are available and labeled Genericl through 16 and can be
found on the Web Client application on the Recordings tab » Playback display at the extreme right
hand end of the columns.

o Mapped Source box: The Mapped Source takes call related ACD data (ex. skillset) and populates
the Clicked Generic# column fields with that data. Mapped Sources of data that can be used to fill
generic columns in the web client include:

o UCID: Unigue Avaya Universal Call ID (UCID) value.

« SkillSet: The skillset used.
o UUI: User-to-User Interface data passed.

o VDN: Vectored Directory Number used.

o Apply button: Click this button when to complete the Generic Value Mapping process and save the
settings.

Working together, Target Fields and Mapped Source create a column of specific ACD/Agent type call-
related information which is then displayed in the web client.

For example, if the:

o Target Field Generic1is Clicked (this is the column named Genericl in the web client).

o Mapped Source Skillset is chosen (this is the type of data to be displayed in the column).

When a call is recorded that uses this mapped source, the information is made available to the Web Cli-
ent in the Genericl labeled column.

« Populate Agent Name checkbox - when available: When checked, causes the recorded agent’s name to be
placed in the Remarkl column of the web client.

o Fill DNIS with Topic checkbox - when available: When checked, Engage will populate the DNIS field of the
Web Client in the Recordings tab » Playback display with a topic value.
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o Use shared DMCC license checkbox (required for ACM 7 only): When checked, multiple Avaya DMCC
licenses are required for conferencing, including supervised transfers, that involve multiple local exten-
sions as well as extension-to-extension calls.

o Multitenant dropdown menu: Used to Click the multi-tenant configuration with an Avaya ACM. The
Clickions are:
o None: No multi-tenant setup is configured.

o Generic - Extension Mapped: Choose this setting if Engage will be recording multiple tenants on the
Avaya ACM.

o Default Warning Tone menu: Provides a global setting for Warning Tone use which can be managed by

extension, if needed. The choices for the global setting are:
o Disabled- default: When Clicked, the Warning Tone is disabled.

o Enabled: When Clicked, the Warning Tone is enabled.

o Silent: When Clicked, the Warning Tone is enabled but is silent.

« SMS Web Services box: Contains settings to support Avaya System Management Service or SMS. The
SMS Web Service is hosted on the Avaya Aura® Application Enablement Services server which uses a plug-
in to extend access to web-based services to a user of an ACCE system. The Clickions are:

o Enable SMS Web Services checkbox: When checked, enables the SMS configurations within

Engage.

o Sync Device IP via SMS checkbox: When checked, enables Engage to use the SMS web services to
"dynamically learn" Avaya ACM device IP addresses. If enabled, there is no need for entering the
device IP during the port mapping process. Only available if Mirroring by IP is Clicked.

o SMS Port: Must be a valid SMS Port number between 1024 and 65535 (not Zero - 0).
o Use TLS checkbox: When checked, causes Engage to use TLS with the Avaya ACM SMS system.
o SMS User ID: Enter the SMS user's ID.

o SMS Password: Enter the SMS user's password.
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« Contact Center box: Contains Clickions for Avaya Contact Centers.
o None button: Default indicating NO contact center is configured.

o CCE (Contact Center Express) button (default): When Clicked, indicates an Avaya Contact Center
Express system is associated with the Avaya ACM.

o AACC (Avaya Aura Contact Center) button: When Clicked, indicates an Avaya Aura Contact Center
system is associated with the Avaya ACM. Additional configurations are needed, including:
o Server box: Insert the server's name.

« Domain box: Enter the domain name associated with the server.
o Port box: Must be a valid number between 1024 and 65535 (not Zero - 0).
o User box: Enter the username.

o Password box: Enter the password of the user.

4.6 Other Parameters Button — Avaya ACM NICs - Port Spanning

If the Port Spanning recording method is being used, click on the Other Parameters button. The Parameters
window will list the Engage system's network interface cards (NIC) adapters. One of these will receive the port
spanning stream from the network.

Elements of the Other Parameters Button window are:

o Network Adapters window is where server NIC information is listed. Select the network adapter being used
for port spanning by checking the box to the left of the network adapter. Note the following information in
records:

o Descriptions: Contains specific descriptions for each available NIC listed.

o Device Name ID: Contains specific identification information for each NIC listed.

o Buffer Size: Default is 100MB.

o Engage Voice Servers box contains:
o Master Recording Server text box: Enter Jocalhost.

« Slave Server checkbox: If checked, enables the text box. Enter the name of the slave server here.
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e« GSM Compression For Codec G711 checkbox: When checked, G.711 calls are compressed using GSM com-
pression by default. This reduces the storage consumption by a factor of 10 (from 128kbps to 12.8kbps).

o Suppress Zero-Lengthed calls checkbox: If the customer is using two recorders and the Host2 recorder is a
redundant/backup recorder only, there is an additional configuration parameter that needs to be
checked. While Host2 is not receiving the bearer traffic, it is receiving TAPI call events. When selected, this
setting prevents having OK (zero-K) duration calls displayed in the backup recorder playback log when it’s
only receiving TAPI events and not the bearer traffic

Parameters =

Network Adzpters

eeeeeeeeeeeeeeeeeeeeee

[ [[Voevice Wer_{0520E35D-5865-4067-5 27 1C2FOF D580}

[Winare vmxnets virtual network device | Device WPF (3316815 1-1488-4A 17-A 7E6-GFEDD4C 150D}

4.7 Config File Location Button

The Config Location button provides a choice on where to store the server's VolP configuration, either locally
or off the system.

The Configuration File Location button elements are:

1. Local radio button: When clicked, a copy of the VolIP configuration file is stored on the local host.

2. Shared radio button and window: When clicked, a copy of the VolIP configuration file is stored at this
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shared location entered in the text box.

vnIP Configuration B

Avaya 4H |

BTy AES Server [1521220.90 L
Avaya ACH - TSAPIAPR 1D [TSAPIERgage
RecordingBoard D [Z300 Userlp [Engsgeboosss  Passward [==

Calls To Record ‘ SoftPhone DnDamandl

( = AllTwnk/ntemal Cals ¢ Al Trunk Calls 7~ Cals Selected By DN
e ACD Gioups

Fort Mapping
/'] _Fiecording Channel [ Deviee ID [ Mac Addiess [ DN [ Recod with
i 0033134BCD1234.. ODS3134BCD1234. 5000 Minoing
i 7200 7200 STCSheam
2 72m 7201 5TC Stieam
Jiie] 7202 7202 STCSheam
Ty 7203 7203 STCSheam
i 7204 7204 STCSteam
i 7500 7500 STCSheam
007 7501 7501 STC Stream
w2 e
7503 STCSteam
7504 STCSheam
@ Local
" Shared
»
OK I Cancel | J

No. of LagFiles g ConfigFile Location | Other Parameters ok Cancel

4.8 ACD Groups Button

Engage Record can collect Agent Logon/Logoff events of acquired ACD agent IDs for agent calls. This requires
that Engage Record is configured to monitor Avaya Hunt Groups.

To collect the agent logon/logoff events of an Avaya ACD Hunt Group, perform the following steps:

1. Click the ACD Groups button in the Avaya ACM VolIP configuration window.
x

ACD Group Mumber |
3944

Cancel

2. Right-click in the ACD Group Number Field and then left-click on Add. The following dialog box displays:
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ACD Group Number Configuration [ ]

ACD Group Mumber

3. Enter the Hunt Group Extension of the group of Avaya devices to collect events, in the ACD Group Num-
ber field.

4. Click on the Add button.

5. Enter additional hunt group extensions, as required, for the customer configuration and click on the Add
button after each extension.

6. When finished entering hunt group extensions, click on the Cancel button to close the ACD Group Num-
ber Configuration window.

7. Click on the OK button to exit the ACD Group Numbers window.

4.9 Reconfigure for SMS

Some customers with an existing Engage-ACM integration may choose to reconfigure their systems to imple-
ment SMS features. This procedure uses customer supplied information to make changes to the Engage -
AES connection supporting SMS.

Information needed to make this kind of change includes:

o AES Server IP Address: This is the address of the AES supporting SMS.
e TSAPI APP ID: This is the name of the TLINK created in the AES supporting SMS.

e SMS User ID and Password: This is the AES account created in the ACM supporting SMS.

Engage System Changes

1. Logonto the Engage server and start the VolPEngine Configuration Utility.

2. Change the following on the VolP Configuration screen:
o AES Server: Enter the IP address of the AES supporting SMS.

o TSAPI APP ID: Enter the TLINK name of the TSAPI link used to support SMS.



- Engage VolPEngine Config Console

Config Status

VolP Configuration
Avaya ACM ]

CTI Option
Avaya ACM -
2300
Calls To Record

& Al TrunkAAntensl Cals Al Tnunk Calls

AESSever [l02iziEizs | OMCCRor 5
TSAP1APP 1D ym
Userip b Pasmwod [
M DOrDemand
| e | [emeas

Recording Board 1D

" Cals Selected By DN

[ Tenont . | Rie ~
2 Mi

unknown
10.240.132.46
unknown
unknown
unknown
unknown
unknown
unknown

unknown
1024013298
urknown

Othes Parametess |

No.ofLogFles  [ion

Condig File Location

3. Click the More button and get the Avaya SPAN Configuration screen.
3

VolP Configuration
Avapa ACH |
CTl Option AES Senver [1020275728  DMCCPat [T
avaya ACM - TSAPIAPP D [AVAYARHPFIPERE
RecodngBoxd D [0 User D [teltiat Passwand |7
Cals To Record SotFhone I OrDemand |
& AlTwnk/intemal Cals ' All Tunk Calls " Calls
Mot ALD Groups
Poit Mapping
|#] Recording Channel [ Device 10 [P [on | Tenant. | Re ~
000 410200 unknown q020m 2 Wi =
oo 4102002 unknown 4102002 2 M
002 4102003 unknown 4102003 2 Mir
003 4102004 unknown 4102004 2 M
004 4102005 usknow 4102005 2 Mir
0os 4102007 unknown 4102007 2 Mir
005 4102008 10,240,132 46 4102008 2 Mil
o7 4102009 unknown 4102008 2 Mir
008 4102010 wnknown 4102010 2 M
003 410201 unknown 400 2 Mil
010 4102012 unknown 4102012 2 M
o1 4102013 unknown 4102013 2 Mil
012 4102014 unknown 4102014 2 Wi
03 4102015 ko 4102015 2 Mil
e 4102016 1024013238 4102016 2 Mit
05 4102017 unknown 102017 2 Mil
06 4102018 unknown 402008 2 Mir
< 0 >
Mo of LogFies  [160 Conlig File Location | Other Pasametes | ok | Cancel

4. Change the following on the Avaya SPAN Configuration screen:
e SMS User ID: Enter the AES user name for the account that supports SMS.

o SMS Password: Enter this account's password.
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Avaya SPAN Configuration -

¥ mirroning By [P
Ports

SIP Server IP Port 5060 Target Fields
H.323 Server IP Port o | Genericl -
Ui Mapped Source

r ™ H.323 Trace

=

-

Additional Options

¥ Use shared DMCC kicense
Muthtenant  [Generic - Extension Mappes_~| Default Waming Tone [Gisabled =
SMS Web Services

¥ Enable SMS Web Services ¥ Sync Device IP via SMS

SMS Port 43 W usaTis
SMS User ID telstrat@10.242.157.10: 503 SMS Password | "R

[ I
— [
o] Concel |

5. Restart the TelStrat Engage VolP Engine service using the Services tool. The restart will apply the new
changes made in the VolP Configuration.

6. When the restart is complete, use this general path to find the TSAPI Client folder: C:\Program Files (x86)
\Avaya\AEServices\TSAPI Client

7. Using Notepad, open the script file named TSLIB.ini.
8. Find the (Telephony Servers) heading.

9. Highlight the IP address and change it to the IP address of the AES supporting SMS (ex. from 10.242.157.10
to 10.242.128.29).

10. Save this change.
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Reboot the Engage server to apply this file change. After the reboot, verify that these changes took effect and
are working.

Verify the Connection is Good

1. Start either Baretail or Notepad. Select File » Open and choose the path of the log file: C:\Program Files
(x86)\TelStrat\Engage\VOIPEngine\Logs (AvayaSMSWS.log).

2. While viewing the log content, verify this type of entry (indicates Engage connected to the SMS service suc-
cessfully): TelStrat.AvayaSMSWS:8: IsConnected::YES

3. Close and exit the log file.

View Recorder Events for SMS

1. Usethe web client's Recorder Admin Events tab and select the recorder that was reconfigured.

2. Verify that the most recent SMS event indicates SMS Connected.

Verify Test Calls Recorded Correctly
Use a test phone and the web client to verify that test calls are recording correctly.

1. Place atest call from a configured extension for that recorder. Call duration should be at least 60 seconds
before release of the call.

2. Use the web client's Recordings » Playback tab and click on the Recent Calls button. The results should
display the test call that was made.

3. Double click on the test call and play it back and verify audio was recorded in both directions.

4. Verify the call record does not contain a red exclamation point ! for duration. If it does, that means packets
were not received for the call and the recording failed.

4.10 Configure OnDemand Recording Feature on Engage Server

Engage Record will collect supervisor/agent on-demand recording events (activated by softkey use) of
acquired ACD agent IDs for agent calls.

Within the Avaya ACM, there will be ACD skill groups defined. Each group will have a ACD Group number (ex.
65555). Within the ACD skill Group will be members such as a supervisor and agent telephone extensions (ex.
supervisor - 65000, agent1 - 65001, agent2 - 65002).

On-Demand softkeys are assigned to agent Avaya IP deskphones within the group. These phones are found in
an Avaya Skill Group with a label such as ACD Group 65555. The group number will be needed later.
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The following tasks need to be completed on the Engage Recording server to implement on-demand record-
ing for Avaya phones with softkey buttons:

o Install the Avaya Phone Support Featuresoftware on the Engage Recording server.

o Configure the Web.config file on the Engage Recording server with the web server's IP address.
o Configure the On-Demand Feature in the VolP configuration (VolPEngine).

e Check the TSAPI settings in the VolP Configuration.

o Administer ACD Skill Groups in the VolP Configuration.

o Administer Device Port Mapping in the VolP Configuration.

4.10.1 Install the Avaya Phone Support Feature in the Engage Recording server

This software is installed as part of the Engage Server software package. It creates a web server that will com-
municate with the ACM to manage the responses to on-demand recording softkey requests. The Engage
Install Wizard is used to install the feature.

1. Launch the Engage Install Wizard from the folder containing Engage software.
o Ifthis installation is the initial configuration of a new Engage Recorder, follow the Engage Server
installation procedure until arrival at the Custom Setup page. Add this step to the Engage Server
Installation Custom Setup procedures.

o Ifthis installation is an upgrade or change to an existing Engage Recorder, the Program Main-
tenance window will ask what kind of change is requested. Click the Modify button and then Next
which will bring up the Custom Setup window.

i Engage - InstallShield Wizard -

Welcome to the InstallShield Wizard for
Engage 4.2.1

The Instalishield(R) Wizard will allow you to modify, repair, or
remove Engage. To continue, dick Next.
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2. Atthe Custom Setup page, expand Web Servers and Click the Avaya Phone Support Feature and click
This feature will be installed on the local hard drive. Click Next.

3. Click through the remaining windows until installation is complete. Close the install wizard.

i Engage - InstallShield Wizard .
Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how 3 feature is installed.

= - =97] Engage Feature Description

2 =) x| Client Web-based applications

* 123 v | Windows Desktop Appication
i” % | Event Monitor
* "% +| Engage Analyze Client

- v | Servers

X~ | Cisco Phone Support Feature
H X | Avaya Phone Support Feature
i =3 « | Encryption Key Manager
X~ | Viice Analytics
This feature requires OKB on
your hard drive. It has 0 of 2

subfeatures selected, The
subfeatures require OKB on yo...

InstaliShield

[ <o [ o ][ o

4.10.2 Configure the Web.Config file

The Web.config file provides the configuration parameters of the Engage Web Server. A change is needed to
set the correct web server IP address. Follow these steps:

1. Onthe Engage Recording server, navigate to the Web.config file by clicking through C:\ » Program Files

(x86) » TelStrat » Engage » OnDemandAvayaPhoneServices and locating the filename Web or Web.-
config.

%

= )9 copy patn

Copy paste - Move Co
] Pasteshortat o« to+

© - M » ThisPC » Local Disk (C) » Program Files (85) » TelStrat » Engage

 Local Disk ()
Qsifte) )

PacketCaptureDriver
VOIPEngine

ke
on R K8
) EngageClient 1Ke




¢ Fovarites

A Thispe
e Dezacp

Ey Local Disk ©)
2 engage (Vi) @)

e Network.

2. Double-click on the filename (ex. Web or Web.config) to open it. It is an XML file and will use Microsoft
Visual Studio to open the file.

3. Locatethe webserveripaddress string and value field by clicking on cntl-f to get the Find window and enter-
ing webserveripaddress and clicking Find Next to get to the string.

=al =

4. Highlight the address and change the value in the value field to the IP address of the Engage web server
(ex.10.32.39.180).
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5. Click File » Save Web.config.

4.10.3 Enable OnDemand in VolP Configuration

This feature is activated by enabling it in the Avaya ACM VolP configuration page of the Engage server.

1. Launch the VolPEngine utility and click on Config.

2. On the VolP Configuration screen, click the OnDemand button.

VolP Configuration -
Avapa ACM |
CTI Option AES Server ,— DMCC Port I_D
Avaya AN - TSAPI 4PP 1D
RecocdngBoadlD 7305 Usar D | Passuord |
Cals ToFlecard SoftPhans OnDemand
{ @ AllTinkAnemal Calls Al Trunk Calls € Calls Selected By DN |
Mare | ACD Groups
- Pait Mapping
|#] Fecording Channel [ Device ID [ Mac Address [on [ Record With
[ 1234 STC Steam
it 2345 STC Sream

< " >

No.of LogFiles  [g ConfigFie Location | Dther Parameters | K| Cancel |

3. Check the OnDemand Feature checkbox.

NOTE: Do Not Use the Post Account login area.

4. In the PUSH Server Namefield, enter the name or IP address of the Engage Voice Recorder, normally
the C-LAN IP address of the server (ex. 10.32.35.190).

5. Click OK
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6. Since a change has been made to the Engage Configuration, a restart of the Engage Voice Recording Ser-
vice is needed.
+ Go the Services tool on the Engage server.

o Scrollto the Telstrat Voice Recording Service in the services list.
« Right-click on the service and click Stop.
o Wait 10 seconds then right-click on the service and click Start.

« When the service starts, close the Services Tool.

OnDemand Configuration

¥ OnDemand Feature

Post Account
User ID I

User Password |

PLISH Server Mame I 10,32.35.190

|

4.10.4 Check TSAPI Settings

With the VolP Configuration screen still displayed, verify the following values have been entered in the spe-
cified fields, and retain the default values for the remaining fields.

This configuration should have been completed earlier in the Engage installation process. If not, make sure
the following entries are set:

1. Launch the VolPEngine Console Utility.
2. Inthe AES Server field, enter the IP address of the Avaya Application Enablement Services (AES) server.

3. Ifusing the Single-Step Conference recording method, enter 4721in the DMCC Port field. This is not
required for the T-SPAN recording method.

4. Enterthe TSAPI link name created earlier in the TSAPI APP ID field.

5. Enter the AES CTI User ID in the User ID field (required to establish a link to the AES over TSAPI).
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6. Enter the Password in the Password field (required to establish a link to AES over TSAPI).

VolP Configuration
Avays AM |
CTI Option AESSever 032220 | OMCCPet [z
Avaya ACH ~ TSAPI4PPID [CORP.COLOSSAL.
RecodngBoad 0 2330 Userp [CalRecorder Password |
ot o
@ Al Tunk/Intenal Calls ¢ (2]
- ACD Groups
Port Mapping
[#1_Fecording Channel | Device ID I [ bN | Record with
[im] 7500 0093134BC0123.. 7500 Minoing
0z 7501 0093134BC0123.. 7501 Mirraring
044 4500 4500 Miroring

No. of LogFiles  [5 Config File Lacation | Other Parameters | 0K

Cancel

4.10.5 Administer ACD Groups

Engage Record will collect and respond to supervisor and agent on-demand recording events (softkey ini-
tiated) of acquired ACD agent IDs for agent calls. This requires that Engage Record is configured to monitor the

Avaya ACM agent ACD Groups.

To collect the on-demand recording events of an Avaya ACD Group, perform the following steps:

While still in the VolP Configuration window,

1. Click the ACD Groups button in the Avaya ACM VoIP configurationwindow.

ACD Group Numbers

x|

ACD Group Mumber |

3944

Cancel

2. Right-click in the ACD Group Number Field and then left-click on Add. The following dialog box displays:
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ACD Group Number Configuration [ ]

ACD Group Mumber

3. Enterthe ACD Group number (ex. 65555) of the group of Avaya devices to collect on-demand events, in
the ACD Group Number field.

4. Click on the Add button.

5. Enter additionalACD Group numbers, as required, for the customer configuration and click on the Add
button after each extension.

6. When finished entering ACD Group numbers, click on the Cancel button to close the ACD Group Number
Configuration window.

7. Click on the OK button to exit the ACD Group Numbers window.

4.10.6 Port Mapping for Devices with On-Demand Recording

While still in the VolP Configuration window:

1. Right-click in the empty pane to get the popup menu and click ADD. The Device And CommSrv Port Map-
ping screen is displayed.
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Device And CommSrv Port Mapping -

Device ID | 65003

IF | 0093132ABCD123FGH

DM |65003

Recording Channel ’3|—

Calls To Record
i i
Recording Stream
+ Mirroring

Beep Tone

(" STC Stream Mo

-

2. For Device ID, enter the first agent telephone extension of the ACD Group getting OnDemand.

3. Click the Mirroring button to enable the Mac Address field (it will be labeled IP but will hold the device's
MAC address).

4. For Mac Address, enter the MAC address of the first ACD group agent telephone.
5. For CommSrv Port Number, enter an available port (ex. 000 through 999).

6. For DN, enter the dialed number to reach the agent directly for personal calls (non-ACD). For calls ori-
ginated inside the switch, this is usually the agent telephone extension, depending on the switch con-
figuration. For calls originated outside the switch, the dialed number usually contains the dial plan prefix.

7. Note that a device port mapping needs to be created for every possible dialed number that can reach the
agent directly.
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VolP Configuration -

AvayaACM |

CTI Option AES Servr 0323220 OMCCPet [z
Avvaya ACH - TSAPIAPP D [CORP.COLOSSAL.

Recording Board ID a0 Userp |CalFiecorder Fasswond [

Calls To Record SoftPhone OnDemand
& Al TunkAntemal Cals © A1 Trunk Calls © Calls Selected By DN
- ACD Broups

Port Mapping

1#1 Feeooring Channel [ Device ID [P [ o | Recod with
000 65000 00331324BC0123.. 65000 Minoing
000 £5000 00331328BCD123.. 21456 Minoing

oo E5001 0331326BC0123.. BS001  Minoing
oo E5001 00331328BCD123.. 21456 Minoing
002 E5002 0331326BC0123.. 21456 Minoing
02 65002 00331324BC0123.. 65002 Minoing
003 65003 00331326BCD123.. 65003 Minaiing
003 65003 00331328BC0123.. 21456 Minoing

< m >

Mo, of LegFiles  [g Config File Lacation Other Parameters | Cancel

Repeat these steps to create device port mappings for all agents in ACD Group. Depending on the numbering
plan configuration, two entries may be created for each agent. In this example, the incoming trunk calls dir-
ectly to the agent will have a prefix of 21456.

VolIP Configuration -

Bivaya AEM |

CTI Option AES Server [{320  DMCCPon [721
[Avvaya ACH - TSAPI4PPID [CORP.COLOSSAL

Recording Board I =D UserIp [CalRecorder Passnord

Calk To Record SoftPhone OnDemand
& Al Turk/ntenal Cals © AllTunk Calls " Calls Selected By DN
More ACD Groups

Part Mapping

[#] Recording Channel | Device ID [P [ o [ Frecord With
ooo B5000 00931324BC0123 B5000 Minaring
000 65000 0931320800123, 21456 Minoring
01 65001 0093132080123, 65001 Minoring
001 65001 00931320BC0123 .. 21456 Minoring
002 65002 0931320800123, 21456 Minoring
002 B5002 00931328BC0123 B5002 Minaring
003 £5003 00931320BCD123.. 65003 Minoring
003 65003 0093132080123, 21456 Minoring

< m >

MNo. of LogFles g Config File Location Other Parameters 0k ‘ Cancel

Internally, the agent is reached by dialing 65003.

Externally, the agent is reached by dialing 214-566-5003 (hence the prefix of 21456).
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5 Engage Port Mapping

Port Mapping is the process of taking device data from the ACM and mapping it onto the Engage server’s
recording channels. All devices on the ACM that are to be recorded must be contained in the Port Mapping
configuration.

Assigning Device IDs, DNs and Recording Methods will become tedious if hundreds of ports must be
programmed. To speed the programming of port mapping, the Engage VolP configuration supports import-
ing the mapping information when it is entered as a comma separated file. Be aware that imported files will
overwrite all existing port mapping information in Engage.

Use the Bulk Data Import method for initial and large changes to reduce installation time. Individual adds,
deletes and modifications can be accomplished via the Web Client.

5.1 Bulk Port Mapping

Use the bulk data import method with a new deployment or a large configuration change. TelStrat recom-
mends entering two ports of information into Engage and then exporting a CSV file (.txt or .xlt) to use as a
starting point. This makes sure that the data entered into the file format is compatible with Engage Record
and will be written into the port mapping area without issues. The imported file should contain all of the
phones in the ACM that are to be recorded.

If creating new port mapping for a new Engage system:

o Enter two devices to be recorded into the port mapping area.
o Export the port mapping (with two entries) into a CSV .txt or .xlt file.

o Add all new port mapping data with a text editor or spreadsheet program (normally taken from customer
completed text or spreadsheet files).

¢ Save thefile.

o Import the new port mapping file into Engage (overwriting the old data with all new).

If changing current port mapping for an existing Engage system (ex. adding a few new phones for recording):

Export all existing port mapping configuration data into a CSV .txt or .xlt file.

Add / delete / modify the port mapping data with a text editor or spreadsheet program.

Save the file.

o Import the newly updated port mapping file into Engage (overwriting the old data with new).
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5.2 Export a port mapping configuration file

To export a port mapping configuration file (either to begin a new installation or change an existing port map-
ping configuration), perform the following:

1. Right-click in the white area of Port Mapping section of the ACM VolP Configuration page. A pop-up win-

dow appears.
Config  Status
BvayaACM |
CTI Dption AES Server |—192122 030 DMCE Part ,_45

[ Avvaya ACH -

Recording Board 1D

TSAFI APPID [TSAPIENngage
UseriD [Engagetooess | Passward [

2300
Calls To Record

|7 Al Trnk/Antemal Calls ¢ All Trunk Calls € Calls Selected By DN ‘

SoftPhone OnDemand
More | ACD Groups

~Pat Mapping
|41 _Recording Channel [ Deviee ID [P [ oM [ Record with
] 7200 7200 STC Stream
002 72m 7201 STC Stream
003 7202 7202 5TC Stream
004 7203 7203 STC Stream
005 7204 7204 STC Stream
006 7500 7500 STC Stream
007 7501 7501 STC Stream
008 7502 7502 5TC Stream
009 7503 7503 51C Stream
1o 7504 7504 STC Stream
< | 2l

Config File Localion |

Mo lLogfies [T

Other Parameters | |

2. Click Export File from the pop up menu.

3. An Export File dialog box displays. Create a filename (ex. VolPConfig) and Click a directory (ex. c:\Docu-
ments) to store the file. Add the .txt extension to the filename to open it with the Windows text editor or
Xlt to open the file with Microsoft Excel.

4. Click on the Save button.

TBIorvayanc-Notepad -51x]
Fle_cat_Fomat_Vew_riep
Engage Channe Nmber, TAPT Uniauz 10, O, Wac Address  Record With, | Truk/Intérn Calls, 8zep Tone oprion =

001 7200, 7200 bual stream, Trunk/tntern,  No
002 7201 bual stream Trunk/Intern. o
003] 7202) 7202) . pual

004} 7203 7203 N oual

005) 7204 7204 . ua

006 7500] 7500] N oual

007, 7501] 7501 ' bual

008 7502 7502) N pual

009 7503 7503 bua Tru

010 7504 5 Dual Stream, Trunk/tncern;

la of
5. Use a text editor such as Notepad or spreadsheet editor such as Excel to view and modify the contents of
the file.

NOTE: The field names for an ACM port mapping configuration are: Engage Channel Number and it
must be a 3-digit number from 000, 001, 002 — 999), TAPI Unique ID, DN, Mac Address, Record With
and Trunk/Intern Calls.
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6. Click on Save when all entries to the file are completed.

All devices that are to be recorded MUST have their data entered correctly into the port mapping file or there
will be no recording of that device. Usually, this information is taken from customer files completed prior to
the deployment.

5.3 Import a port mapping configuration file

Warning: Importing a VolP configuration file (port mapping) will overwrite all of the current VolP port map-
ping content in Engage with the new VolP port mapping content. Be sure to have a backup of the current
configuration before importing.

To import a new or modified port mapping configuration file, perform the following:

1. Right-click in the white area of Port Mapping section of the ACM VolP Configuration page. A pop-up win-
dow appears.

Ayapa ATH |

CTI Option #ES Serve [iozizz0qn | OMECFat [i5
brvapa ACM 2 TSARI PR 1D [TSAPIERgage
Recodng Board!D [o5m UserIp |Frgagehccess  Password [
Calk To SoftPhone OnDemand
@ Al Trunk/Intemal Calls Al Trunk Cals " Calls Selected By DN
More | ACD Groups
~Fort Mapping

[1F [on Record With

E0 STC Stre:

7502 STC Strea
503 STC Strear
7504 STC Strea

M
=
=)
o
gEgaan
ggiisgs
2223222232

Ho.of LogFiles g Conlig File Localion | Dther Peramelers | ok | Cancel

2. Click Import File from the pop up menu.

Almport File dialog box displays.

> w

Click on the Browse button and locate the name of the file (ex. c:\Documents\VolPConfig) to import.
5. Click the file and click Open.

6. The content of the import file will populate the port mapping area for the VolP Configuration page, such
as:
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a. ThePort (Recording Channel) located in column 1
b. The Station (Device ID) located in column 2

c. The MAC address located in column 3

d. The Extension (DN) located in column 4

e. The Record With Clickion is in column 5.

Port Mapping
/| Fiecording Channel [ Device ID [ Mac Address [ ON [ Fecord Wih
00 2001 2001 STC Stream

Commsrv Port Number

7. Click on the OK button.

8. Verify that ALL the information imported properly into Engage Port Mapping area before continuing.

Remember that whatever is NOT input into the Port Mapping area will not be recorded.
5.4 Assign Port Mapping to Engage Port Numbers

Once port mapping has been completed (by Bulk Port Mapping or individually), assign the contents of the
port mapping in theVolP Configuration to Port Numbers in the Engage Recorder.

In Engage, port numbers consist of the Recording Board ID (2300 for ACM) and a Recording Channel number
(000-1999). An example would be Port Number 2300:001.

To assign Engage port numbers to VolP port mapping, perform the following:

1. Launch the Engage JAVA Client

® Engage:  Adm I Adm (Default) \;li-
Fie

Port Numbers

[Engage - Port Numbers Configuration FEngace Time: 10:2%:38 AM

2. Click on Port Numbers and the Port Numbers window appears.



Engage: Adm I. Adm (Default)
File Configuration Record Sktatus Log  Server  Help

7 Engage
# Logoff
=-E7 Configuration
2 System Users —Pork Murmbers—
ACD Agents —_—
Faort Humbers
DMIS Mumbers
Groups
Alarms
B Default Password
=-£2 Record
.~ # Schedule Recording
=-L3 Status
- # Systermn Users
Lo Active Callg
-3 Log
- # Plavback
‘o @ System Users
= Server
-~ # Archiving Center
- ® Message Center
+l License Management
L@ Repors

300000
2300:001

sssss e

3. Rightclick in the Port Numbers column and the Engage Port No. Window appears.

- Port Number
 I0M (Dxxx) ¢ Ifl
" Digital Trunk (700x) : I.-‘-:U
" BCM/Norstar (800x) : IL*'.'L'
" Analog DISA Trunk/Conventional Radiofanalog Lines  (90xx) : I‘.i:.'
LS Trunk (Foxx) ¢ I
s yalP (1x0x) ¢ I2300

Channel numbers to add:

ok | cear | eat |

4. Inthe Engage: Port No. window, click the VolP radio button and the 2300 board ID populates.
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5. Go to the Channel numbers to add box. Scroll down and highlight the first channel number to be used
(by clicking on it) and press ctrl and click on ALL of the ports to be assigned. They will highlight, as well (ex.
0 through 1 are highlighted).

6. When done Clicking, click OK. The Add Port Number — Successful box appears. Click Exit to close.

& Engage:  Adm . Adm (Default [=T==)

File_Configuration Record Status Log Senver Help

Port Numbers
=+ Configuration

PortNumbers
00001
20002
Ruooos

s,
A
]
B
S 21001412 - John Viayne
s 00

A

iing

Hessage Center

License Management
eports

200:204

[Engage - Port Numbers Configuration [Engage Server Tme: 2:25:13PM

7. Gotothe Port Numbers window and check that assigned ports are now listed in the Port Numbers area.
Engage Port Numbers for an Avaya ACM deployment will always consists of Recording Board ID of 2300
and any number of channels, numbered 000 through 999.
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6 When To Restart

After making major system configuration changes on the Engage Server, it is necessary to stop, then restart
the Engage Server.

o When not to Restart: Adding, modifying, or deleting port mapping data can occur without restarting the
server.

o When to Restart: System settings (CTI Option, CTl Server name, Calls to Record setting) require a restart of
the server to take effect.

Tebirat Voue Becording Server — L
) SR Server VS5 Witer Pkt el R
Sz the sorver £ 3500 Brstiiry s fratied
Bt tha sarvice £ Syvkom Evert bt aton Serros Mondoria..  Swted  fubimate
£ Tk Schachiler [ e
Dscription TR RS o Providess..  Wwted  digmsc
Tetat Comie Vokcn Racording 4 s Provies T -
£} Tritran Cones e Ervew Sarver L
£ Teitteat Brigage Marss Service Frovden. Sated i
£ Toiteak Ergage Ak abion Servics e
£ Teeak Dngage Cocfiguation Sevios ngegeRe.. Tated  hunmat
£ Ve of Erpage D Expaeed Sprvicn N
£ Teiran Ergage Domrinad Sermon Swwete.. el e
L ot G Panis Secheve Sorvee Serveets Hated  futveate
L e st Urgage Notfe sten Sarvce Provdesn.. Sated ot
£ Tolstrat Erage Qualky Dashbowd Ser . Tehbrak Qu. Tated  Aubomatc
224 Teleak B Sach Sawvice A
L Yeior o Drgage ol Covtaur i Sae, ., Sewvaie 1 Beed ety
£ Toerat 3 dervar Tablirst L., Staed  dtomae
e Tabnat vo...  Swwd e
£ Thensd Ordarng Sarves Pronaden .
T B S Erabies
z. vl Coperte bl By Ll Pt
£ nee Profle Service ., Saed
L vrtanl Do Provadeu s, M Rardy
£ e Sraper Prvader e
) s Backs Proakan.,  REesd hutrh
v Sradies i [T Propeities
£ el Mot Sericn L
L i dax Marsaes 8. i
£2l wircices st Erdpoant. Buder Marugen 1 taruial
e s Sty 8 L
Ll . ok it Th st -
) W Dt P latins - L. 58abe 8 sl

If a Restart of the Engage Voice Recorder server is needed, do the following:

=

Open Services on the Engage Voice Recording Server.

2. Scrolldown to the TelStrat Voice Recording Server Service.

3. Right-click on TelStrat Voice Recording Server Service to get the pop-up menu and Click Stop.
4

Wait 10 seconds, and then click on Start to start the service.
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7 Review Status and Connections

To check the connection status of the ACM:

1. Onthe AES console, go to Status and Control >> TSAPI Services Summary.

2. Click on the radio button next to the link number associated with Engage.

o Click TSAPI Service Status to view current status of the TSAPI service.
o Click Tlink Status to view status of the CTl link to the Engage server.

o Click User Status to view status of the Engage AES user.

NOTE: If the services is any state but ONLINE, this could be a cause for Engage to not be recording.

To check connection status on Engage:
To review the status of the Engage Voicer Recorder and its connection to the CS1000 system:

1. Logon to the Engage Voice Recorder server.

2. From the Start menu, launch the Engage VolPEngine Console utility.

Engage VolPEngine Config Console -
Config  Status

3. Onthe menu bar, click on the Status command and the Status Information window displays:
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Status Information -

Captured Network Speed

TCP Speed UDP Speed Voice Data Speed

Avg ‘D Avg |n Avg |n

Event information

o @ o o i o

CommSry Server Avays TSAPLDMEOC

Connect ted Connect ted

[” CTIEVENT [ UDP Control Event Net Queue Size

P

4. Review the following field descriptions:

Field

Captured Network
Speed Window

TCP Speed

UDP Speed

Voice Data Speed

CommSrv Server Con-
nected Window

Avaya TSAPI / DMCC
Connected Window

Event Information Win-
dow

CTl Event checkbox

UDP Control Event
checkbox

Net Queue Size Win-

Description

The following fields display the average and network speeds captured by the
IP Telephone MLS Configuration application.

This field displays the average and current speed of the Transmission Control
Protocol (TCP).

This field displays the average and current speed of the User Datagram Pro-
tocol (UDP).

This field displays the average and current speed of the voice data.

This field displays whether or not the Engage server is connected. Valid values
are Yes and No.

This field displays whether or not the Avaya TSAPI or DMCC server is con-
nected. Valid values are Yes and No.

This window displays the events taking place. An example is Successful Con-
nect to CommSrv.

Click the CTI Event checkbox to display CTl event information in the Event
Information window.

Click the UDP Control Event check box to display the UDP control event
information in the Event Information window.

This field displays the network queue size.
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