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ABSTRACT

Thi s manual provi des gui dance to ensure that appropriate physical security
considerations are included in the design of facilities. The pre-design
phase, including physical security threats, are discussed initially, followed
by an overvi ew of the design phase. Specific technical sections include
exterior site physical security, building physical security, ballistic attack
har deni ng, standoff weapon hardeni ng, and bonb bl ast hardeni ng.
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FOREWORD

This mlitary handbook has been devel oped from an evaluation of facilities in
the shore establishnent, from surveys of the availability of new materials
and construction nethods, and from selection of the best design practices of
the Naval Facilities Engineering Conmand, other DOD services and Gover nnent
agenci es, and the private sector. It uses, to the maxi num extent feasible,
nati onal professional society, association, and institute standards.
Deviations fromthis criteria, in the planning, engineering, design, and
construction of facilities, cannot be nade wi thout prior approval of
respective mlitary departnents.

Desi gn cannot remmin static any nore than can the functions it serves or the
technol ogies it uses. Accordingly, recommendati ons for inprovenent are
encour aged and should be furnished to the Naval Facilities Engineering
Service Center (NFESC), Code ESCl12, 560 Center Drive, Port Huenene, CA
93043- 4328, tel ephone (805) 982-9640.

THI S HANDBOOK SHALL NOT BE USED AS A REFERENCE DOCUMENT FOR PROCUREMENT OF
FACI LI TIES CONSTRUCTION. I T I'S TO BE USED I N THE PURCHASE OF FACI LI TI ES
ENG NEERI NG STUDI ES AND DESI GN ( FI NAL PLANS, SPECI FI CATI ONS, AND COST

ESTI MATES). DO NOT REFERENCE I T IN M LI TARY OR FEDERAL SPECI FI CATI ONS OR
OTHER PROCUREMENT DOCUMENTS.
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Section 1: | NTRODUCTI ON

1.1 Pur pose and Scope. This handbook is to be used during the

engi neeri ng desi gn of Departnent of Defense (DoD) facilities to assure
appropriate physical security is included. The guidelines are based upon the
best currently avail able research and test data, and will be revised or
expanded as additional research results become available. The contents

i ncl ude procedures for planning and designing an integrated physical security
system for new facilities as well as the retrofit of existing facilities.

The focus is on construction choices for protection against forced entry, and
ballistic and standoff weapons. Design procedures are al so summarized for
vehi cl e bomb bl ast protection, referencing appropriate sources for details.

1.2 Cancellation. This handbook supersedes MIlitary Handbook
(M L-HDBK) 1013/1, Design Guidelines for Physical Security of Fixed
Land-Based Facilities, dated 9 Cctober 1987.

1.3 Usi ng the Handbook. This handbook is divided into eight major
sections and four appendices. Sections 2 and 3 contain procedures to follow
during the planning and design phases of a project to assure adequate
security. Sections 4 through 8 contain supporting detailed design data and
instructions. The appendi ces contain physical security system design

wor ksheets. The content of each major section is summarized as foll ows:

Section 2 - Pre-Design Phase: Specific requirenents and criteria
for the security system are established during the pre-design phase. The
section begins with a brief overview of DoD directives and instructions
defini ng physical security related planning policies and requirenments. This
is followed by a procedure to establish: (1) the design threat, (2) the
operating procedures and expected al armresponse tines of the security guard
forces, and (3) other requirenments and constraints that may affect the
security system design.

Section 3 - Design Phase: The objective of this phase is to design
an integrated physical security systemthat neets the requirenments and
criteria identified during the pre-design phase. The section begins with a
di scussion of the elements of a physical security system foll owed by the
definitions of certain key terns. It then provides a step-by-step procedure
for designing the security systemfor a new facility or the retrofit design
of an existing facility using the detailed information in Sections 4 through
8.

Section 4 - Exterior Site-Related Physical Security: This section
addresses the design of the outernpst el enents of the security system The
exterior area involved |ies between the perimeter of the site and the
facility containing the assets to be protected. Exterior physical security
contributes to the effectiveness of an integrated security systemdesign in
the choice of: (1) site layout, including facility location relative to
fences and vehicle barriers to enhance protecti on against forced entry, bonb
bl ast, standoff weapons and ballistic threats; (2) access control at site
points of entry to
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protect against covert entry threats; (3) exterior intrusion detection
sensors or guards to detect perineter crossover points; (4) closed-circuit
tel evision (CCTV) or guards to assess an alarmas a threat; (5) security
lighting to support the threat detection and assessment function; and (6)

ot her essential functions that must be maintained to support the above

el ements. Each of these elenents is addressed referring to other sources for
nore details when appropriate.

Section 5 - Building Physical Security Against Forced and Covert
Entry: This section begins with a description of the threat severity levels
for forced and covert entry followed by an overview of the inportant el enents
required to achieve an effective integrated security system design including
buil di ng | ayout, access control, interior intrusion detection system and
CCTV. M ni mum prescri bed DoD security construction requirenents for vaults
and strongroons; sensitive conpartnmented information facilities; and arms,
amuni tion, and expl osive (AA&E,) and nucl ear weapons facilities are then
provided, including related penetration delay tinmes. For those cases where
t he m ni mum prescri bed designs do not provide sufficient delay relative to
guard response tines, or when there are no prescribed designs for a given
facility type, see Section 5.5 (for new construction) or Section 5.6 (for
retrofit construction) for design options that achieve the required del ays.

Section 6 - Ballistic Attack Hardening: This section begins with a
description of the snmall arms and military ballistic threats and the genera
har deni ng nechani sns by which they can be stopped. Hardening design options
avail abl e for both new and retrofit construction are then presented.

Section 7 - Standoff Weapons Hardening: This section begins with a
description of the standoff Rocket Propelled Grenade (RPG threat and the
general mechani sms by which RPGs can be stopped. Har deni ng desi gn options
avail abl e for both new and retrofit construction are then presented.

Section 8 - Bonb Bl ast Hardening: This section summarizes the
desi gn approach for hardeni ng agai nst vehicl e-transported bonb bl ast effects
for both new and existing construction.

1.4 Rel ated Technical Docunents. Use this handbook to address specific
design problems relative to specific subject areas (doors, vehicle barrier
etc.). Related technical docunents are identified appropriately within the
text for each uni que subject area.
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Section 2: PRE-DESI GN PHASE

2.1 I nt r oducti on
2.1.1 oj ective. The objective of the pre-design phase is to establish

specific requirements and criteria for the design of a security system for
either a newor retrofit facility. These requirenents and criteria include:

(1) the design threat the security system nust protect against; (2) the
operating procedures, including response tine, of the security guard force;
and (3) any physical, functional, or budgetary constraints associated with
the site or building that can affect the security system design. These

requi rements nust al so consider the specific planning policies and procedures
reflected in related mlitary directives and instructions. Establishing
security requirements during the pre-design phase allows security to be
addressed early at the start of a project allowing it to be integrated into
the total design of the building efficiently and cost effectively.

2.1.2 Design Team The design team should include representatives from
the intended facility users, as well as the designated military installation
intelligence officers, operational officers, security or |aw enforcenent

of ficials, and engi neering and pl anni ng personnel. The facility user can
hel p identify special operational or |ogistical requirenents as well as the
relative criticality of the asset contained in the facility. Intelligence

personnel can provide input on historical or projected future threats and
their likely targets. Operations personnel can provide information on the
criticality of assets fromthe overall installation or activity |evel
Security personnel can help establish the response capabilities of the
security guard forces as well as identify potential crimnal threats.

Engi neeri ng and pl anni ng personnel shoul d organize the effort and consolidate
all facility information into the appropriate docunents.

2.1.3 Section Organization. Paragraph 2.2 is a brief overview of DoD
directives and instructions defining physical security related planning
policies and requirenents. Paragraph 2.3 is a general discussion of the steps
to be taken during the pre-design phase to establish the design threat.

Par agraph 2.4 addresses the response operating procedures and related al arm
response time of the security guard force. Paragraph 2.5 presents other

requi rements and constraints that can affect the security system design

2.2 Physical Security Planning Policy and Requirenents. This section
provides a brief overview of a number of DoD and other directives and

i nstructions defining physical security related planning policies and
requirenents.

2.2.1 DoD Directive 5200.8-R  Security of DoD Installations and
Resources. This directive prescribes mni num standards and policies rel ated
to the physical protection of personnel, installations, and assets of the

DoD. The objective is to minimze damage or reduce loss or theft to assets,
and to ensure that war-fighting capabilities are nmaintained. Specific areas

3
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addressed include what constitutes the DoD physical security program the
responsibilities for overseeing the program security system el ements and
performance objectives, generic threat types, prioritization of assets,

physi cal security planning and system acquisition, and protective design and
mlitary construction related policies. These general policies are foll owed
by nmore specific policies related to facility access and circul ati on control
the security of weapons systenms and pl atforns, bulk petrol eum products, as
wel | as comuni cation systens and material, including controlled inventory
items such as drugs and precious nmetals. The following briefly summarizes
some key elenments of this directive as it relates to this handbook

2.2.1.1 Security System Elenents and Performance Objectives. DoD 5200.8-R
i ndi cates that the objective of a security systemis to preclude or reduce
the potential for sabotage, theft, trespass, terrorism espi onage or other
crimnal activity. The follow ng functional elements of the security system
must performin an integrated manner to achi eve these objectives:

1) Detection alerts security personnel to possible threats and
attenpts at unauthorized entry at or shortly after time of occurrence.

2) Assessnent through use of video subsystens, patrols, or fixed
posts, assists in localizing and determ ning the size and intention of an
unaut hori zed intrusion or activity.

3) Conmmand and control through diverse and secure conmuni cati ons
ensures that all counternmeasures contribute to preventing or containing
sabotage, theft, or other crimnal activity.

4) Del ay, through the use of active and passive security
measures, including barriers, inpedes intruders in their efforts to reach
their
obj ecti ve.

5) Response through the use of designated, trained, and properly
equi pped security forces. Detection and delay must provide sufficient
war ni ng and protection to the asset until the response force can be expected
to arrive at the scene.

2.2.1.2 Physical Security Threat and Prioritization of Assets. The genera
threat types in DoD 5200.8-R are sunmarized in Figure 1. Prioritization of
assets and related |l evel of security are given in Figure 2. These threats
and asset types are addressed further in par. 2.3.

2.2.1.3 Protective Design and Mlitary Construction. DoD 5200.8-R
specifies that ML-HDBK-1013/1 or other approved security engineering
gui dance be used.

2.2.2 M L-HDBK-1190: Facility Planning and Design Guide. This docunment
i ndi cates that physical security threat definition should be part of the
Master Planning and Siting Criteria process (Chapter 3) and references DoD
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+)))))))))))))0))))))))))))))))))))))))))))))))))0))))))))))))))))))))))))))

* Threat Type * Threat Description Threat Exanpl e *
/)))))))))))))3))))))))))))))))))))))))))))))))))3))))))))))))))))))))))))))l
* | ndividuals in organized and * Terrorists and special =

Maxi mum > trained groups alone or with * purpose forces; highly =

* assistance from an insider; * trained intelligence *

* skilled armed and equi pped * agents. *

* intruders with penetration aids.>*
)))))))))))))3))))))))))))))))))))))))))))))))))3))))))))))))))))))))))))))l

/

* * I ndi vidual (s) working alone or > Highly organized crimnna

*  Advanced * in collusion with an insider; == elenents; terrorists or =
* ~ skilled or semiskilled without =* paranilitary forces; *
* * penetration aids. * foreign intelligence *
* * * agents with access. *
/)))))))))))))3))))))))))))))))))))))))))))))))))3))))))))))))))))))))))))))l
* I ndi vi dual (s) or insider(s) * Career crimnals; *
* Internedia * working alone or in small * organi zed crine; white *
* * groups; sonme know edge or * collar crimnals; active *
* * famliarity of security system = denpnstrators; covert *
* * * intelligence collectors; =
* * * some terrorist groups. *
* * | ndividual (s) or insider(s) * Casual intruders; *
* Low * working alone or in a small * pilferers and thieves; *
* * group. * overt intelligence *
* * * col l ectors; passive *
* * * denonstrators. *
-2222233333333233333333333311111111I31131313113113113131312313131313131313I3I3I3I3IXI3I3IXIXIXIXIXIXI)I)I))-

Figure 1
Physi cal Security Threat Matrix ( oD 5200.8-R)

5100. 76-M for arnms, ammunition, and expl osives and DoD 5210.41-M for nucl ear
weapons security.

2.2.3 DoD 5200.1-R. DoD Information Security Program Requl ation of 30 My
1986; DoD 5200.2-R. DoD Personnel Security Program Requlation of 16 Decenber

1986; and DoD 5230.24: Distribution Statenments on Techni cal Docunments. These
docunents provide operational security guidance associated with personnel and

classified material. M nimum physical security requirenments are al so
speci fi ed.
2.2.4 DoD 4270.1-M Policy Guidelines For Installation, Planning, Desiagn

Construction and Upkeep. This Manual is witten for installation commanders
to help new facility construction as well as maintenance, repair, and
renovati on of existing pernanent and tenporary facilities so that the
installation can acconplish its mssion now and in the future. Wth regard to
security, the Manual provides general policy guidance that protection is
requi red agai nst espi onage, sabotage, terrorism and theft for facilities
that include: aircraft shelters; amunition and weapons storage facilities;
conmand and control facilities; comunications facilities; petroleum oils,

5
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Security System Level

Asset Definition

Asset Example

A

Integrated electronic security
systems, entry and circulation
control, barrier systems,
access delay and denial
systems, dedicated security
forces, designated immediate
response forces.

The lLoss, theft,
destruction or misuse
of this resource will
result in great harm

1o the strategic

capability of the

United States.

Nuclear and chemical weapons and alert/mated
delivery systems.

Critical command, control and communications
facilities and systems.

Critical intelligence gathering facilities
and systems.

Nuclear reactors and category I and 11
special nuclear materials.

Research, development and test assets.

Security System Level

Asset Definitdion

Asset Example

B

Electronic security systems,
entry and circulation control,
barrier systems, dedicated
security forces, desigrated
response forces.

The Loss, theft,
destruction or misuse
of this resource could
be expected to gravely

harm the operational
capability of the
United States.

Alert systems, forces, and facilities.

Essential command, control and communications
facilities and systems.

Category I arms, ammunition, and explosives.
Research, development ahg test assets.

Security System Level

Asset Definition

Asset Example

c

Electronic security systems,
entry and circulation centrol,
barriers, security patrols,
designated response forces.

The Loss, theft,
destruction or misuse
of this resource could

impact upon the
tactical capability of

the United States.

Nonalert rescurces and assets.
Frecision gurded munitions.

Command, centrol, and communications
facilities and systems.

Category II arms, ammuniticn and explosives.
POL/power /water/supply storage facilities.
Research, development and test assets.

Security System Level

Asset Definition

Asset Exanmple

Y

Electronic security systems,
access control, barriers,
dedicated response forces.

The loss, theft,
destruction or misuse
of this resource could
compromise the defense
infrastructure of the

United States.

Arms, ammunition, and explosives.

Exchanges and commissaries, fund
activities.

Controlled drugs and precious metals.
Training assets.
Research, development and test assets.

assessment s of
installation | and use,
desi gn

Figure 2

Resource and Asset Priorities (DoD 5200.8-R)}

and lubricants (POL) facilities;
establ i shed by the responsible MIlitary Departnent.

It is

i ndi cat ed t hat

site devel opnment,

and other facilities when a requirement is

pl anni ng and design of mlitary installations
and facilities should consider the vulnerability to these threats,
intelligence community agencies,
facility sites,

using the
and shoul d provide
and facilities
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appropriate to the assessed threat. In addition, the use of fencing to
enclose nmilitary installations or to enclose and separate areas within a
mlitary installation should be Iinited to those conditions requiring
physi cal security or protection of life, except as stipulated for famly
housi ng.

2.3 Establishing the Security System Design Threat

2.3.1 Overview The "design threat" conprises the specific types of
attacks and their relative severity levels which could be directed at the
facility and assets during its life cycle. Based on historical patterns and
trends, the general categories, characteristics, and relative severity levels
of attacks shown in Table 1 have been conpiled for use in this handbook

VWi ch of these apply to the facility being designed depends on the types of
hostil e aggressors in the area of the facility and their objectives. The
followi ng outlines the major factors one must consider in the selection of a
proper design threat.

2.3.2 Design Threat. A clear distinction nust be maintai ned between what
is meant by a "design threat" (as shown in Table 1) and a threat "estinmate."
As used here a design threat is inherently concerned with the broad range of
attack possibilities over the |ife cycle of the facility. A threat estimate
is a nore focused prediction of the imrediately probable. Threat estimtes
are essentially short-termpredictions of the |ikelihood of particular
threats based on recent "intelligence" information. They are relatively

i mportant to operational security personnel, particularly security guard
conmanders, because they relate to the desired state of readi ness. Threat
estimates are particularly inportant in situations where physical security
has not previously been designed into a facility. |f physical security has
been properly inplemented into a facility to nmeet an appropriate design
threat, threat estimtes are presunmed included within the design threat

sel ect ed.

The choi ce of design threat must be based upon the assets being
protected. There is as much potential for diseconomnmies by selecting a design
threat that is too severe as there is for selecting one that is much too | ow.
Choi ce of any design threat, particularly a severe one, will al nost always
i nfluence the actual threat experience because the threat will respond to the
physi cal security design, appropriately, in the personnel, equipnment,
tactics, and timng sel ected.
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Table 1
Desi gn Threat Paraneters

+33333333333333013133333133333033333333333133331333313333313131331313333331333333133313))),
> Aggressor * Severity = Equi pnent / Weapons
* Tactics * Level *

/333333333333 3333333133313331313133313331313333313131313133331313131313133331333131311333I311))

*

R R X X P % X

Forced Entry = Low * Limted hand tools - | ow observabl es
* Medium > Unlimited hand tools - limted power tools
* Hi gh * Unlinmted hand/ power/thermal tools
* Very Hi gh = 50-pound (Ib) (22-kilogram (kg)) man-portable

*

*

expl osives, unlinited hand/ power/thermal tools*
))))))))))))))3)))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))l

Covert Entry = Low > Personne
or * Medium > Personnel and contraband *
I nsi der * Hi gh * Personnel, arnms, contraband *
* Very Hi gh = Personnel, explosives, arms, contraband *

))))))))))))))3)))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))l
Firearnms/ * Low * ANSI/UL - Medium power small arms (MPSA

R o o R EN X R F XN R F X X %

Bal listics * Medium > ANSI/UL - Super-power snall arms (SPSA)
* Hi gh * Mlitary high-power rifle
* * 7.62-mllimeter (nm (30-caliber) North
* * Atlantic Treaty Organizati on (NATO Bal
* Very HHgh = ML-SAMT - Mlitary small arms nmultiple

* *

*

i mpact threat
/3133333333333333>3333333333333333333333333333333333313133331331313313331333333313)))
*St andof f * Very Hi gh = Rocket-propelled grenades

> Weapon
/))))))))))))))3)))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))

*St ati onary Low b (22 kg)

* Bonbs * Medi um * 220 b (100 kg)

*(Vehi cl e or * High * 500 I'b (227 kg)

* Package) * Very High = 1,000 Ib (454 kg)

/33313333333133333>33333333333333333333333333333333333333331331333333333333)3)))

* Movi ng * Low * 50 Ib (22 kg) trinitrotoluene (TNT), 4,000-Ib
Vehi cl e (1,800-kg) car at 15 niles per hour (nph) (24
Bonbs kil ometer/hr (kmh))

R X X R P X X F F PP O R O F X X ¥

* * Medi um * 220 I'b (100 kg) TNT, 10,000-1b (4,540-kg) car

* * * at 15 nph (24 kmnl h)

* * High * 500 I'b (227 kg) TNT, 4,000-1b (1, 800-kg) truck*
* * * at 50 nph (80 kmn h)

* * Very High = 1,000 Ib (454 kg) TNT, 10,000-1b (4, 540-kg) *

* * truck at 50 nph (80 km h) *
-222223333333332333333333313213131111111113131131313131313131313131313131313I3I3I3I3I3I3IXI3I3IXIXIXIXIXIXI)II)) -



M L- HDBK- 1013/ 1A

In the nost general case the selection of a lower limt for the
design threat depends upon the asset being protected, the existence of
simlar assets representing alternative targets in the vicinity of the
facility, and the degree of security provided at these alternative targets.
These alternative targets may exist in the civil sector off base or on the
mlitary installation or activity itself. Data on the historical threat
precedent can be obtained fromcivil and mlitary | aw enforcenment officials.
Threat historical precedent data from such sources will |ikely represent
situations below the proper design threat. |In general, the lower limt of
design threat is dependent upon the "supply" of the asset and the relative
“risk" for obtaining or destroying the asset to a given aggressor type.

The upper limt of the design threat severity depends upon the
percei ved "degree of reward" resulting froma successful attack to the
facility relative to the risk, which in turn depends upon the "demand" for
the protected asset. This demand will vary with the objectives and degree of
notivation of the threat, for exanple, a theft by an unsophisticated crimna
as opposed to a dedicated terrorist threat against an AA&E storage nagazi ne.
In this regard then, the design threat selection process must evaluate the
maj or aggressor types (crimnal, terrorists, protestors, etc.) and asset
types. Each aggressor type has special notives against certain assets and
will favor only certain types of the attacks shown in Table 1.

2.3.3 Adar essor Characteristics. Aggressors are people who perform
hostil e acts against nilitary assets including equipnent, personnel, or
operations. Possible aggressor objectives and how they relate to the genera
cat egori es of aggressor follow.

2.3.3.1 Adagr essor Obj ectives. Possible aggressor objectives include:

1) Inflict injury or death on people
2) Destroy or damage facilities, property, equipnment, or
resour ces

3) Steal equiprment, material, or information (espionage)
4) Create adverse publicity

2.3.3.2 Adar essor Types. DoD 5200.8-R categorizes the threat types into:
(1) Maxi mum (2) Advanced, (3) Internediate, and (4) Low, having the
characteristics shown in Figure 1. The threat exanples shown in this figure
are as follows:

1) Crinminals. Crinmnals fall into one of three possible groups
based on their degree of skill. Unsophisticated pilferers and thieves;
sophi sti cated, organized career crimnals; and highly organized crinina
groups. The objective for all three is theft of assets.

2) Protestors. Protestors or denonstrators are considered to be
an internmediate threat if active or violent, a lowthreat if passive. Active
protesters include the two general groups of vandal s/activists and extremni st
protesters. Both groups are politically or issue-oriented and act out of

9
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frustration, discontent, or anger against the actions of other social or
political groups. The prinmary objectives of both groups include destruction
and publicity.

3) Terrorists. Terrorists are ideologically, politically, or
i ssue-oriented. They commonly work in small, well-organized groups or cells.
They are sophisticated, skilled with weapons and tools, and possess efficient
pl anni ng capability. Terrorist objectives include death, destruction, theft,
and publicity. Terrorist groups are identified based on their areas of
operation. Those operating within the continental United States (CONUS) are
typically political extrem sts consisting primarily of ethnic and white
supremacy groups such as Macheteros (Puerto Rican) and Aryan Nations. They
are considered internediate-level threats. Terrorist operations outside the
United States (OCONUS) are typically better organized and equi pped, and their
attacks nore severe. Those operating in Europe, such as the Red Brigades,
are less violent and may be internediate to advanced. G oups operating in
the M ddl e East and North Irel and have shown paranilitary capabilities and
have used a broad range of nmilitary and inprovi sed weapons. They have
historically staged the nost serious terrorist attacks, including suicida
attacks. They are frequently state-sponsored and include such organi zati ons
as the Pal estine Liberation O ganization, the Islanmic Jihad, and the Irish
Republ i can Arny. These are maxi num or advanced-|evel threats.

4) Subversives. Subversives include aggressors from foreign
governments or fromgroups trying to overthrow the Governnent by force. They
i ncl ude saboteurs and spies (hostile intelligence agents at the advanced or
maxi mum | evel s as well as covert or overt agents at the low and internedi ate
| evel s.)

2.3.3.3 Adgr essor Tacti cs. Aggressors can enploy a w de range of

of fensive tactics to achieve their goals. Categorization of these tactics
allows facility planners to define threats in standardized terns usabl e by
facility designers in the devel opment of design solutions to resist the
particul ar tools or weapons identified in Table 1. The primary tactics
addressed in this nmanual foll ow

1) Forced Entry. The aggressor enters a facility using forced
entry tools. The aggressor uses the tools to create a man-passabl e opening
inthe facility's walls, roof, w ndows, doors, or utility openings. Snall
arns may be used to overpower guards. The aggressor's goal is to steal or
destroy assets, conprom se information, or disrupt operations.

2) Covert Entry. The aggressor attenpts to covertly enter a
facility or portion of a facility by false credentials, etc. bjectives are
simlar to the forced entry tactic above.

3) I nsider Conpronise. A person with authorized access to a
facility, such as an "insider," attenpts to conprom se a security system
and/ or assets by taking advantage of that accessibility.

10



M L- HDBK- 1013/ 1A

4) Ballistics Attack. The aggressor fires various snall arms,
such as pistols, submachine guns, and rifles, froma distance deterni ned by
the firearm s range. The aggressor's goal is to kill facility occupants or
to damage or destroy assets.

5) St andof f Weapons Attack. Mlitary weapons or inprovised
versions of mlitary weapons are fired at a facility froma significant
di stance. These include direct and indirect |ine-of-sight weapons such as
antitank rocket-propell ed grenade weapons. The aggressor's goal is to injure
or kill the facility's occupants, and to damage or destroy assets.

6) Movi ng Vehicle Bonb. An aggressor drives an expl osives-I|aden
car or truck into a facility and detonates the explosives. The aggressor's
goal is to destroy the facility and kill people within the bl ast area.

7) Stationary Bonb. An aggressor places a package or parks an
expl osi ves-1laden car or truck near a facility. The aggressor then detonates
t he expl osives either by tine delay or renpte control

2.3. 4 Design Threat Sel ection

2.3.4.1 Overview In selecting a design threat from Table 1, the designer
must be concerned with the broad range of attack possibilities over the life
cycle of the facility. The choice of design threat must consider the assets
to be protected, and the presence and |likely notivation of an aggressor in
directing an attack of a given severity against the asset. |n general, the
designer nust identify the types of assets to be protected, the potentia
aggressor types that might be interested in a given asset and, fromthese,
the nost |ikely attacks and severity levels that these aggressors m ght
direct at the asset. It should be noted that nore than one attack type and
severity level shown in Table 1 may be directed at a given asset. The
objective is to establish all the attack types and severity |levels for al
the assets likely to be associated with the facility.

2.3.4.2 Identifying Asset Types

1) Overview The design team shall select the key assets in the
facility requiring protection. Table 2 provides a |ist of general asset
categories. This is intended to serve as a checklist to help the designer
elicit the opinion of the sponsors or operational user of the facility. In
general, the assets shown in Table 2 can be divided broadly into mlitary-
rel ated assets funded by Congressionally appropriated funds, high-value
assets purchased with nonappropriated funds, and nilitary and civilian
personnel. Each of these are addressed briefly in the foll ow ng.

11



M L- HDBK- 1013/ 1A

Tabl e 2
Asset Types
+)))))))))))))))))))))))))0)))))))))))))))))))))))))))))))))))))))))))))))))
Cat egory > Exanpl es
/)))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))))l
*A. Pilferables (Man- Port abl e)
* /)))))))))))))))))))))))))))))))))))))))))))))))))l
* * Merchandi se, supplies, televisions, tools,
* * personal, conputers, typewiters, Ilquor *
* * stereos *
/)))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))))l
*B. Mdney * Cash, other negotiable instrunents
/)))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))))l
*C. Drugs * Controll ed substances, nedically sensitive itens>*
/333333333333333333333333333333333333333333333333333333333333333333)))))))))1
*D. Vehicl es * Aut onobi | es/ motorcycl es, aircraft, tactical *
* * vehi cl es, boat s/ ships *
/333333333333333333333333333333333333333333333333333333333333333333)))))))))1
*E. Arms, ammunition, * Rifles, small arms, bul k expl osives, nuclear *
* and expl osives (AA&E) = *
/)))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))))l
*F. Information * Classified records, personnel, records,
* * financial records, inventory records *
* * proprietary *
/)))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))))l
*G. M ssion-critical * Hi gh-ranki ng officers/commanders; command,
* personnel /officials * control, communications, and |nteII|gence *
* * operators weapons storage; area response force *
/)))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))))l
*H Mlitary/ (Crowds or G oups)
* Civilian personnel /)))))))))))))))))))))))))))))))))))))))))))))))))l
* * Housi ng-fam |y, unacconpanied, etc., recreation *
* * facilities, exchange/conmi ssary, of ficer and *
* * enlisted clubs, school s, childcare centers, *
* * churches, headquarters buil di ngs *
/33333333333333333333333333333333333333333333333333333333333333333))))))))))1
*| . Equi pent/ Machi nery/ = (Non- Port abl e) *
*  Buildings(1) /)))))))))))))))))))))))))))))))))))))))))))))))))l

* Large/ heavy automated data processing equi prment, *
| ar ge/ heavy merchandi se, electrica

di stribution/heating, ventilation, and air
condi tioning equi prent, transm ssion equi prent,
manuf act uri ng equi prent, water treatnent

equi prent, POL tank/punp station, radio

* equi pnent and ant ennae, buil di ngs(1)
0000000000 00000000000000 3000000000000 DD

LI I B I
o ox X %
o ox X % >(-

(1) Consider buildings as assets only where the building itself is the
ultimate target of the attack. Vandal s/activists, extrenist protestors and
terrorists are the prinmary aggressors that target buildings rather than
assets housed in the building.
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2) Mlitary Critical Assets. Mlitary critical assets are those
whi ch support war-fighting capability. For exanple, if the facility is an
operational armory in the Mddle East supporting a rapid wartine di spersal of
units, it will likely contain a predictable set of weapon types, nedica
supplies, and other inmportant supplies and equi pnent. O her exanpl es of
mlitary critical assets and facilities are shown in Figure 2. The design
team shoul d al so consult with the facility sponsor or user to deternine the
type of assets to be protected.

3) Nonappropriated Fund Assets. Nonappropriated fund assets are
t hose contained in comi ssaries, housing, or other personnel support
facilities. These assets can run the full ganbit fromlow to high-value
items. For the nost part, the threat directed at such assets is likely to be
crimnals whose objective is theft. The levels of protection required for
such assets are, thus, a strong function of their utility or econom c val ue
to the aggressor.

4) Personnel Assets. Each facility type will contain mlitary
and civilian operating personnel. In this case the designer nust be
concerned with the affiliation and/or rank of the personnel, since this wll
directly affect the potential attacks. For exanple, in the Mddle East,
hi gh-ranking nilitary personnel will be a nore probable target of an
assassi nati on or kidnapping than a foreign national working in the sane
facility. The designer should consult with the facility sponsor or user to
determ ne the type of personnel requiring protection

2.3.4.3 Correlate Asset to Aggressor Types. Table 3 provides a checkli st
of potential aggressor types (as described in par. 2.3.2) correlated to the
general asset categories shown in Table 2. Inplicit in the correlations in
Table 3 is the objective of the threat. For exanple, crinminals are likely to
be nmore interested in theft of noney, drugs, etc., not destruction, while
terrorists are interested in the selected destruction of mlitary assets

rat her than drugs, etc.

2.3.4.4 Correlate Attack Type and Severity to Agaressor Type. Table 4
provi des a checklist of attack types and severity (as defined in Table 1) to
aggressor types. In reviewing Table 4, note that certain aggressor types are
nore likely to coimit to an attack at a given |l evel of severity than other
types. For example, a casual crimnal would nost likely resort to a | ow

| evel, forced-entry or ballistic attack, while a terrorist in the Mddle East
m ght use very high-severity level, forced-entry, ballistic, standoff weapon,
or car bonb attacks. The design team should consult with operational
security, and intelligence personnel to assess the attack |ikelihoods. In
this regard the followi ng factors shoul d be consi dered:

1) The likelihood of an attack of a given severity |eve
occurring depends upon whether: (a) there is a past history of simlar
attacks in the area, or areas el sewhere with simlar geopolitical and
denogr aphi c characteristics, or (b) intelligence sources indicate a strong
possibility of

13



M L- HDBK- 1013/ 1A

Table 3
Checklist of Asset Categories and Potential Aggressor Types

Criminal Terrorists Subversives
Asset Categories Protestors
Highly Hideast
Casual |Career [Crganized CONUS JOCONUSIN. Ireland [Saboteurs|Spies
A. Pilferables X X
B. Money X X X X X
C. Drugs X X X X b
D, Vehicles 4 X
E. Arms, ammunition, & explosives X b X X
(ARRE)
F. Information X
G. Hission-critical X X X X X
personnel/officials
H. Hilitary/Civilian population X X X X X
1. Equipment/Machinery/Buildings X X X X X X X
such attacks.
2) Intelligence sources are nornmally based on assessing the

i kelihood of an attack and depend on whether: (a) aggressor types are in

t he geographi cal area, (b) the aggressor's objective warrants the use of a
given attack at that severity level, and (c) the aggressor has access to the
required resources to carry through the attack

3) Threat accessibility to the required resources includes the
necessary: (a) equipnent (attack tools, weapons, and supporting equipnent);

(b) manpower (numbers and skill level); and (c) logistics required to carry
through the attack (i.e., the site and facility is directly accessible to the
aggressor and the skill, coordination, and timng required to carry through

the attack exist).

4) Whet her the attack is warranted by the objectives of the
threat (i.e., either personnel injury, asset destruction, theft, espionage,
or political embarrassment) depends upon whether a given objective is
rel evant to the aggressor (considering the type of asset involved), and
whet her the aggressor mght be deterred by the protective neasures at asset's
facility.

5) Wet her a given objective is attractive to an aggressor
depends, in turn, on whether: (a) the asset is perceived as val uable by the
aggressor (i.e., either because of its mlitary criticality, high econonic
val ue, or high political enmbarrassment inpact); (b) the aggressor has reason
to believe
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the asset is in the given facility; and (c) the risk at other simlar
facilities with the asset in the area (either on site or off) is perceived as
higher. The last inplies that alternative facilities with sinmlar assets are
in the area, and that their protective neasures are perceived by the
aggressor as nore difficult to penetrate.

Table 4
Checklist of Design Threat for Aggressor Categories

triminal Terrorists Subversives
Aggressor Severity Protestors
Tactics Level Highly Hideast
Casual|Career|Organized CONUS| OCONUS|HN. Ireland |Saboteurs|Spies)
Forced Entry Low X X X
Medium X X
High X
Very high X X X X
Covert Law X X X X
Entry/Insider Medium X X
High X X X X
Very high X X X X X
Firearms/ Low X
Ballistics Medium X X X X
High X X X X X X
Very high X X
Standoff Very high X X X
Weapons
Car/Truck Bombs Low X X
Medium X X X
High X X X
Very high X X X
Stationary Low X X
Bomb Medium X X X
High X X X
Very high X X X

6) Wet her the aggressor is deterred by a given set of protective
nmeasures depends on: (a) if a specific aggressor's notivation is known to be
high, or (b) there is a history (either locally, or elsewhere) of a given
attack not being deterred by the given protective nmeasures.

7) Wet her a given aggressor's notivation is high, in turn,
depends on whet her they perceive both the reward for success and the
probability of success as high.

8) In turn, whether an aggressor may perceive the probability of
attack success as high depends on a history of successes; or if the manpower,
equi prent, and opportunity available to the aggressor is perceived by them as
sufficient to acconplish their objectives and to escape.

15



M L- HDBK- 1013/ 1A

2.3.4.5 For Asset Category, Deternine Whether Threat |Ingress or Egress
Deni al Must be Provided by the Security System |In the case of a forced
entry or covert entry threat, a security system can be designed to operate in
the foll owi ng nodes of operation

o} Ingress Denial. Unauthorized persons are prevented from
entering (or destroying) some exclusion region containing the assets at risk.

o} Egress Denial. Unauthorized persons (or weapons effects) are
prevented fromexiting some contai nment zone with the assets.

Dependi ng upon the assets, one or both of the above security operationa

nodes may be used. For exanple, security for arnms, ammunition, and
expl osi ves assets may require ingress denial to assure that an intruder never
gai ns access to the weapons because of the potential engagenent advantage the
weapons provi de, or because of political enbarrassnent. On the other hand
egress denial may be nore appropriate for property-type assets when the
objective is theft and not sabotage. |In this case allowance can be nmade for

i ntruder ingress and egress fromthe facility to achieve a nore
cost-effective design. Table 5 provides a checklist of suggested security
system operating nodes by category types.

2.4 Est abl i shing Guard Force Operating Procedures and Response Tines
2.4.1 Purpose. The guard force operating procedures and rel ated response

times are inportant factors in the operation of an integrated security
system They control the amount of delay that must be designed into the
barriers and other elenments of the security system Paragraph 3.2 discusses
in detail an integrated security system design that includes the proper
choice of: (1) site and building |layout and barrier hardening to delay the

i ntruder, (2) access control at points of entry, (3) intrusion detection
sensors and alarmto detect an attack on or within the facility, (4) CCTV or
guards to assess whether an alarmis actually a threat, and (5) guards to
respond to the location of a real threat. Al these elenents are equally

i mportant. None of them can be elimnated or conpronised if an effective
security systemis to be achieved. Detection enconpassing intrusion
detection and entry control is an inportant element since any delay offered
by a barrier can eventually be penetrated, and wi thout detection the response
force would not be alerted. The delay offered by the site and buil di ng
design nust provide sufficient tine after detection for threat assessment and
guard force response. In this regard, DoD 5200.8-R is very explicit in
requiri ng adequate

response, through the use of designated, trained and
properly equi pped security forces. Detection and del ay
nmust provide sufficient warning and protection to the
asset until the response force can be expected to arrive
at the scene."
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Table 5
Checklist of Asset Category Versus Security System Ingress or Egress Denia

+)))))))))))))))))))))))))))))))))))))))))))0)))))))))))))))))))))))))))))))
Security System

* /))))))))))))))))0))))))))))))))l
* Asset Categories * I ngress Denial = Egress Denial *
/)z))%)??)))g?))))))))))))))))))))))))))))))3))))))))))))))))3))))))))))))))l
* il ferables

/)%))%g)))))))))))))))))))))))))))))))))))))3))))))))))))))))3))))))))))))))l
* ney

/)%))%?)))))))))))))))))))))))))))))))))))))3))))))))))))))))3))))))))))))))l
* ugs
/)%))3)a))?)))))))))))))))))))))))))))))))))3))))))))))))))))3))))))))))))))l
* D. Vehicles

* o Mlitary critical * X * *
* o O her * * X *
/)))))))))))))))))))))))))))))))))))))))))))3))))))))))))))))3))))))))))))))l
* E. Arns, ammunition, & explosives (AA&E) =
/)%))?)?))))?)))))))))))))))))))))))))))))))3))))))))))))))))3))))))))))))))l
* nformation

/)))))))))))))))))))))))))))))))))))))))))))3))))))))))))))))3))))))))))))))l
* G Mssion-critical personnel/officials

> 0 Assassi nation > X > >
* o Ki dnappi ng * X * *
> 0 Host age > > X >

/)))))))))))))))))))))))))))))))))))))))))))3))))))))))))))))3))))))))))))))l
* H Mlitary/CGvilian popul ation

* o Ki dnappi ng * * X *
> 0 Host age > > X >
/)))))))))))))))))))))))))))))))))))))))))))3))))))))))))))))3))))))))))))))l
* | . Equi prent/ Machi nery/ Bui | di ngs

* o Mlitary critical * X * *
* o O her * * X *

-23333333333333333333333333331333131313331331313131323333131313333133131313132)3333131311))1I)))-

2.4.2 Guard Types/and Operating Procedures. Security forces at mlitary
installations are typically conposed of one or nore of the follow ng: (1)
DoD civilian police, (2) DoD civilian guards, (3) General Services

Admi ni stration guards, (4) contract guards (commercial security services) or
mlitary guards. These guards are deployed in operating configurations that
i ncl ude the follow ng.

2.4.2.1 Fixed Location. These guards normally remain at one point within a
specific area (such as gates and towers at facilities).

2.4.2.2 Mobile. These guards (roving or response) are either on foot or in
vehicle patrols that rove within a specified area, responding as required to
al arms.

2.4.2.3 Reaction Force. These guards are dedicated to protect specia
assets or facilities and are housed at sone central facility. They only
respond to designated facilities or asset al arms.
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2.4.2.4 Conbi nati ons. Conbi nati ons of the above guards are al so possible.
For exanple, a roving patrol may be di spatched on an alarmto conduct a
prelimnary assessnent followed by a full response froma reaction guard if a
real threat presents itself. |In this case, the overall response tinme of the
security systemis nuch longer than if a real-tine assessment using on-site
guards or CCTV is provided, or if the initial guard response includes the
full reaction force. The specific guard operating procedures for the
facility of interest shall be established with the help of installation
operational and security personnel on the design team

2.4.3 Estimati ng Guard Response Tine. The maximumlikely response tine
required is the sumof those tines it takes after an alarm has occurred to
correctly assess that a threat is present, plus the tine it takes for a guard
force to arrive at the scene. |In this regard, threat assessment may be
acconpl i shed by a CCTV system or by sinply dispatching a guard for direct
observation, with the actual full guard response occurring once a real threat
has been detected. Once the guard types, their |ocations, and operating
procedures applicable to the facility are established, it is possible to
estimate the likely response tinme. It is recomended that the maxi numlikely
time, considering adverse weather conditions or other factors, be used. To
aid in this determ nation, Public Wrks may have nmaps from which response

di stances and, thus, response tinme can be estimated using (conservatively) a
30-mph response speed. Alternatively, sinple timng measurements with a stop
wat ch can be conducted under actual conditions.

2.5 O her Constraints and Requirenments. While security engineering is
an inportant aspect of facility design, it is only a part of the tota
project. Project planners and designers concerned with security nust also
consi der such issues as installation master planning requirements, safety,
fire protection, facility operational and functional issues, energy
conservation, seismc criteria, barrier-free handi capped access, and
aesthetics. Protective neasures nay actually enhance energy conservation or
seismc survivability, but safety requirements or barrier-free access may

hi nder the objectives of the protective system In general, these
constraints may be unique to a specific asset, site, facility, or entire
installation. Conflicts need to be recognized and priorities established in
t he planning programm ng stage to gui de designers toward appropriate and
optimal solutions. Figure 3 provides a checklist of itens to be considered
by the design team These are broadly classified as: (1) political, (2)
financial, (3) regulatory, (4) procedural or operational, and (5) facility-
and site-rel ated.
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(1) Political Considerations. The relationship with
the public, including on-post and of f-post personnel

(a) Adjacent Landowners or O her Tenant
O gani zations. Assess potential problenms, such as high-
intensity security lighting' s inpact on neighbors, the
safety of neighbors, and inconveni ences such as traffic
restrictions. ldentify any neighbors requiring specia
consi derati on.

(b) Appearance. Consider the public perception
of the appearance of a proposed security facility,
site, or area. For exanple, public perception of a
"fortress" may be either desirable or undesirable.

(c) Public Access. ldentify restrictions on
l[imting public access to a facility, a site, or an
area of an installation.

(d) Political Cimate. Consider how the |oca
situation influences facility design or |and use
deci sions. Politically unpopul ar decisions my actually
attract acts of aggression to conpleted facilities.

(2) Financial Considerations. Establish funding
[imtations for security based on such criteria as
regul ati ons, avail abl e budget, or the planning team s
judgenent of a reasonable |imt for security costs.
Describe limtations in terms of actual cost or
percentage of facility cost.

(3) Requl ations. Consider other government
regul ati ons which pertain to design. Ensure that al
pertinent regulations are cited and identify any which
are not. Al so consider requirenents inposed by the
installation's physical security plan, local building
codes, life safety, and occupational safety and health
codes or regul ations.

(4) Procedural or Operational Considerations.
Installation or facility user requirenents related to
operations in either normal or heightened threat
condi tions. Exanpl es include:

(a) Deliveries. Requirenents related to how and
where deliveries or pickups are to be made, e.g., mail,
supplies, material, and trash, service or construction
vehi cl es.

oo % o R X b R R ok R % o b X ko R X ok Rk X R R X ok R X ok k% X ok F X X ¥
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Figure 3
Checklist of Other Design Constraints and Requirenents
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(b) Restricted Areas. Areas within facilities
or the installation which require restricted access.

(c) Access Controls. Who or what is to be
controll ed, to what degree and where and when the
controls apply, e.g., personnel identity and weapons
checks, vehicle checks, and checks of packages.

(d) FEunctional Requirenents. How the user wl|
operate the facility including relationships between
organi zati ons or conmponents of organizations, work
schedul es, types of operations to be perforned, and
special requirements for facility |layout or
construction.

(5) Facility and Site Constraints. Exami ne the
installation's Master Plan, existing facilities, and
t he proposed project (if using standard definitive
designs) to identify requirenents related to site or
facility layout or construction. Potential constraints
i ncl ude:

(a) Gccupancy Requirenents. ldentify space
requi renments, ventilation and wi ndow ratios, and other
occupancy-rel ated desi gn constraints.

(b) Life Safety Considerations. Egress
requirenments related to fire safety constraints,
protective nmeasures, and building | ayout.

(c) Occupational Safety and Health Concerns.
WWet her personnel safety measures conflict with or
i nhibit security measures.

(d) Barrier-Free Accessibility. Public
facilities and facilities which shelter nmlitary
dependents or civilians nmust conformto the Uniform
Federal Accessibility Standards which may constrain
security-rel ated design.

(e) Parking Lots and Roads. Requirenents for
parking | ots and roads which coul d i npact security,
e.g., how close to the protected buil ding vehicles may
be all owed to approach or park with and w thout entry
control

(f) Eences and Lighting. ldentify restrictions
for installation of fences or security lighting.

R kR R X b o b X b Rk R R X o b Xk o kX ok R X X b b X % ok X % F % X
R % kR R X b b R X ok R kR R X o R Xk R kX ok b X X b b X % ok X % F % X

-))))))))))))))))))))))))))))))%))))))%))))))))))))))))))))))))))—
i gure

Checklist of Other Design Constraints and Requirenments (Continued)
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(g) Lntrusion Detection Systenms (IDS). |dentify
any restrictions for IDS including CCTV, access contro
equi prent, and intrusion sensors.

(h) Architectural Design. Restrictions on the
construction materials or architectural style to be
used for the building. Some installations provide
architectural guidelines which define appropriate
styles and linmit construction naterials.

(i) Existing Facilities. Whether |ayout,
proximty, construction, or operations of existing
facility constrain new projects.

(j) Mscell aneous. Design constraints inposed
by | andmark status of buildings or areas, floodplain
restrictions, endangered wildlife or plant species, or
any other design considerations.

oo ok % ok R % X ok X X ok F X X %
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Figure 3
Checklist of Other Design Constraints and Requirenments (Continued)
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Section 3: DESI GN PHASE

3.1 | nt roducti on

3.1.1 oj ecti ves. The objective is to design an integrated physica
security system (Figure 4), for either a new facility or existing facility.
This security system nmust neet the requirements and criteria identified
during the planning phase (Section 2) including protecting against the ful
range of design threats in a manner that also accounts for the security guard
force operating procedures and response times, and accounts for the physical
functional, and budgetary constraints associated with the site or buil ding.

3.1.2 Desi gn Team The design team consists of the architects, security
specialists and the civil, structural, mechanical, and electrical engineers

responsi ble for the design of the facility.

3.1.3 Section Organization. Paragraph 3.2 discusses the basic concepts
and inportant elenents of an integrated physical security system design.

Par agraph 3.3 provides definitions of key terms. Paragraph 3.4 provides a
step-by-step process for designing the security systemfor a new facility, or
the retrofit of an existing facility.

3.2 Basic Integrated Security System Design Concepts. This section
descri bes basic design concepts associated with: (1) the functional elenents
of an integrated security system (par. 3.2.1); (2) the operating nodes of a
security system (par. 3.2.2); (3) security exclusion/contai nment zones (par
3.2.3); (4) balancing systemresponse and intruder tinmelines (par. 3.2.4);

(5) barrier penetration performance (par. 3.2.5); (6) intrusion detection
(par. 3.2.6); (7) entry control (par. 3.2.7); (8) threat assessnent (par
3.2.8); and (9) security lighting (par. 3.2.9).

3.2.1 Security System Functional FEl enents

3.2.1.1 Real - Time Operating Systems. Four basic functional elenments mnust
operate in an integrated and timely manner to achi eve an overall effective
security systemthat defeats the design threats. These include:

1) Intrusion detection and access control. [Intrusion detection
and access control sensors and/or guards are required to detect any unusua
occurrence or disturbance around, at the entrance to, or within a secured
site or facility. The detecting and assessing functions also require a
conmuni cati on systemto transfer information to security control in a tinely
manner .

2) Threat assessment. A CCTV or guards are required to assess
whet her the detected event or disturbance is actually a threat.
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Integrated Physical Security System

3) Barriers. Appropriately designed and |ocated barriers are
required to delay a forced entry threat or to stop a standoff, ballistic, or
vehicle bonmb attack. In the case of forced entry, the delay nust be
sufficient to allow the systemtinme to detect, assess, and react
appropriately.

4) Respondi ng Guards. Guards nust respond to the location of the
alarm applying restraining or, in the linmt, deadly force.

The above functional elenments can be acconplished using people, hardware, or
some conbi nation. For exanple, detection may be acconplished by roving
guards or intrusion detection sensors. Assessnent may involve response force
guards, CCTVs, or sone conbination. The delay function may involve either
one or nore
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passive structural barriers such as: attack hardened walls; active, roving
guard patrols with snmall arms; or sone conbination. System response
normal Iy involves a security guard response force, but could involve sone
form of active defensive hardware.

3.2.1.2 Integrated Functional Perfornmance. Al'l of the above system

el ements are equally inportant and nmust operate in an integrated manner.
None can be elimnated or conpromised if an effective security systemis to
be achieved. Detection is inportant, since any resistance and del ay of fered
by a barrier can eventually be penetrated w thout detection. Moreover, the
del ay must be sufficient to allow tine after detection for threat assessnent
and guard force response. A sinple graphical nethod of illustrating the
timely interplay of these four basic elenents, particularly the role of
barriers in delaying the threat, is shown in Figure 5. At sonme point in
time, labeled T sub o in Figure 5, an attack or unauthorized action by an
adversary begins. The upper line in Figure 5 reflects the actions and tine
required for the intruder to conplete his goal including the delay caused by
the barriers associated with the security system At tine T sub o, a sensor
is triggered which initiates the active protection system el ements.
Conmencing at time T sub o, a time race begins between the adversary and the
response el ements. The protection system objective is to ensure that the
sensor alarmis quickly and correctly assessed and that sufficient response
forces are alerted and arrive at the proper location in time to prevent the
adversary from acconplishing his goal. The role of barriers is to increase
the intruder time after the detection system sensor is triggered. This
increase in time is acconplished by introducing sufficient barriers along al
possi bl e adversary paths to provide the needed delay for the response forces
to arrive and react.

3.2.1.3 Deterrence Associated with a Security System Al security systens
of fer some | evel of deterrence which depends on the | evel of dedication and
sophi stication of the intruder and the relative value and/or criticality of
the assets at risk. Casual thefts of opportunity against noncritical assets
may be deterred by nominal investnents in such things as alarm systens or
bars on the wi ndows of a facility. On the other hand, the integrated

real -time security system described above may be required to deter dedicated
and sophisticated intruders intent on stealing or destroying critical assets.

Exanpl es of deterrent security neasures include: (1) visible guard forces
with rapid response or frequent patrol intervals, (2) high traffic densities
in or near a structure to increase the perceived |ikelihood of detection, (3)
an inventory control systemthat is updated frequently to deter insider
theft, and (4) lighting systems to increase the perception of nighttine

det ecti on.
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Role of Barriers in a Physical Protectlon System
Against a Forced Entry Attack

3.2.2 Real -Time Security System Operating Mddes. An integrated real-time
security system can be designed to operate in the follow ng nodes of
operation:

o} | ngress Prevention - Unauthorized persons (or weapons effects)
are prevented fromentering (or destroying) the denial zone
contai ning the assets at risk.

o} Egress Prevention - Unauthorized persons are prevented from
exiting with the assets.
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Dependi ng upon the assets, one or both of the above security operationa
nodes may be used. For exanple, security for arnms, ammunition, and

expl osi ves-type assets may require ingress prevention to assure that an

i ntruder never gains access to the weapons because of potential engagenent
advant ages agai nst the guards offered by the weapons, or because of politica
embarrassnent, or other considerations. On the other hand, egress prevention
may be nore appropriate for property assets when the objective is theft and
not sabotage. In this case allowance can be made in the tineline

cal cul ati ons and design for intruder ingress and egress fromthe facility.
When both of the above operating nodes are conbined into one integrated
system we say that the system has in-depth (i.e., backup) security
capability.

3.2.3 Security Denial/Containnent Zones. |In the nost general case, the
spatial regions described as the "denial" and "contai nment" area or zone are
t hree-di mensi onal . Dependi ng upon its physical extent, an exclusion or a
cont ai nnent zone can be further characterized as either a "perineter" or a
"point" zone. "Perineter" zones tend to have |arge, extended vol unes

characterized by a well-defined perineter or boundary such as the exterior of
a large fenced-in site or a building. On the other hand, a "point" zone is
characterized by a very small or limted volunme, e.g., a single vault in the
interior of a building or perhaps a secured cabi net containing classified
information. |In this regard, one nay have a building containing a security
systemthat relies on nultiple defensive shells or |ayers of hardened
perimeter type barrier zones culmnating in a single container point zone.
Figure 6 shows such a multilayered defensive configuration. The first, or

i nnernost, |ayer may be a container, a prefabricated nmagazine, a vault, or
sinmply a room containing the asset. These are followed by other interior
rooms, the exterior of the facility, and the site perineter fence. Note that
al t hough the outer perineter fence shown in Figure 6 offers little
penetration delay (see par. 4.3.2.1), it does limt the anpunt of tools,
etc., that can be easily transported by the threat.

3.2.4 Bal anci ng System Response and Intruder Tinelines. In general, the
time for detecting, assessing, and responding nust be less than, or at |east
match, the intruder's time accounting for delays introduced by the barriers.
Dependi ng on the design threat, the system design may have to be flexible
enough to handl e anything fromvery "conpressed" tines for high-speed vehicle
intruders to nore extended times for slower on-foot intruders. Also, the
timng and the performance of the real-time system el ements nmust be designed
to conpl enent each other. For exanple, if the responding function involves
an inherently long time (e.g., guards on foot), the detecting, assessing, and
del ayi ng functions rmust be designed to detect, confirm and delay the threat
inatime frane that matches these system del ays.

It is also inportant to note that unless the threat is detected before, at,

or near the outside of the barrier, the delay stenming fromthe penetration
of the barrier cannot be accounted for when bal anci ng agai nst the guard force
response time. The guard force can only begin to respond after detection and
assessment. Consideration nmust be given to installing barriers so that they
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are encountered after detection. |In general, the critical assets to be
protected should be |located at a central point well within the interior of a
buil di ng presenting as nmany intermediate barriers to the intruder's path as
possi ble. An exanple of a building | ayout involving multiple barriers or
shells is illustrated in Figure 6. In general, the total delay tine
associated with the site and building should equal the guard response tine.
The total delay tinme, in turn, is the sumof the penetration times associated
with each barrier plus the intruder ingress/egress tinme between all barriers
where the tinmeline starts at the first point of intrusion detection. |In this
regard, if the building is surrounded by a fence or other exterior
site-related barrier having an exterior intrusion detection system (IDS),
this can be considered the first |ayer of defense followed by the exterior of
the building and then any interior roons, vaults, or containers housing the
asset. |If there is no exterior fence IDS, the tineline can only start with
that barrier which imrediately is preceded by a building interior |IDS that
can detect the intruder. Finally, it is inportant to note that in order to
be effective, each conponent conprising a given shell (i.e., walls, roof,
floor, door, etc.) nust offer an equivalent penetration delay tine so as not
to create any weak links into the shell

Figure 7 presents a graphic exanple of a
: ‘CDV; X X sinple scenario for an
i ndustrial-type facility which uses
conventional barriers. This exanple
) . illustrates how individual barrier penetration
L)y  CONTAINER] | times can be combined with

P

|
L L. = threat ingress times to establish tota
! ) i ntruder scenario tines.
\ : A The scenario starts with the intruder just
§: ) S | outsi de the fenced area and ends
. - Er : N when the adversary has exited the fenced area
\ ; with the stolen material. In
< ' - this exanple, the adversary can acconplish the
' i ( , theft in about 3 minutes, if
_INTERIOR ROOMY not interrupted by guards. Guards, of course

=

will not be available to

interrupt the intruder unless he is detected
at some point in the scenario,

an alarmis sounded, and the guards have tine
to respond.

! “\ FACILITY EXTERIOR
"/ SITE PERIMETER
i

A et

Figure &

Defense Layers for Asset To illustrate the guard response tines needed

for various protection system
goal s, assume that a fence perinmeter detection systemw th an i mediate alarm

capability exists at the fence in the exanple facility. |If the goal is to
intercept the intruder before he can penetrate the building, the guards nust
arrive within about 2 mnutes of the alarm |If the goal is to intercept the

i ntruder before he can get his hands on the sensitive material (for possible
sabot age), the guards nust arrive at that location within about 6 m nutes of
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the alarm If the goal is to prevent renoval of the sensitive material from
the fenced area, the guards must intercept the adversary within 8 m nutes of
the al arm

3.2.5 Barrier Penetration Performnce

3.2.5.1 Forcible Entry Barrier Penetration. A barrier is penetrated when
an intruder can pass through, over, under, or around the structure.
Penetration time includes the time to create a nan-passabl e opening [ 96
square inches (0.06 square neter (sq m)] and traverse the barrier. Barrier
penetration time is a function of the selected attack nmode which is governed
by the equi pment required. Categories of attack tools are described in par
2.3.2.4.

As an intruder encounters a series of barriers, it becones increasingly
difficult to transport and set up bul ky or sophisticated tools. This is
especially true if it is necessary to pass through a series of snall

openi ngs. The accessibility of the restricted area to vehicular traffic may
al so be affected. When the adversary is forced to carry heavy equi pment for
| ong di stances without the aid of vehicles, the delay tinmes nay becone
significantly |onger

Section 5 presents penetration tine information to be used in evaluating or
sel ecting barriers to protect against forced entry.

3.2.5.2 Ballistic or Standoff Wapon Barrier Penetration. A barrier is
penetrated by a standoff or ballistic weapon, when a shaped-charge jet or
bull et either penetrates or causes sufficient secondary spall to kill or

i njure personnel on the other side of the barrier. Section 6 addresses
nmet hods for hardening against ballistics, and Section 7 agai nst standoff
weapons.

3.2.5.3 Vehicle Barrier Penetration. A vehicle barrier can be considered
penetrated when the ramm ng vehicle has passed through the barrier and is
still functioning, when a second vehicle can be driven through the breached
barrier, or when the vehicle barrier has been renoved or bridged and a
vehi cl e has passed through or over the barrier. Vehicle barriers designed to
prevent penetration are addressed in Section 8.

3.2.6 Intrusi on Detection. The detection of an intruder can be
acconpl i shed using either on-site guards, |IDS, or some conbination: (1) at
the exterior perineter fence line of the site, (2) at or on the surface of
barriers associated with the building, or (3) within the interior volune of
all or part of the building.

3.2.6.1 Exterior Detection Along the Site Perinmeter. Locating guards in
towers or depl oying sensors al ong extended fence |lines adds to the intruder's
i ngress/egress time to cover the distance fromthe fence to the buil ding,
i.e., the clock starts earlier with detection along the fence. This option

t hough, typically involves high operating costs for guards or, if sensors are
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used, high initial purchase, installation, and naintenance costs. The cost-
ef fecti veness of using exterior detection along extended perinmeters to gain
added intruder ingress/egress tinme nmust be wei ghed agai nst the cost of
hardeni ng the building nore and installing IDS in a smaller area at or within
the building. Figure 7 shows that the time to penetrate or clinb over a
perimeter fence is only a few seconds (about 0.1 minute). Figure 8 also
shows that the ingress tinme for an intruder carrying up to 35 pounds (16 kg)
of tools covering distances of up to 400 feet (122 n) between the fence and
building is less than a minute. G ven the nonminal anpunt of tinme gained
relative to the expense involved, the use of guards or |IDS on extended fence
perimeter is recommended only if required by DoD regulation. Exterior |IDS
options are discussed in par. 4.5.
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Figure 28
Ingress Time Between Barriers {from Barrier Technology Handbook, Sandia
National Laboratories, SAND 77-077 and MRC Report NSF/RA-770207)
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3.2.6.2 Detection at the Building Surface. Guards or sensors may be

| ocated on site at the building to detect a threat before penetrating a
barrier surface. As noted, for a barrier to be effective in delaying an

i ntruder, detection must occur before penetration of the barrier has
occurred. Surface sensor systenms, such as vibration sensors, etc., are
usual ly nore cost-effective than stationing guards. These IDS options are
addressed further in par. 5.3.4.

3.2.6.3 Detection Wthin Building Interiors. Guards or sensors for threat
detection may be located within the building. For exanple, intruder
detection may be limted to an area around the outside of a vault. The

depl oyment nust ensure that the detection occurs before the vault is
penetrated. Interior IDS systens are also used to detect covert entry or
insider threats. Barrier surface sensors as well as volunetric sensors can
be used. These are described in par. 5.3.4.

3.2.7 Entry Control. Entry control is the security function whereby
personnel, vehicles, and material are identified and screened to discrimnate
aut hori zed from unaut hori zed personnel and vehicles, and to detect explosives
contraband, etc. Entry control also includes supervising the flow and
routing of traffic, both pedestrian and vehicular. Control is not limted to
the site boundary or main gate, but extends to all controlled areas of the
activity, e.g., parking areas, building entrances, and even interior roons
and safes. Exterior site-related entry control options at gates, etc., are
addressed in par. 4.4, and building entry control-rel ated options in par
5.3.3.

3.2.8 Threat Assessment. Threat assessment can be acconplished by roving
or depot guards dispatched to investigate an alarm or directly by tower
guards along the site perinmeter or guards or personnel |ocated at the
building. Alternatively, a CCTV system may be used. Assessnent nay occur
(1) along the perineter fence line of the site, (2) the exterior of the
building, or (3) within the interior of the building. The first two options
are addressed in par. 4.6, and the third in par. 5.3.5.

3.2.9 Security Lighting. Security lighting provides Iights during
peri ods of darkness or in areas of low visibility to aid threat detection
assessment, and interdiction by guards or CCTV. Security lighting is
typically located along site or building perineter boundaries and entry
points. Security lighting is addressed in par. 4.7.

3.3 Key Terms and Definitions

3.3.1 Introduction. The follow ng provides specific definitions for key
terns.

3.3.2 Delay Tine. Delay tine is the total tine an intruder is prevented

from gai ning access to a secured resource. Delay time includes the
penetration time provided by one or nore structural barriers separating an
i ntruder froma secured resource, and the ingress tine required for trave
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frombarrier to barrier to get to the secured resource. Delay time can al so
i nclude egress tinme required to | oad the secured resource and exit the
facility.

3.3.3 Barrier Forced Entry Penetration Tine. Barrier penetration time is
defined as the tine interval during which an intruder succeeds in creating a
man- passabl e opening through a barrier (i.e., a wall, roof, floor, door

wi ndow, etc.) by forced entry. The penetration tine is based on working tinme
rather than elapsed tinme. Working time only accounts for the interval that
an attack tool is actually used. This excludes the tine required to change
tool s, change operators, rest operators, and transfer tools, and enable
personnel to pass through the barrier. |n not accounting for these
interruptions, the penetration time is inherently conservative. The
penetration times presented in Sections 4 and 5 apply to single barriers
only. 1In the case of nultiple barriers, the total penetration tinme is the
sum of the individual penetration tinmes provided by all barriers.

3.3.4 Ingress Tinme. |Ingress tine is the sumof all tine intervals
required for an intruder to traverse frombarrier to barrier within a site or
facility. This includes the time required to clinmb (up or down) through

hori zontal barriers (e.g., roofs or floors) and the time to traverse between
vertical barriers (e.g., walls or fences). |In general, ingress tine
increases with increasing site or facility size, nunber of barriers
separating the secured area fromthe exterior, and size and types of tools
and equi pnent that must be transported between barriers. The facilities

engi neer can increase ingress time by properly laying out the exterior and
interior of the facility.

3.3.5 Egress Tinme. Egress tine is the interval required for an intruder
to load and carry stolen assets froma secure area when theft is the purpose
of the penetration. The egress tinme may be short or |ong dependi ng upon the
interior layout of the facility; the availability of doors, w ndows, and
utility ports that can be opened; and the weight and vol une of the assets
that are being stolen. In general, egress tine increases with |ayout
conplexity and any limtation on the nunber of doors, wi ndows, and utility
openi ngs avail able as exits.

3.3.6 Man- Passabl e Openi ng. A man-passable opening is defined as the

m ni mum area required for an intruder to physically pass through a barrier
and enter a secured area. DoD 5100.76-M defines man-passabl e as an openi ng
of 96 square inches (0.06 sq m, which is at least 6 inches (150 mm wi de or
high. Inlimting the definition of a man-passabl e opening to 96 square
inches (0.06 sq m, the definition is inherently conservative, particularly
where the avenue of physical entry involves passage through a thick barrier
such as an 18-inch (450-mm reinforced concrete wall, or a | ong passageway,
such as a 20-foot (6-m ventilation duct.
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3.3.7 Intrusion Detection System This is a system designed to detect
and al armthe approach, intrusion, or presence of an intruder by reaction of
a mechani cal or electronic detector

3.3.8 Restricted Area. A restricted area is an area to which entry is
subj ect to special restrictions or control for security reasons, or to

saf equard property or material. This does not include those designated areas
restricting or prohibiting overflight by aircraft. Restricted areas may be of
di fferent types depending on the nature and varyi ng degree of inportance of
the security interest, or other matter contained therein. Restricted areas
nmust be authorized by the installation/activity comrander, properly posted,
and shall enpl oy physical security measures.

3.4 Security Design Procedure

3.4.1 Overview Figure 9 presents a design activity flow chart outlining
a recommended procedure for designing an integrated physical security system
for a facility. This procedure is intended to be used with the information
and data contained in Sections 4 through 8. Wth the exceptions noted, the
same general procedure applies to the design of a security systemfor a new
facility or the retrofit of an existing facility. Note that a single box in
the flow chart represents a design activity, while one or nore boxes preceded
by a circle (an "or") means an either/or design option. Finally, a dianond
represents a decision point. The nunber appearing at the top of a box or

di anond is the section (or paragraph) number in this handbook containing

rel ated guidelines and data. Since the nore severe design threats are likely
to control the selection of building elenents, the procedure focuses first on
t he vehi cl e bonb, standoff weapon, and ballistic weapon attacks, followed by
the forced and covert entry threats. The forced-entry design segnent
addresses the exterior site security elenments first, followed by building
security elements. These security elenents include barrier construction

i ntrusi on detection sensors, CCTV, lighting, etc. The covert threat segnent
addresses the selection of sensors and entry control to counter these

t hreats.

3.4.2 Desi gn Approach. The objective is to identify an integrated

physi cal security system design that achieves a cost-effective application of
security systemresources. This usually nmeans identifying and securing the

i nnernost and smal | est vol ume possible. |In general, securing |arge extended
vol unes of a building or a fenced-in site perineter around a building is
necessary only: (1) if required by a DoD regulation, (2) to establish an
adequate bl ast zone for a vehicle bonb attack, or (3) as a sacrificial area
for standoff weapon protection. |In npst other situations, the design should
harden and secure the snallest volunme conprising the innernpost interior shel

| ayer surrounding the critical asset. Quter security hardened barriers are
included in the design only if necessary to achieve additional required del ay
tinme.
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3.4.3 Desi gn_Procedure

3.4.3.1 Desi gn Wrksheets. Wirksheets to aid the design are contained in
Appendi x A. Table A-1 applies to a new facility and Table A-2 to the
retrofit of an existing facility. These worksheets provide a convenient
format for entering and evaluating site and buil ding construction options
wi th correspondi ng penetration times and ingress/egress tines to all ow
conparison with the threat assessnent and guard response tines.

3.4.3.2 Design Activity Chart. The paragraphs that follow describe each
el ement of the flow chart in Figure 9. The identifying number within (< >)
appeari ng outside each box in the figure corresponds to the paragraph nunber
bel ow

<1>_ Establish security systemrequirenents. The procedures
outlined in Section 2 of this handbook should to foll owed to establish the:

a) Design threat the security system nust protect against. The
specific tactics and security |l evels should be checked under Item 3 of the
wor ksheet (Appendi x A).

b) Mnimum delay tine required if the design threat includes a
forced entry. This should at |east equal the maxi mum antici pated guard force
response time. This tine should be entered as Item 4 of the worksheet
(Appendi x A).

c) O her constraints and requirenents. Any physical, functional
or budgetary constraints associated with the site or building that may affect
the security systemdesign. This includes the required area of the secured
area, etc. (see Section 2).

<2> Conplete a prelininary |layout of the exterior site and
building interior. Guidelines for the |ayout of the site are provided in

par. 4.2.3, and par. 5.3.2 for the building interior. |In general, although
an existing facility may already have a fixed site and interior |ayout, sone
flexibility may still be possible in adjusting this layout. |If possible, new

bui | di ngs should be located on the site to enhance the visual observation by
guards, to limt or preferably block vantage points for |ine-of-site weapons,
to maxim ze the threat ingress/egress tine fromthe outer perinmeter of the
site, and/or to provide adequate bl ast standoff against vehicle-transported
bonbs. Wthin the building, the critical assets should be located in the
smal | est vol ume possible at a central point well within the interior of the
buil ding away fromexterior walls, etc. presenting as many internedi ate
barriers to the intruder's path as possible (consistent with operational and
functional requirenments). For exanple, if there is a basenent in the
facility, the secured area should be located there. |If the facility is

mul tistoried, the secure area should be located in the approxi mate center
away fromall exterior walls roofs and floors.
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<3> |s there an explosive bonb threat? |If the design threat
i ncl udes expl osives, the activity chart branches to El ements <4> and <5>.
Section 8 sunmarizes the procedures for selecting vehicle barriers to stop
the threat at an adequate standoff as well as to design the building to
sustain any resulting blast effects fromthat distance.

<4>__Establish vehicle barriers and available blast zone distance.
Par agraph 8.4.2 sunmarizes design approach for the structural hardeni ng new
construction, and par. 8.4.3 does the sanme for retrofit against bomb bl ast.
This includes the exterior walls, roofs, doors, w ndows, and frame of the
buil ding. The construction chosen for these conponents should be entered in
the "Facility Exterior" portion of the worksheet (Appendix A).

<5> Establish structural blast hardening. Paragraph 8.4.2
summari zes the structural hardening design approach for new construction, and
par. 8.4.3 does the sanme for retrofit against vehicle bonmb blast at the given
design threat. This includes the exterior walls, roofs, doors, w ndows and
frame of the building. The construction chosen should be entered in the
"Facility Exterior" portion of the worksheet.

<6> |s there a standoff weapon threat? |If the design threat
i ncl udes standoff weapons, the flow chart branches to El enents <7> and <8>.
Section 7 summarizes procedures for hardening a buil ding agai nst a standoff
rocket propelled grenade (RPG attack

<7> Exterior siting for standoff weapons. Paragraph 7.4.1.1
presents facility siting considerations to limt or block RPG attack sight
lines.

<8> Sacrificial exterior design for standoff weapons. Paragraph
7.4.1.2 presents guidelines for designing a sacrificial exterior shell as an
option to reduce the effectiveness of an RPG attack

<9> Exterior barrier standoff weapon hardening for standoff
weapons. Paragraphs 7.4.1 and 7.4.2 provide guidelines for designing
barriers (both new and retrofit) to stop an RPG attack. The construction
sel ected should be entered into the "Facilities Exterior" portion of the
appropriate worksheet (Appendix A).

<10> |s there a ballistics threat? |If the design threat includes
bal listic weapons, the flow chart branches to El enents <11> and <12>.

<11> Exterior siting for ballistic weapons. Paragraph 6.5.2.1
presents facility siting considerations to linmt or block firearm attack
sight lines.

<12> Exterior barrier ballistic hardening nmeasures. Paragraph
6.5.2.2 provides barrier hardening design options to counter a given
bal listic
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design threat. The construction selected should be entered into the
"Facilities Exterior" portion of the appropriate worksheet (Appendix A).

<13> |s there a forced entry threat? |If the design threat includes
forced entry, Elenents <14> through <62> of the flow chart should be
followed. |If not, the chart branches to Element <63>. Elenments <14> through
<29> address exterior security associated with the site on which the building
is located referring to appropriate material in Section 4. El enents <30>
t hrough <62> address security associated with the building referring to
appropriate material in Section 5.

<14> Exterior fence required? 1In general, security fences or other
barriers around the site perineter act to deter casual intruders only. They
can be easily scaled, crawl ed under, or cut through. A dedicated threat wll
be neither deterred nor significantly delayed by a perineter barrier
Security fences may be required by DoD regul ations for certain facility
types, and/or to mmintain an adequate bl ast zone for a vehicle bonmb attack
Par agraph 4.3.2 provides gui dance as to when security fences are required.
If required, the flow chart branches to <16>, otherw se to <15>.

<15> Does the site have an exterior fence with IDS or tower gquards?
Even t hough a fence may not be required by DoD regul ation or otherw se, the
facility may still be located in an existing fenced encl ave containi ng ot her
buildings. |If this fence also has an I DS system or tower guards for threat
detection, one can take advantage of the ingress/egress time of the threat
fromthe fence to the building. 1In this case, the flow chart branches to
El ement <26>, otherwi se to El ement <31>.

<16> Does the site have an exterior fence? Although par. 4.3.2 may
indicate that the facility requires a fence, it may be that this facility is
to be located in an existing fence enclave with other buildings. If so, the
flowchart branches to El ement <18>, otherwi se to El ement <17>.

<17> Select exterior fence. For facilities requiring an exterior
fence, the information contained in par. 4.3.2 can be used to aid its
selection. The fence construction should be entered under "Site Perineter"”
in the worksheet. |In general, the penetration tine through the fence is
negligible (~0.1 minutes). This is already reflected in Item9 of the
wor ksheet. On the other hand, a fence can linit the amount of tools, etc.
that can be easily transported by a threat.

<18> Exterior fence IDS required? 1In general, an exterior |IDS or
tower guard on an extended fence perinmeter around a site is costly to instal
and maintain. The added threat ingress/egress tinme gained may not justify

these costs. It is generally nore cost effective to limt the size of the
secured area to the building and provide the hardness and threat detection
there. |In sonme cases, DoD regulations may require a fence perinmeter |IDS or

tower guards. Paragraph 4.5 provides guidelines as to when this might be
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required. |f not required, the flow chart branches to El ement <31>,
otherwi se to El ement <19>.

<19> Site has exterior fence IDS or tower guards? |If the building
requiring a fence IDS or tower guards is to be located in an existing fenced
encl ave already having an IDS or tower guards, the flow chart branches to
El ement <21>, otherwi se to Element <20>.

<20> Select exterior fence IDS/tower gquards. Paragraph 4.5
summari zes the avail abl e perineter fence-related threat detection options
referring the user to appropriate sources for nore details.

<21> Exterior fence CCTV or tower guards required? Paragraph 4.6
provi des gui delines as to when CCTV or tower guards are required al ong
peri meter fences for threat assessnent by DoD regul ation

<22> Site has exterior fence CCTV or tower guards. |If the facility
requiring a site perineter CCTV or tower guard is to be located in an
exi sting fenced encl ave al ready so equi pped, the flow chart branches to
El ement <24>, otherwi se to Element <23>.

<23> Select exterior perineter fence CCTV. Paragraph 4.6
sunmmari zes the avail abl e exterior fence CCTV options referring the user to
appropriate sources for nore details.

<24> Exterior fence lighting requirements. Paragraph 4.7 provides
guidelines as to when lighting is required to aid threat detection and
assessment al ong perineter fences.

<25> Site has exterior fence lighting? |If a facility requiring a
site perineter lighting systemis to be located in an existing fenced encl ave
al ready having perinmeter lighting, the flow chart branches to El ement <27>,
otherwi se to El ement <26>.

<26> Select exterior fence lighting. Paragraph 4.7 sunmarizes
lighting requirements and avail abl e opti ons.

<27> Threat exclusion or confinenment? |In cases where a perineter
fence with IDS exists or is required, the designer can take advantage of the

time it takes the threat to go fromthe fence to the facility. |If the threat
is to be excluded fromthe critical asset, the designer can only account for
the ingress tine fromthe fence to the building. |If the threat is to be

contained within the site, the egress time fromthe building to the fence can
al so be accounted for. For the case of threat exclusion, the flow chart
branches to El ement <28>, and contai nnment to El enent <29>.

<28> Estinmate fence-to-building ingress time. The on-foot ingress
time between the fence and the building exterior can be estinmated using
Figure 8 using an estimate of the distance involved. The distance used
shoul d

45



M L- HDBK- 1013/ 1A

be the shortest distance between the fence and the buil ding neasured using
the prelinmnary site layout plan devel oped under El enment <2>. This ingress
time should be inserted in the appropriate slot under Colum E of the
"Facility Exterior" portion of the applicable worksheet (Appendix A).

<29> Estimate fence-to-building ingress plus egress tinme. |If
threat containnent rather than exclusion is permtted, both the site-rel ated
threat ingress and egress time can be accounted for. The on-foot ingress
time can be estimated using Figure 8. The egress tinme may be shorter or
| onger than shown in Figure 8 depending on the weight or volunme of the assets

being stolen. In both cases, the distance used should be the shortest
bet ween the fence and the buil ding established using the prelimnary site
| ayout plan devel oped under Elenment <2>. Insert the ingress and egress tines

in the appropriate slots under Colum E of the "Facility Exterior" portion of
t he applicabl e worksheet (Appendix A).

<30> Site has an exterior fence CCTV or tower quard? |If the site
already has, or is required to have, an exterior fence CCTV or tower guard,
the fl ow chart branches to El enment <34>, otherwi se to El enent <31>.

<31> Building to have a CCTV or on-site guard? |If the designer has
reached this point, no CCTV or tower guards are required along the perineter
fences for threat assessnent. This function nust occur at the building. At
this point a decision is required if threat assessnent is to be acconplished
by di spatching a guard to the building or by using CCTV. The advantage of
using CCTV is that real-tine assessnment is possible froma renpte nonitoring
| ocation, reducing the overall security systemresponse tinmeline (see Figure
5). The disadvantage is the cost for purchasing, installing and maintaining
the system Paragraph 5.3.5 sumarizes CCTV options referencing appropriate
sources for details. |If a CCTVis to be provided, the flow chart branches to
El ement <34>, otherwi se to Element <32>.

<32> |nitial response includes reaction force? |If the designer has
reached this point, the use of CCTV for threat assessnment is not an option
and one nmust rely on a guard responding to the |location of an alarm If the
guard operating procedures allow for an on-site guard, or if the initia
response includes the full reaction force to engage and counter the threat,
the flow chart branches to El enent <34>, otherwi se to El enent <33>.

<33> Doubl e guard response tinme. |If the designer has reached this
point, the dispatch of a guard is required for threat assessnent before the
full reaction force. The designer should double the "M ninum Del ay Tinme
Required to Match Guard Response" in Row (4) of the worksheet (Appendix A).

<34> Threat exclusion or confinenment. |If the threat is to be
excluded fromthe critical asset, one can only account for the ingress tine
fromthe building exterior to the innernost shell (Figure 6) containing the
asset. On the other hand if the threat is to be contained within the
buil ding, the egress tine out may al so be accounted for. |In the case of
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threat exclusion, the flow chart branches to El enent <35>, otherwi se to
El enent <36>.

<35> Estimate building interior ingress tine. The on-foot ingress
time between the exterior of the building and each interior shell |ayer can
be estimted using Figure 8 The prelimnary building |ayout plan established
under El ement <2> can be used to estimate the distances between interior
layers. |In general, the shortest distance should be used. It is possible
that there may be some difference in the tine to reach one buil di ng conmponent
relative to another. For exanple, attacking and entering through the ceiling
of a secured area may nean added time to clinb the extra floor relative to a
wal | or door attack. Generally, the tine differences involved are snall and
one can use the mininumtinme over all conponents. On the other hand, a
separate ingress tine is required between each interior layer and the |ast.
If there is only one interior |layer (as shown in Figure 6), then only one
time is required between this layer and the exterior of the building. |If
there are nore interior layers, a separate tine is required for each. These
ingress tines should be inserted in the appropriate slots under Columm E of
the "Interior Layers" portion of the new desi gn worksheet (Table A-1) and
Colum H of the retrofit worksheet (Table A-2). Note in the worksheet, that
Interior Layer No. 1 is the innernost layer, Interior Layer No. 2 is the
next, etc.

<36> Estimate building interior ingress plus egress tinme. |If
threat containnent rather than exclusion is permtted, both the ingress into
and egress out of the building can be accounted for. The on-foot ingress
time can be estimated using Figure 8 with an estimate of the distance
i nvol ved. The egress time may be shorter or |onger than shown in Figure 8
dependi ng on the weight or volume of the assets being stolen. The egress
di stance may al so be different depending on the availability of doors,
wi ndows, etc., that may be opened fromthe inside. A separate ingress and

egress tine is required between each interior layer and the last. |If there
is only one interior layer (as shown in Figure 6), then only one tine is
required between this layer and the exterior of the building. |If there are

nore interior |layers, separate ingress and egress tines are required for

each. These tines should be inserted in the appropriate slots under Colum E
of the "Interior Layers" portion of the new desi gn worksheet or Col um H of
the retrofit worksheet appropriately. Note in the worksheet that Interior
Layer No. 1 is the innernost layer, Interior Layer No. 2 is the next, etc.

<37> Does facility type have nini num construction requirenments?
M ni mum prescri bed DoD security-related construction requirenents exist for
vaults and strongroomns; sensitive conpartmental information facilities; arns,
amuni tion, and explosive facilities; and nucl ear weapons facilities. |If the
facility being designed is one of these, the flow chart branches to
El ement <38>, otherwi se to Element <41>.

<38> Select construction of first layer to neet mininmum Paragraph
5.4 presents the m ni mum prescribed construction for each buil ding component
(walls, roof, floor, doors, utility opening). These should be entered into
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Col um C of the new construction worksheet (Table A-1) under the first |ayer
option (which may or may not be the building exterior depending on the
prelimnary layout). |In the case of a retrofit design, the nmi ninmum
construction also applies to the first |layer which may or may not be the
exterior of the building depending on the layout. In sone cases, a new
interior layer may be required (e.g., a vault). |In this case, the m ninmm
construction should be entered in the Retrofit Worksheet (Table A-2) under
"Existing" or Row C for each layer elenent (walls, doors, etc.).

<39>_Establish penetration delay tinme (PDT) for each conponent.
The penetration delay tinme for each prescribed conmponent construction should
be obtai ned from Paragraph 5.4 and entered appropriately into Colum D of the
New Construction Wrksheet (Table A-1) or Row D of the retrofit worksheet
(Table A-2). The appropriate forced entry threat severity level identified
under the Design Threat Item 3 of the worksheet should be used.

<40> |s PDT plus ingress/egress greater than or equal to the guard
response overall conponents? |f one or nore of the building conponent PDT
plus ingress/egress times (both interior and exterior to the building) does
not equal or exceed the guard response tine, additional delay is required.
In this case, the flow chart branches to El enent <41>, otherw se to El enent
<55>.

<41> |s risk acceptable? |If the PDT plus ingress/egress tines for
one or nore of the building conponents does not equal or exceed the guard
response, the designer should decide if the risk is acceptable considering
ot her factors such as the cost of additional hardening, etc.

<42> Has the building exterior been designed for blast, standoff
weapons, or ballistics? |If the facility exterior has been previously
designed with specific construction identified under "Facility Exterior" in
the worksheet, the flow chart branches to El enent <43> to establish the
forced entry penetration delay offered, otherwi se to El enent <46>.

<43> Establish PDT contribution of exterior shell. The PDT data
for each conponent should be obtained frompar. 5.5 for new construction, or
par. 5.6 for existing and retrofit construction, and entered appropriately
into Colum D under "Facility Exterior" of the worksheet for new construction
(Table A-1) or Row D and F for existing and retrofit construction (Table
A-2).

<44> |s exterior layer PDT plus ingress/egress times greater than
or equal to the guard response over all conponents? |If one or nore of the
exterior |ayer conponent PDT (Colum D in Table A-1, Columm G in Table A-2)
plus ingress/egress times (both interior and exterior to the building) does
not equal or exceed the guard response tine, additional delay is required.
In this case, the flow chart branches to El ement <45>, otherwi se to
El ement <55>.
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<45> |s risk acceptable? |If the PDT plus ingress/egress tines for
one or nore of the building conponents does not equal or exceed the guard
response, the designer should decide if the risk is acceptable considering
ot her factors such as the cost of additional hardening, etc.

<46> Sel ect construction of first |ayer. If the designer reaches
here, it means: (a) the mninmm prescribed construction of the innernost
| ayer for one or nore building conponents does not neet delay tine
requi rements; (b) one or nore conmponents of the exterior |ayer design for
bl ast, standoff weapons, etc., does not nmeet mninmumdelay tinme requirenents;
(c) inner and exterior layers in conbination do not neet delay tine
requirements; or (d) there is no previously prescribed inner or exterior
| ayer construction and the design nust start at this point. The data in par
5.5 provides design options and PDT for new construction and par. 5.6 for
existing and retrofit construction. These should be selected and entered
appropriately into Columms C and D of the worksheet for new construction
(Table A-1) and Rows C, D, E, and F for each conponent for retrofit

construction (Table A-2). |If possible, one should identify those choices
t hat achi eve an equival ent penetration time over all building conponents,
i.e., walls should be about equally as hard as the roof, doors, etc. In sone

cases, the use of multiple doors may be required as shown in Figure 10.

<47> |s the PDT plus ingress/egress time greater than or equal to
the guard response time for all conponents and |ayers? |f one or nore of the
bui | di ng conmponent penetration (Colum D for Table A-1, Colum 6 for Table A-
2) plus ingress/egress tines (both interior and exterior to the building)
does not equal or exceed the guard response tine, additional delay is
required. In this case, the flow chart branches to El enent <48>, otherw se
to El enent <55>.

<48> |s risk acceptable? |If the penetration delay plus
i ngress/egress times for one or nore of the building conponents does not
equal or exceed the guard response, the designer should decide if the risk is
accept abl e considering other factors such as the cost of additiona
har deni ng, etc.

<49> Are any nore |ayers possible? |If the prelimnary |ayout of
the building permits nore layers to be hardened to achi eve the needed del ay,
the flow chart branches to El enent <53>, otherwi se to Elenents <50>, <51>, or
<52>. Here, the designer has the option of redesigning the | ayout of the
building interior (El ement <52>), reevaluating the guard operating procedure
to reduce the response (Element <50>), or adding CCTV to reduce the threat
assessment time (El enent <51>).
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<50> | nprove guard response time. This may be acconplished by:
(a) adding an on-site guard to reduce threat assessnment tinelines, (b)
sendi ng the reaction force on alarminstead of an assessnent guard, or (c)
seeki ng ot her ways of inproving the guard response. The response time should
be reduced in Item 4 of the worksheet appropriately and the designer should
return to El enent <47>, above.

<51> | nclude CCTV or on-site guard? |If not already included, CCTV
or on-site guard may be added at the first point of threat detection to
reduce threat assessment times. |If this is possible, the response tinme can
be reduced in Row 4 of the worksheet by a factor of two and the designer can
return to El enent <47>, above.

<52> Re-layout building interior to provide nore |layers. The
prelimnary |ayout can be changed to provide nore | ayers between the building
exterior and interior. For exanple, if a single floor separates the secured
area fromthe ground floor of a multistory building and delay tine
requi rements cannot be net, consider relocating the secured area higher in
the building, forcing the intruder to penetrate two or nore internedi ate
floors. To protect the secure area, delay requirenments for some components
like walls may be achieved w thout using multiple barriers, while other
conponents, such as doors, may require a nultiple barrier approach. A design
approach where nultiple barriers are placed between the exterior shell of the
buil ding and an interior space containing the secured resources is
illustrated in Figure 10. |f possible, the added | ayers should be introduced
and the designer can nove on to El ement <53>.

<53> Select construction of next layer. The construction of the
next | ayer should be selected using the data in par. 5.5 and entered
appropriately into Colums C and D of the Wrksheet for new construction, or
par. 5.6 and Rows C, D, E and F of the worksheet for retrofit construction

<54> |s the conbined PDT plus ingress/egress time greater than or
equal to the guard response time for all conponents and |ayers? |If one or
nore of the buil ding conponent PDT plus ingress/egress tines (both interior
and exterior to the building) does not equal or exceed the guard response
time, additional delay is required. |In this case, the flow chart branches to
El ement <55>, otherwi se to El ement <48>.

<55> Does site have an exterior fence with IDS or tower guards?
The segment of the flow chart beginning with this elenent is concerned with
t he proper selection of an intrusion detection systemthat takes ful
advant age of the delay tines offered by the barriers. As noted, intruder
detection nmust occur at or before a barrier for it to be considered in the
timeline calculation. |f the site has perineter IDS or tower guards, the
timeline starts at that point and the flow chart branches to El enent <56>,
otherwi se to El ement <57>.
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<56> |s there nore than one building on site? |If there is only one
buil ding on site, the flow chart branches to El ement <60> since no further
IDS is required (i.e., the fence IDS is sufficient). On the other hand, if
there are many buildings within a fence enclave, IDS may be required at or
within the building to identify which one may be under attack

<57> |s the |ast hardened shell |ayer the exterior of the building?
If reliance on the delay is offered by the exterior shell of the building, a
building interior surface |IDS system capable of detecting an intruder before
penetration is required. 1In this case, the flow chart branches to El enent
<59>, otherw se to El enent <60>.

<58> Sel ect building interior surface IDS. |f the designer has
reached this point, an interior surface |IDS capable of detecting an intruder
bef ore penetration of the exterior shell of the building is required. These
I DS options are addressed in par. 5.3.4.

<59> Select interior sensors for |last hardened shell. |If the
desi gner has reached this point, an interior |IDS capable of detecting an
i ntruder before penetrating the |last hardened interior shell |layer of the

building is required. Paragraph 5.3.4 addresses IDS options for this case.

<60> Does site perineter fence have CCTV or tower quards? |If it
was determ ned earlier that the perinmeter fence has CCTV or tower guards for
t hreat assessment, the flow chart branches to El enent <63>, otherwise to
El ement <61>.

<61> Does building require CCTV? If it was determ ned earlier that
the building requires CCTV to reduce threat assessnent related tinelines, the
flow chart branches to El enment <62>, otherwi se to El ement <63>.

<62> Sel ect building CCTV. Paragraph 5.3.5 summuarizes the CCTV
sel ection guidelines and refers the designer to other sources for nore
detail.

<63> Does threat include covert entry/insider? |If not, the flow
chart branches to El enent <67>, otherwi se to El enent <64>.

<64> Have volunmetric interior sensors been selected for forced
entry? A covert entry or insider threat inplies that forced entry tactics

are not used to enter a facility. |In this case, interior IDS | ocated on the
barrier surface may not be effective. Volunetric interior sensors or on-site
guards are required to detect such threats. |If these were selected earlier

the fl ow chart branches to El enent <67>, otherwi se to El enent <66>.

<65> Sel ect volunetric interior sensor or gquards. Paragraph 5.3.4
summari zes the volunetric interior sensor options referencing the designer to
ot her sources for nore details as necessary. |If on-site building guards are
to be used, the designer can go directly to El ement <66>.
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<66> Sel ect access control. Paragraph 4.4 sumarizes access
control options for the site perineter, and par. 5.3.3 does so for the
buil ding, referring the designer to other sources for nore details.

<67> End. This element ends the design process for new facilities.
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Section 4: EXTERI OR S| TE- RELATED PHYSI CAL SECURI TY

4.1 Introduction. Exterior physical security addresses the outernost
el ements of a physical security systemlying between the site perinmeter and
the facility containing the assets to be protected. Exterior physica
security contributes to the effectiveness of an integrated security system
design in the choice of: (1) site layout including facility location
relative to fences and vehicle barriers to enhance protection against
forced-entry, bomb bl ast, standoff weapons, and ballistic threats; (2) access
control at site points of entry to protect against covert entry threats; (3)
exterior intrusion detection sensor or guards to detect perinmeter crossover
points; (4) CCTV or guards to assess an alarmas a threat; and (5) security
lighting to support the threat detection and assessnment functions. The

foll owi ng pages provi de design guidelines related to each of the above

el ements: par. 4.2 addresses exterior site layout; par. 4.3, site perineter
fences and vehicle barriers; par. 4.4, site access control; par. 4.5,
exterior IDS;, par. 4.6, CCTV for threat assessnent; and par. 4.7, security
lighting. Finally, par. 4.8 addresses essential functions that nust be

mai nt ai ned to support all the above el enents.

4.2 Exterior Site Wirk and Layout

4.2.1 Introduction. This section provides design guidelines related to
the exterior layout of the site. Only general guidelines can be provided.
The application of these general principles to a specific facility nust be
governed by site-specific factors. Figure 11 provides a checklist of m ninmum
site work nmeasures applicable to any facility regardl ess of the design
threat. The follow ng pages provide nore details on these and ot her

i mportant factors. Considerations related to exterior site work include
those applicable to the entire installation and those appropriate to a
specific facility.

4.2.2 Installati on-Wde Security Considerations.

4.2.2.1 Existing Site Security. Although it is highly desirable that the
site work incorporate security considerations fromthe start, doing so nmay
not al ways be possible. The security designer nmay find situations where an
existing site layout will influence security measures rather than security
consi derations influencing layout. The security associated with a given
facility nust be conpatible with the military installation's overall security
pl an including existing security resources and operating procedures. This

i ncludes the location and type of: (1) surveillance guard posts and patrols;
(2) security response forces; (3) intrusion detection systens; and (4) site-
rel ated access control at points of entry. Any existing security should be
revi ewed and adjusted to enhance the overall surveillance opportunities and
to facilitate the guard response to the facility under consideration.
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17.

Eli m nate potential hiding places near the facility.
Provi de unobstructed view around the facility.

Site facility within view of other occupied facilities on
installation.

Locate assets stored on site outside of the facility within view of

occupi ed roons of the facility.

M ni mi ze need for signage or other indications of asset |ocation

M ni m ze exterior signage which may indicate |ocation of assets.
Provi de adequate facility separation frominstallation boundary.
Elim nate |ines of approach perpendicular to building.

M ni mi ze vehicl e access points.

Eli m nate parki ng beneath facilities.

Locate parking as far fromfacility as practical

[I'lum nate building exterior or exterior sites where assets are
| ocat ed.

Secure access to power/heat plants, gas mains, water supplies,
el ectrical service

Locate public parking areas within view of occupied roons on
facilities.

Locate construction staging areas away from asset | ocations.
Site facility away from vantage points.

Locate the facility away from natural or mannade vantage points.
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Figure 11
Checklist of Mnimum Site Whrk Protective Consideration

4.2.2.2 Collocate Facilities of Similar Asset Criticality On Site.
possible, facilities with assets subject to simlar risk should be collocated
on the site as shown in Figure 12. Sinmilar security measures can be

i mpl enented for these areas having a sinilar risk. |If it can be achieved,

col l ocation reduces costs and inproves security effectiveness and efficiency.
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Figure 12
Example of Collocating Facilities of Similar Criticality

4.2.2.3 Routes of Travel. Regulation and direction of routes of traffic on
the mlitary installation should be controlled. These routes include
pedestrian paths and vehi cul ar road networks. It is desirable to route

unaut hori zed, unofficial traffic away from high-risk protected areas, such as
storage magazines. On the other hand, it may be desirable to route as nuch
traffic as possible along main thoroughfares that serve facilities with high
traffic densities during duty hours, such as warehouses. |In the latter case,
the potential observation of intruders by passers-by during nonduty hours

m ght enhance deterrence and identification of intruders. Road networks and
facility layout must also account for the needs of the security roving
patrol s and response forces. For exanmple, multiple approaches to the
facility should be available to mninize the predictability of response
forces using the sane route of approach for either surveillance or response.
Access paths to all points around the facility should be provided to allow
for intruder assessnent and interdiction. The path identified as Ain Figure
12 is intended to function in this nmanner.
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4.2.2.4 Security Area Designation. DoD 5200.8-R indicates that different
areas and tasks require different degrees of security interest dependi ng upon
t heir purpose, nature of the work perforned within and information and/or
materials concerned. For simlar reasons, different areas within an activity
may have varying degrees of security inmportance. To address these situations
and to facilitate operations and sinplify the security system a carefu
application of restrictions, controls, and protective neasures comrensurate
with varying degrees or levels of security inmportance is essential. |In sone
cases, the entire area of an activity may have a uniform degree of security

i mportance requiring only one level of restriction and control. In others,

di fferences in the degree of security inmportance will require further
segregation of certain security interests.

1) Designated Areas. Areas are to be designated as either
restricted areas or nonrestricted areas. Restricted areas are established in
witing by a commanding officer within his/her jurisdiction. These areas are
establ i shed "pursuant to |awful authority and pronul gated pursuant to DoD
Directive 5200.8, dated 25 April 1991. Conmanding officers are to publish in
witing and informthe provost marshal of all areas under his/her contro
that are designated as vital to or of substantial inportance to nationa
security.

2) Restricted Areas. Three types of restricted areas are
establ i shed in descendi ng order of inportance: Level Three, Level Two, and
Level One. All restricted areas should be posted sinply as Restricted Areas
so as not to single out or draw attention to the inportance or criticality of
an area. Wiile restricted areas often pertain to the safeguardi ng of
classified information, there are other valid reasons to establish restricted
areas to protect security interests (e.g., mssion sensitivity; protection of
certain uncl assified chemcals, precious netals, or precious-netal-bearing
articles; conventional arns, ammunition, and expl osives; funds; drugs;
nucl ear material; sensitive or critical assets; or articles having high
i kelihood of theft).

(a) Level Three (Fornmerly Exclusion Area). Level Three is
the nost secure type of restricted area. It may be within a | ess secure
restricted area. It contains a security interest which if lost, stolen
conprom sed, or sabotaged woul d cause grave danage to the command m ssion or
nati onal security. Access to the Level Three restricted area constitutes, or
is considered to constitute, actual access to the security interest or asset.

(b) Level Two (Formerly Linmted Area). Level Two is the
next nost secure type of restricted area. It may be inside a Level One area,
but is never inside a Level Three area. It contains a security interest
which if |ost, stolen, conprom sed, or sabotaged woul d cause seri ous damage
to the conmand mi ssion or national security. Uncontrolled or unescorted
movenent could pernmit access to the security interest.

57



M L- HDBK- 1013/ 1A

(c) Level One (Formerly Controlled Area). Level One is

the | east secure type of restricted area. It contains a security interest
which if |ost, stolen, conprom sed, or sabotaged woul d cause unidentifiable
damage to the command mi ssion or national security. It may also serve as a

buf fer zone for Level Three and Level Two restricted areas, thus providing
admi ni strative control, safety, and protection agai nst sabotage, disruption,
or potentially threatening acts. Uncontrolled novenent may or may not permt
access to a security interest or asset.

4.2.3 Facility-Specific Exterior Site Layout. The facility should be

| ocated on site considering the mninmum guidelines summarized in Figure 11
In general, the l|ayout should: (1) provide an adequate bl ast standoff

di stance if the design threat includes vehicle-transported bonbs, (2) limt
or preferably block all sightlines frompotential vantage points if the
design threat includes |ine-of-sight standoff or ballistic weapons, (3)
maxi m ze the threat ingress/egress time across the exterior site, and (4)
enhance the possibility of threat visual observation and interdiction by
on-site-stationed or respondi ng guards.

4.2.3.1 Mai nt ai ni ng an Adequate Standoff Bl ast Zone for Vehicle Bonb
Threats. A blast zone is a controlled area that surrounds a facility by a
set standoff distance. This standoff distance limts structural damage to
the facility if a bonmb explodes at that distance. Exanples are shown in
Figure 13. Vehicular access to a blast zone should be Iinmted only to
vehi cl es operated by the handi capped or nai ntenance and delivery personnel
This inplies adequate entry control into the blast zone where these vehicles
can be searched and cleared. Discussion of related exterior barriers and
entry control is discussed in pars. 4.3 and 4.4. The required standoff

di stance associated with the blast zone is directly related to the facility
construction and the anpbunt of explosive. This is discussed in Section 8.

4.2.3.2 Limt or Blocking Against Direct Line-of-Sight Wapons. The
facility should be sited to linmt, or preferably block, attack sightlines
from potential vantage points. Options include: (1) the use of natural or
manmade obstructions such as trees, fences, |land-forns or buildings to
obscure sight paths; (2) sighting the facility at a high point, if possible,
to force aggressors to fire up toward the target; and (3) causing the threat
to strike protective surfaces at an angle, reducing the effectiveness of the
attack. Specific standoff weapons and ballistic attacks design options are
addressed in Sections 6 and 7, respectively.
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Exterior Site Blast Zone
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4.2.3.3 Maxim ze Exterior Site Forced-Entry Threat |ngress/Egress
Distances. In all cases, it is best to locate the facility as far away from
installation perinmeters as possible. This is the case whether threat
detection occurs at the site perineter or not. Therefore, locating the
facility has a deterrent effect naking the intruder's job nore difficult and
enhanci ng the possibility of being observed. To allow one to account for the
exterior-site-related threat ingress/egress in the tinmeline analysis requires
| ocating guards in towers or deploying sensors along extended site perineter
fence lines. As discussed in par. 3.2.6, this option typically involves high
operating costs or (in the case of sensors) high initial purchase, as well as
installation and mai ntenance costs. The cost effectiveness of this nust be
wei ghed agai nst the added cost and the intruder ingress/egress time gai ned
relative to the alternative of hardening the building nmore and installing |IDS
inasmller area at or within the building. Paragraph 4.3.2.(2)(b) shows
the tine to penetrate or clinmb over a fence is only a few seconds and Figure
8 shows ingress/egress tines of less than a mnute for site distances up to
400 feet. Installing exterior fence IDS over extended perineters is not cost
effective if only a small amount of additional delay time is gained. It is
recormended only if required by DoD regul ation. Exterior perinmeter |DS
options are discussed in par. 4.5.

4.2.3. 4 Mai nt ai ni ng C ear Zones for Guard and/or CCTV Cbservation. In
restricted areas the facility should be sited to assure that extended,

wel | -1ighted cl ear zones are nmintai ned surrounding restricted area fences
and building exteriors where threat detection and assessnent by guards or |DS
and CCTV are required. This includes the elimnation of all plantings,

trees, and shrubs likely to grow over 8 feet (2.4 m in height as well as any
ot her manmade obscuring features on the site. M ninumclear zone

requi rements prescribed by military regulation foll ow

1) DoD 5210.41-M - Nucl ear Weapons Security Manual (Paragraph
3-300). Requires clear zones that extend 30 feet (9.1 m on the outside and
the inside of the perineter fence when a single fence is used; and 30 feet
(9.1 m on the outside of the outer fence, the entire area between the two
fences and 30 feet (9.1 n) inside the inner fence.

2) DoD 5100.76-M - Physical Security of Sensitive Conventiona
Arms, Ammunition, and Expl osives (Paragraph 501i). Requires clear zones 20
feet (6.1 m on the outside and 30 feet (9.1 m on the inside of the
perimeter fence.

4.3 Exterior Site Perineter Barriers

4.3.1 Introduction. Exterior site fences and vehicle barriers are those
| ocated on the perinmeter of the site. The follow ng addresses each
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4.3.2 Security Fences

1) Function. A security fence serves the follow ng functions:

a) Restricted area boundary definition. Fences are used
to define the outernpst boundary of a restricted area to deter accidental or
casual intruders fromentering.

b) Surveillance region definition. When required by a
DoD regul ation, fences are used to define the surveillance region of an
exterior intrusion detection system (IDS or guards), an assessnent system
(CCTV or guards), and associated exterior security lights.

c) Tineline initiation. 1In conjunction with any required
exterior perimeter guards or |IDS system fences cause a dedicated
forced-entry threat to initiate an overt action which starts the tinmeline for
the security system response.

d) Traffic control. Fences are used to channel and
control the flow of personnel and vehicles through designated entries into
the site.

2) Security Fence Types

a) Design options. Table 6 and Figure 14 present exanples
of security fence configuration. |n general, security fences are made of
either taut wire or standard chain Iink metal fabric with various
enhancenents (Table 6). Fence enhancenents include different configurations
of barbed wire outriggers (Figure 14). Personnel and vehicle fence gates are
addressed under entry control in par. 4.4.4. The reader is referred to
M L- HDBK 1013/ 10 for details on fence design options.

b) Delay times. In general, fences (both with and wi thout
enhancenents) offer delays of less than 1 minute against lowlevel threats to
as little as 3 to 8 seconds agai nst trained and dedi cated high-1level intruder
teams. The height [up to 8 feet (2.4 m)] of the fence, or the degree of
enhancenents used (Figure 14) nmake little difference on this tinme. In
general, fence material can be easily cut, or clinbed over. This includes
barbed wire which can easily be clinbed over with the aid of blankets, etc.
However, fences do offer sonme advantage in linmiting the anbunt of tools,
etc., that an intruder can readily carry into the site.

c) FEence selection including mninmmrequirements. In
general, the delay time offered is not a significant factor in selecting a
fence. A sinple fence w thout enhancenments will be adequate in npst cases to

define the site boundary, deter the casual intruder, or support an exterior

I DS system The use of fence enhancenents offers the increased appearance of
i mpregnability, but this should be weighted in terns of the increased

mat eri al and nmai ntenance costs. Specific ninimm fencing requirenents that
are prescribed by mlitary regulation include (see also ML-HDBK 1013/ 10):
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Table 6
Conmon Chain Link Fence Materials (M L-HDBK-1013/10)
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* Conponent * Opt i ons *
/))))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))l
Speci fications * Federal Specification RR-F-19

Gauge/ Mat eri al 9-gauge (3.8-mm) steel wire nesh.

Mesh Less than 2 inches (50 mm) per side.

Coati ng Zinc coated, alum num coated, or
pol yvi nyl chloride (PVC) over zinc or
al um num coat i ng.

Tension Wres Wre, rail, cable (attached at top or
botton).

Support Posts St eel pipe-formed sections, H sections,
square

Hei ght with 8 feet (2.4 m. 7 feet (2.1) (for

Qutriggers (AA&E storage sites only).

Fabric Ti e- Downs Buried, 2-inch (50-mm m ni mum encased in

concrete or staked.

Pol e Rei nf or cement Buri ed, encased in concrete.

FooF o o R X b o R X ok R % X ok X X ok F X % % %

Gat e Openi ng Si ngl e and doubl e swi ng, cantil evered,

wheel - or over head- support ed.
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*

-2233333333333333333333331323333333331333131313333133313133333131313131313333313131)))I)))-

i) DoD 5210.41-M - Nucl ear Weapons Security Manua
(Par agraph 3-202). Specifies two 7-foot (2.13-m physical boundary fences, a
m ni mum of 30 feet (9.14 m) or a maxi mum of 150 feet (45 n) apart that neet
U. S. Federal Specification RR-F-191J/GEN. The configuration is sumrmarized in
Fi gures 15 and 16.

ii) DoD 5100.76-M - Physical Security of Sensitive
Conventional Arnms, Ammunition, and Expl osives (Chapter 5C). Requires fences
around the perineter of Category | and Il nmissiles, rockets, anmunition, and
expl osi ves storage areas. Fencing may not be necessary for Category Ill and
IV storage facilities unless an assessnment of |ocal threats, vulnerabilities,
and cost effectiveness so suggest. The fence requirenents are as foll ows:

o} Fence fabric nust be chain |ink (galvanized, alumnized, or
pl astic-coated woven steel) 2-inch (50-nm square nmesh 9-gauge
(3.8-nm dianmeter wire, excluding any coating. |n Europe,
fencing may be North Atlantic Treaty Organization (NATO
St andard Desi gned Fencing [?0.125-inch (2.5- to 3-m)-di aneter
wire, 3-inch (76-mmgrid opening, 6.6 feet (2 m) high with
12.3-foot (3.76-m post separation].
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o} M ni mum fence height is 6 feet (1.8 n) for new fencing
excluding top guard (outrigger).

o} Posts, bracing, and other structural menbers should be inside
of the fence fabric. N ne-gauge (3.8-nmm gal vani zed stee
tie-wires nmust be used to secure the fence fabric to posts and
ot her structural menbers.

0 The bottom of the fence fabric should extend to within 2
inches (50 mm of firmground. Surfaces should be established
in areas where | oose sand, shifting soils, or surface waters
may cause erosion and thereby assist an intruder in
penetrating the area. Were surface stabilization is not
possible or is inpractical, concrete curbs, sills, or other
simlar types of anchoring devices extendi ng bel ow ground
l evel should be used.

(d) Drainage culverts and utility openings under fences.
Speci al protective nmeasures nust be designed for culverts, storm drains,
sewers, air intakes, exhaust tunnels and utility openings that pass through
cl eared areas, traverse under or through security fences, or have a cross-
sectional area of 96 square inches (0.06 square neter) or greater with the
smal | est di nensi on being nore than 6 inches (150 mm. Such openings and
barrier penetrations should be protected by securely fastened grills, |ocked
manhol e covers, or other equival ent neans that provide security penetration
resi stance of approximately 2 mnutes. ML-HDBK 1013/10 provides detail ed
design options, some of which are illustrated in Figures 17 through 20. The
reader is referred there for details.

4.3. 3. Vehicle Barriers. Vehicle barriers are used to stop vehicle bonb
threats at a presel ected standoff distance (Figure 13) consistent with the
hardness of the facility against blast effects. Available barriers are
addressed in Section 8 in conjunction with designing the facility to sustain
bonb blast. M L-HDBK 1013/10 al so presents enhancerments to chain link fences
to resist vehicle attacks.
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FENCE OF STANDARD CHAIN
LINK MESH, WITH ONE OR
MORE OUTRIGGERS, USUALLY
HOLDING THREE STRANDS OF
BARBED WIRE EACH
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B. EXAMPLE
Figure 14

Fabric With Barbed Wire Outriggers Fence Configuration
(MIL-HDBK 1013/10)
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WAL A =

LEGEND

1. Dual coil [30"/24" (0.7/0.6m)] barbed tape fastened tc fence
every 24 inches {0.6mm) iz optional.

2. OQutriggers with 3 strands barbed wire each side are installed
at top of fence posts. Length of outrigger may range fram 15
inches to 18 inches {~0.4m}.

3. Chain-link fence., 2-inch—square {50mm) mesh maximum. 9 gauge
(3.8mm) wire fabric minimum. Twisted and barbed salvage at top.
Metal fence posts set in concrete every 10 feet (~3m).

4. Concrete footing encasing bottom of fence around entire
perimeter. Purpose is to prevent lifting bottomn of fence, delay
burrowing and diminish erosion. Exact dimensions not critical,
therefore where scil conditions permit, concrete may be poured
directly in the trench without formwork.

Figure 15
Security Fence Configuration for Nuclear Weapons (DoD 5210.41-M)
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Figure 16
Optional Barbed Roll Topping for Nuclear Weapons (DoD 5210Q.41-M)
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Concrete Culvert Grill (MIL-HDBK 1013/10)
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Figure 18
Remcvable Grating for Culverts (MIL-HDBE 1013/10)
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1/8'(9.5mm) Round Bar
Welded At All Junctions
And Embedded In Concrete

Figure 19
Bar Grill Embedded in Concrete (MIL-HDBK L013/10)

4.4 Exterior Site Entry Contro

4.4.1 I ntroduction. This section summarized the function and | ocation of
nmeasures for controlling entry into a restricted area, nnimum DoD
requirements for entry control, and the types of entry control systens
avai l abl e. Sources of detailed information regarding entry control systens
are contained in:

o} NAVFAC Design Manual 13.02 Conmercial Intrusion Detection
Systens, Septenber 1986.

o] M L- HDBK 1013/ 10 Design Gui delines for Security Fencing Fates,

Barriers and Guard Facilities, January 1993.

0 TM 5-853-4, Security Engineering, Electronic Security Systens
Manual , U.S. Arny Corps of Engineers, February 1993.

o} CEGS 16752 Electronic Entry Control Systens, U S. Army Corps
of Engi neers Guide Specifications, April 1991

0 SAND 87-1927 Entry Control Systems Technol ogy Transfer Mnual
Depart ment of Energy (DOE)/ Sandia Laboratory.

4.4.2 Function and Location. Exterior entry control is that security
function whereby personnel, vehicles, and materials are identified and
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screened at exterior site perineters and gates to protect against covert
threats, discrimnate authorized from unauthorized personnel, detect
contraband, etc. Entry control also includes supervising the flow and
routing of both pedestrian and vehicular traffic.

4.4.3 M ni mum Requi rements. DoD 5200.8-R states that military
installations devel op, establish, and maintain policies and procedures to
control access into both the overall installation and designated restricted

areas. The follow ng sunmari zes:

1) | nspection Procedures. Procedures for inspecting persons,
their property, and vehicles at entry and exit points of installations or at
designated restricted areas and the search of persons and their possessions
while on the installation are to be prescribed.

a) Random or Mandatory Inspections. This includes
est abl i shi ng whet her searches or inspections are randonmly conducted or
mandatory for all. DoD 5200.1-R, Chapter 5, Section 3 prescribes inspection
procedures for the safeguarding of classified information.

b) Search. Exam nations of individuals and their
possessions while on the installation for the primary purpose of obtaining
evidence is classified as a "search" under the Fourth Amendnent and separate
gui dance regardi ng the conduct of these searches is to be issued.

c) Legal Sufficiency. Al procedures are to be reviewed
for legal sufficiency by the appropriate General Counsel or Legal Advisor to
t he DoD Conponent prior to issuance. The procedures require Comuanders to
consult with their servicing Judge Advocate or other |egal advisor before
aut hori zing gate inspections.

2) Access Denial. This involves enforcing the renmoval of or
denyi ng access to persons who are a threat to order, security, and the
di scipline of the installation.

3) Restricted Areas. The command is required to designate
restricted areas to safeguard property or materi al

4) Randomi zed Anti-Terrorism Measures. The comander is to
establ i sh randoni zed anti-terrorism neasures within existing security
operations to reduce patterns, change schedul es, and visibly enhance the
security profile of an installation. This reduces the effectiveness of pre-
operational surveillance by hostile el ements.

4.4. 4 Gates to Perineter Fences

4.4. 4.1 Overview Gates facilitate control of authorized traffic and its
flow. They establish specific points of entrance and exit to an area defined
by fences. They also function to Iimt or prohibit free flow of pedestrian
or
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vehicular traffic, while establishing a traffic pattern for restricted areas.
Gates, as a part of perinmeter fences, nust be as effective as their

associ ated fence in order to provide an equivalent deterrent. Gates wll
normal Iy require additional hardening features due to their |ocation across
entrance roads and the inherent vulnerability of their requirenents when
designing security fencing. ML-HDBK 1013/10 provi des design options for
personnel and vehicle gates. The followi ng summarizes the nost conmon gate
configurations used in conjunction with security fencing. These include
singl e and doubl e swing, cantil evered wheel -supported (V-groove) sliding
gates, and doubl e (biparting) overhead supported gates. Wile any of these
may be used for pedestrian or vehicular traffic, generally single gates are
desi gned for pedestrian traffic and double gates for vehicular traffic.

4.4.4.2 Personnel Gates. Pedestrian gates and turnstiles will be designed
so that only one person may approach the guard at a tinme. For nucl ear
storage areas, the personnel entry gate conplex is to include access and exit
routes in accordance with DoD 5210.41-M Nucl ear Weapons Security Manual

For other details see ML-HDBK 1013/ 10.

Steel Pipe

Pipes Welded At
All Junctions

Figure 20
Large Culvert with Short Honeycomb Pipes (MIL-HDBK 1013/10)

1) Turnstile gates. Where access control is required into a
restricted area, turnstile gates are recomended for controlling pedestrian
traffic (Figure 21). Turnstile gates are also very helpful in relieving
requirements for controlling personnel exiting a secured area since they can
be set to revolve only in the exiting direction, thereby reducing the guard
supervision required. Autonmated access control systens using coded
credentials, such as badges with nagnetic stripe, magnetic spot, W egand-
effect wires, etc., nmay also be used to access turnstile gates (see
par. 4.4.5).
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2) Swing gates. \While turnstile gates provide security personne
with nmore positive access control and greater penetration resistance, sw ng
gates are a second alternative when turnstile personnel gates are not
practical. Swi ng type personnel gates nmay be nore econonical to procure and
fabricate froma hardware aspect; however, both operational and guard
personnel requirenments should be considered to determ ne the nost econonica
long-termcost for the facility.

4.4.4.3 Vehicle Gates. Either wheel -supported (Figure 22) or cantil ever
sliding (Figure 23) gates are the best selection for vehicle security gates
foll owed by overhead sliding gates. Swing gates are a third alternative and
lastly, and the | east desirable, are overhead ("guillotine") gates.

Initially, the designer should begin by evaluating the wheel -supported or
cantilever sliding gate. An initial step in the design is to deternine the
operational requirements for the gate. This includes the daily peak and
normal work flow of vehicles; and the operational access control requirenents
for the secured area, i.e., badging, penetrator threat, nmagnetic sensor
personnel nonitoring, package surveillance, type (size) of vehicles to use
the gate, etc. These requirenments provide the basis for deternmining the type
and size of gates, desirability or requirement for automatic openers, specia
hardeni ng requirements, etc. |In areas known for snow or ice buildup

i nternal heating should be considered in the gate design. See M L-HDBK

1013/ 10 for details.
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Figure 21
Turnstile {Reotatiocnal) Personnel Gate (MIL-HDBK 1013/10)
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Figure 22
Single Wheel-Supported (V-Groove) $liding Gate (MIL-HDBK 1013/10)
4.4.5 Entry Control Point (ECP) Layout and Traffic Control. Traffic

control into and out of restricted areas during peak hours nust be eval uated
for both pedestrian and vehicul ar access when designing the entry control for
a conplex. Vehicular gates for restricted areas nust be set back from any
public or mlitary roadway to ensure that tenporary del ays caused by
identification checks will not cause traffic hazards. Sufficient space
shoul d al so be provided to allow for spot checks, inspections, and searches
of vehicles without inpeding the flow of traffic.

Entry control design nust afford maxi mum security while mninizing
delay in the flow of authorized traffic. Figure 24 provides a characteristic
entry control arrangenment for a restricted area that has a hi gh vol une of
assi gned personnel and visitors to access daily. |nbound visitors and
unaut hori zed vehicles are diverted fromthe normal flow entering the
restricted area. They have the opportunity to either voluntarily reverse
their direction and not approach the ECP or obtain appropriate vehicle and
personnel passes to proceed into the restricted area. A second turnaround is
provi ded i mredi ately behind the ECP, but prior to the renotely controlled
restricted area gates, so that security personnel can reverse the direction
of vehicles or personnel that arrive at the ECP without proper passes or
decal s prior to accessing the restricted area. As a final security measure,
renotely controlled, active (pop-up) vehicle barriers are provided inside of
the gates to obstruct forced or high-speed entry into the restricted area.
Tire shredders or remotely controlled active vehicle barriers are al so
provided inside the exit gate to forcibly stop a high-speed entry attack
t hrough the exit.
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Figure 23
Single Cantillevered Gate (MIL-HDBK 1013/10)

The ECP shown in Figure 25 represents an entry control arrangenent
for a restricted area securing critical nuclear weapon conmponents but having
a | ow volunme of assigned personnel and mininmal visitor traffic to access
daily. Direct straight-in vehicle access is inpeded by a sharp curve and
passi ve vehicle barriers to | essen the possible success of a high-speed
vehicle attack. Personnel nust pass through turnstiles on foot, one at a
time to access the restricted area. Vehicles are processed and inspected in
a sally-port gate and personnel turnstiles are paired in-line with the
direction of entry so that one nmust be closed and | ocked before the other of
the pair nay be opened. Gate opening and | ocking systemoverrides nust be
provi ded for emergency vehicles. All opening/locking/energency controls are
contained within the ECP buil ding.

4.4.6 Types of Entry Control Systens

4.4.6.1 Overview The generic types of systens used to identify and
control personnel and materials include: manual, machine-aided manual, and
aut omat ed systens. Manual systens enploy guards to control access based on
aut horization criteria. Machine-aided manual systens utilize entry contro
equi pment to assist the guard in naking decisions to allow or deny access.
Aut omat ed systens all ow personnel to enter and exit w thout guard
intervention unless an alarm occurs. Automated access control that takes
advant age of microprocessor technol ogy and recent advances in coded
credentials are increasingly used. The enpl oyee badge is now the primary
access authorization nmeans and the central processor provides alarmdisplay,
control, and related systemintegration functions. A nunber of badge
technol ogi es are avail able, and described in NAVFAC DM 13.02. A variety of
access control systems are
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described in the Sandia Entry Control
the U.S. Arny Security Manual
par.

Syst em Handbook ( SAND77-1033),
TM 5- 853- 4.
5.3.3 related to building entry control

and in
Additional details are provided in
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Figure 24
Example Entry Control Point (MIL-HDBK 1013/10)

4.4.6.2

Personnel Access Control System for
Nucl ear Materials (SNM Detection.
structure that can be used to screen personnel
restricted area.

An i ndi vi dual

an entry request
door

Expl osi ves, Metal, and Speci al

Figure 26 shows an exanple of a portal
attenpting to enter a

The procedure for operation of this systemis as follows.

but t on.

approaches the access enclosure and requests entry by pressing
The operator at the control

consol e unl ocks the
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and watches the individual enter. The person places any hand-carried objects
in the material inspection station, steps into the IDS area, and stops in
front of the identification console. As the person walks into the IDS area,
the SNM and netal detectors take neasurenents to sense for and indicate to
the operator the presence of SNMor nmetal. Wile the individual is being
identified, the explosives detector sanples the air around the individual and
i ndicates to the operator the presence of explosive vapors. After the

i ndi vidual has been identified and if no alarnms have been signal ed by any of
the detectors, exit fromthe portal is permitted. A material inspection
camera can be used to exanine material which has caused a netal detector to
alarm The individual renoves itens from his pockets and places themin the
material inspection area. The operator at the control console pushes a
button and views the material on the television nonitor. The person in the
encl osure agai n passes through the netal detector. The material inspection
area is large enough to view lunch boxes, briefcases or packages.

4.5 Exterior Perineter Intrusion Detection Systens

4.5.1 Introduction. This section provides a summary of the function and
pl acenent of exterior fence IDS, applicable mnimmrequirenents, and the
types of sensors available and typically deployed. Sources of nore detail ed
design information regarding exterior IDS include:

0] DM 13.02, Commercial Intrusion Detection Systens, NAVFAC
Desi gn Manual , September 1986.

o] TM 5-853-4, Security Engineering, Electronic Security Systens
Manual , U. S. Arny Corps of Engineers, February 1993.
SAND 89-123, Exterior Intrusion Detection Systenms Technol ogy
Transfer Manual, DOE/ Sandi a Nai onal Laboratory

0] ESE-SI T-0001, Siting Criteria for Standardi zed El ectronic
Security Equi pnent, Air Force, March 1991

0] NFGS 16727C, Commercial Intrusion Detection Systens, NAVFAC
Gui de Specification, February 1991.

4.5 2 Functi on and Location

4.5.2.1 Overview For security guards to respond to an intrusion, threat
detection either by security personnel or renpte systens IDS is required.
The function of an exterior perineter IDSis to detect a threat and initiate
the security systemresponse tineline at the exterior perineter of the site.
| DS performance paraneters of concern include:

Conpl et eness of coverage.

Fal se and nui sance alarmrates.
Probability of detection.

Zone at which the al arm occurred.

[elelNoNNe]
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Figure 25
Nuclear Weapons Storage Site Entry Control Faeility (MIL-HDBK 1013/10)

Rel ying on exterior IDS involves inherent risks. |n general, deploying
sensors al ong extended site perineters can be costly. Also, guard
requirements for threat assessment mmy increase because of high false or

nui sance alarmrates associated with detection sensors subject to weather and
other factors. One way of mininmzing the latter problemis to design systens
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Figure 26
Example Portal Structure for Access Control
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for which the disturbance threshold |l evel for activating the sensor is very
hi gh, but within the I evel of that created by an intruder. |In general
exterior perinmeter IDSs are not reconmended unl ess specifically required by
DoD instruction or regulation. This is discussed further in par. 4.5.3

bel ow

4.5.2.2 Exterior I1DS Layout and System Conpatibility. Any required
exterior site IDS must be identified and included during the planning of the
site layout. The IDS required cannot be conpletely identified until the
proposed site |layout plan has been established. As noted, an exterior |IDS
designed to provide detection along a long fence line may result in high
system costs for installation, operation and mai ntenance. Detection and
assessment sensors nearer or on the exterior of the facility being protected
are often nore effective froma performance and cost point of view In any
case, even when intrusion detection sensors and fences are |ocated close to
the facility, if the facility delay tine is too low the tinme available for
effective security force response may not be adequate. As enphasized in
Section 3, ensuring that resources are w sely spent requires that the

rel ati onshi p between exterior sensor |ocation, delay tinmes, and security
force response tines nmust be carefully exani ned.

1) Exterior Site Perinmeter Detection. Detectors enployed al ong
the perimeter of the site initiate the tinmeline of an intrusion at that
poi nt. Such detectors may be enpl oyed on the fence, such as strain-sensitive
cabl e, or between fences, such as buried, ported coax, bistatic m crowave, or
i nfrared beam sensors. These sensors are described in par. 4.5.4. CCTV or
guard personnel in towers or responding to the site are al so needed for
threat assessnent.

2) Detection at Building Exterior. To take advantage of the
del ay provided by walls, floors, ceilings, etc., detectors nmay be enpl oyed on
or within the surfaces of the building exterior. An exanple is vibration
sensors nmounted on walls to detect an intrusion attack. Another is the use
of a buried ported coax sensor around the outside of the building. These
systens are described in par. 4.4.5.

4.5.3 M ni mum Requi rements for Exterior IDS. Exterior IDS is required by
mlitary regulation only for certain facilities and resources. Wen
required, the exterior IDS should be selected for the best perfornmance

consi dering such prevailing | ocal environnental conditions as soil

t opogr aphy, weather, and other factors. These factors can adversely affect
performance or increase false alarm (an alarmwi thout a known cause) rates.
New exterior |IDS rmust be an approved DoD standardi zed systemor utilize
conmer ci al equi pment. Existing installed |IDS not neeting these standards may
continue to be used until replacenent is necessary. Mninumexterior |IDS
requi rements should be based on security system |l evels defined in DoD
5200.8-R for facilities and resources (see par. 2.2.1.2, Figure 2).
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4.5 4 Exterior IDS Options for Detection Along Site Perineter Fences

4.5.4.1 Most Commonly Depl oyed Sensors. Table 7 lists a nunber of exterior
sensors used along fence perinmeters. There are three classes: fence-nounted,
free-standing, and buried sensors. On-site visits to Navy, Air Force, and
Arnmy facilities disclosed that although all of the sensors shown in Table 7
are utilized by DoD, the followi ng are nost conmon:

0] Fence- Mounted: Strain-sensitive cable on the fence fabric in
conbination with a "Y' taut wire on the fence outriggers.

0] In Cl ear Zone Between Fences: Ported Coaxial Cable Sensor
(PCCS) or, alternatively, a mcrowave fence sensor (MYS).

o} Threat Assessnment: Tower guards or CCTV for threat assessnent
after one or nore of the above sensors have detected the
i ntrusion.
Table 7

Typi cal Exterior Sensor Types (Mst Comronly Used Sensors are Underlined)

+)))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))
Fence- Mount ed

Fence Di sturbance Sensor - Mercury Switch
Strai n-Sensitive Transducer Cabl e.

Inertia Guard Fence Sensor - Shock Sensors.
"Y' Taut Wre Sensor (YTWS).

Vertical Taut Wre Sensor.

E- Fl ex Cabl e.

E- Fi el d.

Mechani cal Accel eroneter.

NGO AWM

Free- St andi ng at Fence Line

M crowave Fence Sensor (MFS).

I nfrared Beam

For war d- Looki ng | nfrared.

Pyroel ectric Vidicon.

I nfrared Char ged- Coupl ed Devi ce.

RN

0] Buri ed at Fence Line

1. Short Ported Coaxial Sensor
2. Ported Coaxial Cable Sensor (PCCS).
533533303333 03 3303030303030
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In general, a double fence perimeter configuration having a strain-sensitive
cable taut wire on the inner fence, and MFS or PCCS for detection with a CCTV
(for assessment) in the clear zone is used to protect critical mlitary
resources such as special weapons or desi gnated Conmand, Control, and

Conmuni cations (C3) facilities.

Interviews with representatives fromthe Navy, Air Force, Arny, and
USMC showed general agreement with the above npbst conmonly depl oyed sensor
choices. In sonme cases, it was found that a given mlitary service night
interpret differently what constitutes a critical resource requiring the
doubl e- f enced confi guration

The following briefly summari zes sone inportant characteristics of
t he above sensors. Generic configurations are described since the
performance of one manufacturer's sensor may differ in detail from another's.
Performance is also site- and installation-dependent. Sensors nust be
eval uated for their capability to detect targets agai nst which they are
expected to be used, and for their vulnerabilities to the source of nuisance
al arns expected to be encountered. Each sensor has its own vulnerabilities
to natural background di sturbances and capabilities for target detection.
For nmore details see the sources listed in par. 4.5.1.

1) Strain-Sensitive Cable. This sensor detects intruders by use
of a fence-nmounted transducer cabl e which sends anal og signals to an
el ectroni c signal processor when the cable is disturbed. The transducer is a
coaxial cable with shielding (Teflon) between the center conductor and the
shi el d outer conductor. The incom ng signal fromthe sensor cable is fed
into a signature filter; signals that closely resenble intrusion signatures
pass through the filter, generating a count. |If the total count exceeds a
preset limt within a preset tine, an alarm pul se is generated. The basic
system consi sts of a signal processor and a transducer cable. The transducer
cable is typically installed in 328-foot (100-n) sectors, which are nonitored
by a signal processor. Each sensor sector provides one alarmoutput. The
strain-sensitive cable will not detect threats on the fence outriggers. This
requires a taut wire sensor

2) "Y' Taut Wre Sensor (YTW5) System The YTWS consists of a
fence-outrigger-munted sensor and control unit that enploys a tw sted barbed
wire pair stretched to about 75 pounds (34 kg). Wre deflections caused by
clinmbing, pulling wires apart, or cutting the wires produce alarns. The YTWS
system consi sts of two sensor arns in a "Y' configuration, each with six
sensor switches, dual Expander |solation Circuit Assenblies, and twelve taut
wires running the length of the sensor sector. Each taut wire is connected
to a sensor switch at the switch armso that a switch is actuated and an
al arm generated by deflecting any of the taut wires. Slider arnms in the
outrigger plane at each fence post maintain taut wire separation along the
sensor sector.
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3) Ported Coaxial Cable Sensor (PCCS). The PCCS is an externa
I ine sensor consisting of a coaxial cable with the outer conductor (or
sheat h) open along the length of the cable. A pair of such cables, one for
transm ssion and the other for reception, and the associated transmtter
recei ver, and processor constitute the ported coax system The cables are
buried a few inches below the ground surface. The receiving cable lies in
the el ectromagnetic field surrounding the transmitting line. An intruder
entering the field increases the coupling between transmtter and receiver
produci ng a detectabl e change of received signal level. Detectable target
velocities range from0.07 to 23 feet/second (f/s) (0.02 to 7 m's). The PCCS
generates an el ectromagnetic corridor at the boundary of the area and detects
intruders in the corridor. Disturbances of the electromagnetic field by
i ntrusi ons exceedi ng predeterm ned threshol ds cause an alarmwi th intrusions
pi npointed to a specific zone. An alarm zone can be set from33 to 5,250
feet (10 to 1,600 m) but is typically 330 feet (100 m. The soil in which
the cabl es are buried can have a |l arge effect on system performance. The
soil conductivity will vary greatly froma clay soil (high conductivity) to a
sandy soil (low conductivity). A clay soil will not allow as nmuch energy to
reach the surface and produces a |lower sensitivity than a sandy soil
Different installation techniques are used depending on the soil type and
conductivity. A standard 12-inch-square (0.3-msquare) trench can be used
only in soils with an average conductivity of 40 MHOS per neter or |ess, and
with an average dielectric constant of 35 or less. Running water resulting
from heavy rainfall and wave action on standi ng puddl es which cover or cross
the detection zone will increase false alarmrates for the system

4) M crowave Fence Sensor (MFS). There are a |arge nunber of
conmerci al |y devel oped nicrowave sensors currently available. One difficulty
with mcrowave sensors is that the terrain must be extremely flat, roughly
3/8 inch (?9 mm in elevation/depression over a 10-foot (?3-m span. Bl ow ng
snow and dust can al so cause false alarnms. The MFS is enployed as a bistatic
m crowave intrusion detector. |Its detection zone consists of a narrow region
between transnitter and receiver antennas. The received signal is the vector
sum of the direct transmitted structures and objects. Myving objects (e.g.
humans and vehi cl es) produce changes in the net vector sum of the received
signal. Detection occurs when the resulting received signal crosses a
predeternmi ned threshold. The transmitted signal is tone-nodulated to
elimnate mutual interference when multiple MFS sensors are operated in close
proximty to one another. The primary detection node is the beam break node
where the target passes directly between the MFS transmitter and receiver
antennas. A second and equally inportant node is the nultipath reflection
node in which the reflected wave froman off-axis target destructively
interferes with the direct wave at the receiver. |In addition, alarns are
produced when the transmtted signal or its nodulation is disturbed, when the
equi prent is janmed, or when the enclosure tanper switches are actuated.
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4.5.4.2 QO her Exterior IDS Sensor Candidates. The follow ng provides a
brief description of other candidate sensors that may be used in conditions
when the nmost conmonly depl oyed sensors are not suited. See the sources
identified in par. 4.5.1 for nore details.

1) Electric Field Fence Sensor. An electric field fence sensor
consists of an alternating current field generator which excites a field
wire, one or nore sensing wires that couple to the field, and an anplifier
and signal processor to anplify and detect changes in signal anplitude
generated by intrusions. A human body distorts the coupling between the
field and the sensing wires thus generating a signal. This sensor can be
enpl oyed to follow terrain and is useful over hilly terrain. Supervisory
circuits have been designed to detect cutting, shortening, or breaking of
wires. Zone lengths are typically 330 feet (100 m.

2) Seismic-Magnetic Buried Line Sensor. This sensor consists of
a cable that is sensitive to both seism c and nagnetic di sturbances and a
processor to evaluate signals that are generated in the cable. Detection is

based on the fact that seismc disturbances will either nove the cables in
the earth's magnetic field or strain the magnetic core. Either will generate
a voltage in the sensing coil. This sensor is useful in renpte areas, but

may suffer false alarns from w nd-i nduced ground notion and other |ocalized
pressure sources such as nmoving vehicles and trains.

3) Seismic Buried Line Sensor. There are three types of seisnmic
sensors: piezoelectric sensors, balanced pressure systens, and geophone line
sensors. Each are activated by seismc energy generated by intruders and
each can follow irregular terrain and crooked sectors. Such sensors can be
used in conbination with other sensors (such as nicrowave sensors) to
optim ze detection capability while mnimzing fal se al arns.

4) Magnetic Buried Line Sensor. This is a passive sensor that is
sensitive to disturbances in the | ocal magnetic field caused by nearby
noverrent of ferromagnetic material. Wen an intruder with ferromagnetic
material crosses the | oop, the electrical signal generated causes an alarm

5) El ectromechani cal Fence Di sturbance Sensor. Wen an attenpt
is made to clinb a fence, the fence noves. This notion can cause a sw tch
mechani smto open or close, generating an alarm This is called an
el ectronechani cal fence di sturbance sensor. El ectromechanical fence sensors
use a set of point transducers to detect fence notion. These point
transducers produce an anal og signal, rather than a switch closure, and use
an el ectronic signal processor to extract alarminformation fromthe signal

6) Doppl er Radar. A Doppler radar is a nonostatic nicrowave
sensor that operates on the principle of target notion generating a frequency
change or Doppler shift which is detected by the receiver. Such radars can
provi de coverage over irregular terrain.
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7) El ectromagneti c Point Sensor. This device detects a frequency
change caused by the reflected i npedance of an intruder entering an antenna's
field. Two oscillators are tightly coupled to the antenna. A change in
antenna i npedance results in a change in frequency of each oscillator. This
sensor adjusts automatically to changes in the background noise level. As
t he background noi se |l evel increases, the sensitivity is automatically
reduced, but detection range is al so shortened.

8) Geophone Point Sensor. Geophone sensors are normally buried
in the ground to detect seismc disturbances generated by intruders. This
sensor is sensitive to seismc and acoustic energy sources and far-field
ef fects nmust be discrimnated against.

9) Magnetic Point Sensor. Magnetic point sensors contain one or
nore nmagnetometers that are used to detect the noverment of ferrous objects.
Usi ng two nagnetoneters spaced at various distances, it is possible to
determ ne the direction of nmotion of such ferrous targets.

10) Infrared Beam Sensor. Exterior infrared intrusion detection
systens can be active or passive. Passive sensors detect changes in thernmnal
radiation within a specific field of view Active infrared sensors detect
changes in signal power between a transmitter and a receiver. Generally,
mul tiple beams are enployed in colums at the ends of a detection zone. An
i ntruder passing through one or nore beans causes a "beam break," thus
generating a signal. As this sensor can be defeated by tunneling, seismic
sensors should be used as wel |

4.5.5 Exterior 1DS Detection at Building Exteriors. Several candidate
options for use at building exteriors are briefly described here.

4.5.5.1 Ported Coaxial Cable Sensors. |In addition to use in the clear
zones between perinmeter fences, the Ported Coax Cable System (described in
par. 4.5.4.1) can also be used around the exterior of buildings.

4.5.5.2 Vibration Sensors. Vibration sensors can be nounted on or within
wal I s and roofs to detect intrusion attenpts at facility exteriors. The
simpl est vibration sensor is a nmechanical contact switch designed to actuate
when the surface on which the sensor is nmounted starts to vibrate.

4.5.5.3 Gid Wre Sensors. Gid wire sensors may be enbedded in the walls
or roof of a building. When the barrier is penetrated, the wire is broken
causing an alarm

4.6 Exterior Closed-Circuit Tel evision

4.6.1 Introduction. This section provides a summary of the function and
pl acenent of CCTV's applicable m nimumrequirenments; and the types of CCTV
equi prent avail able. Sources of nore detail ed design information include:
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o} NAFAC Design Manual 13.02, _Conmercial Intrusion Detection
Systens, Septenber 1986.

0] TM 5-853-4, Security Engineering. Electronic Security Systens,
Manual U.S. Army Corps of Engineers, February 1993.

0] SAND 89-1924, Video Assessment Technol ogy Transfer Manual
DOE/ Sandi a Nati onal Laboratory.

0] ESE-SI T-0001, Siting Criteria for Standardi zed El ectronic
Security Equipnent, Air Force, March 1991

o} CEGS- 16751, Closed Circuit Television Systens, Corps of
Engi neers Gui de Specification, April 1991

4.6.2 CCTV_Function and Location

4.6.2.1 Threat Assessnment. A properly designed CCTV assessnent system
provides a rapid and cost-effective supplenent to guards for determ ning the
cause of intrusion alarns and assessing a potential threat. CCTVs allow
eval uations to be made fromrenote | ocations. Using video event recorders,
events can also be viewed |ater when nmultiple alarnms or delayed guard force
attention occurs. |In general, CCTVs increase the efficiency and

ef fecti veness of security personnel and security response tinelines. They
can be a cost-effective alternative to human on-the-spot assessnment, which
typically involves extended tine delays for guards to respond, or the use of
costly on-site guards.

4.6.2.2 Surveillance. CCTVs can al so be used for surveillance. As a
surveillance system CCTVs are used at the discretion of and under control of
the security center console operator to scan a secured area.

4.6.2.3 Location. CCTVs are typically |ocated:
1) Qut doors, along exterior site perimeter clear zones.
2) Qut doors, at controlled access points to sites or buildings.

3) Qutdoors, within a restricted area that overl ooks approaches
to selected security interests.

4) I ndoors, at selected |locations within the protected area.
4.6.3 M ni mum Requi rements. DoD 5200.8-R requires the use of CCTV to
provide real tine assessment for certain facilities and resources security
systens levels (see par. 2.2.1.2, Figure 2). |In addition, DoD 5210.41-M

specifies the followi ng for nuclear weapons storage site security (quoting
directly):
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a) "A nmeans is to be provided by which the cause of al

al arns generated at the perineter security system can be
assessed in near-real-tinme, physically (i.e., visually)
or remotely through electro-optical (inmaging system or
other electronic devices. To the maxi num practica
extent, electro-optical equipnment (inaging systens) or
ot her electronic devices should be utilized, thereby
permtting nore effective utilization of the security
and response forces.

b) Real -tine visual assessnent may be enhanced by
providing an intruder sector indicator at alarm
annunci ation | ocations. This optional feature should
i mprove the capability to respond quickly with

di scrimnate application of force, including deadly
force.

c) I mging systens provide a renote visual inage of
activity occurring in an area under surveillance. CCTV,
low1ight level television, infrared, and radar are
exanpl es of techni ques which may be enpl oyed. Such

equi prent can be used for area surveillance beyond and
within the perinmeter and for assessment of the cause of
alarms and other activities.

d) Facilities used for visual assessnent shall be
hardened agai nst small arms fire. |ndividual caneras,
i magi ng sensors or scanners do not require hardening."

4.6.4 El ements of a CCTV Assessnment System A typical video systemis
conposed of one or nore canmeras, a display nonitor, and various sw tching,
transm ssion, and recordi ng systens. Coverage of the desired field of view
nmust be deternined through analysis of the camera | ocation, the size and
shape of the area to be surveyed, and appropriate light levels. Contro
circuitry enables either manual or automatic sel ection of specific video
signals for display on television nonitors. Wen an alarmis generated by a
perimeter sensor, the view fromany given canera is displayed on the

tel evision so that the operator can assess the cause of the alarm Cuidance
in canera selection and optim zation of installation are given in the
references of par. 4.6.1. The follow ng sumari zes.

4.6.4.1 Canmera Types. Equipment includes cameras with automatic iris

adj ustment to accommodate varying illum nation |l evels. Caneras are al so

equi pped with thernmostatically controlled heating elements to conpensate for

| ow tenperature environnents. A variety of lenses ranging in focal length
are available. This variety pernmits adapting to varying fence configurations
and blind zone I engths. Supports for the cameras include a tilting

cantil evered mast that permits the support to be installed inside the
boundary fence while the camera i s suspended over the fence, view ng the

cl ear zone. Al so included
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is atilting vertical mast that can be used in those situations where the
cantil evered mast is not appropriate. Two canmeras can be nmounted atop a
vertical mast. The tilting feature pernmits the top of the mast to be | owered
to working height for nmaintenance on the ground. Counterweights facilitate
the tilting operation of both the cantilevered and vertical masts. One other
support is provided that permits nmounting a canmera to the side of a building
or other vertical surface. The follow ng sumrarizes the avail able canera

types.

1) Standard Video Canera. The standard vidicon tube is the nost
wi dely used i mage tube for CCTV. Conventional canmeras are designed primarily
for daylight. These canmeras typically operate at light levels of 1 |unmen per
square meter. Their spectral response closely approxi mates the human eye.

In continuous 24-hour use, it will last up to 6 nonths. A typical CCTV
canera is illustrated in Figure 27.

Image Target COTV Camera

Yertical
Vtarget

Horizontal
H target

X(l‘amera FOV _

—

immage Transmit

Image S3can

Lens Assembly

Scene

Horizontal
Hyold

Figure 27
CCTV Camera Components

2) LowLi ght Level Canera. Lowlight |evel canmeras can be used
to provide greater sensitivity when required, i.e., much less lighting than
the standard vidicon. These caneras also generally have a | onger life.
Automatic iris control is needed to prevent "blinding" of the camera in
bright |ight.
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3) Very Low Light Caneras. Very lowlight |evel caneras are also
avai |l abl e. Such cameras can function at 2 x 10E-5 | unmens per square neter.
Very lowlight level cameras find application where "blackout" conditions are
to be maintained at a facility. Such caneras use Silicon Intensifier Target
or Intensified Silicon Intensifier Target tubes. These caneras are
expensi ve, roughly 20 to 30 tinmes the cost of a standard video canera. As a
result, it may be nore cost-effective to upgrade lighting than to use such
tubes. Designers may encounter applications where such caneras fulfill a
speci al requirement.

4) Solid-State Cameras. These caneras use charge-coupl ed solid-
state devices that function like the vidicon tube of a conventional canera.
Elim nation of the tube increases reliability and mi nim zes nmai ntenance
requirements. |Its small size and high reliability are very desirable
features.

4.6.4.2 CCTV Monitors. Monitors are devices upon which a CCTV scene is
projected and viewed. For access control monitoring, a 19-inch (0.5-m
nmonitor is preferred. A 9-inch (0.3-m) nonitor is typically used for
security alarm assessment. One operator can effectively handle up to eight
nmonitors (four sets of two stacked vertically). It is desirable that
nmonitors for alarm assessment remain blank until an alarmoccurs. |If the
systemis al so being used for surveillance of an area when an al arm occurs,
the al armed zone scene should automatically replace the surveill ance scene.

4.7 Exterior Security Lighting

4.7.1 Introduction. This section summarizes the kinds of lighting
depl oyed to enhance the security of DoD facilities. Specifications are
provi ded for both direct guard-visual and CCTV surveill ance.

4.7.2 Function and Location. Security lighting aids threat detection,
assessment, and interdiction. Lighting may al so have value as a deterrent.
Security lighting increases the effectiveness of guards and CCTV by

i ncreasing the visual range during periods of darkness or by illum nating an
area where natural light is insufficient. Exterior security lighting is
typically located along exterior perineters and entry points of the site and
buil di ngs. Each facility presents its particul ar depl oynent problenms based on
physi cal layout, terrain, weather conditions, and security requirements. The
remai nder of this section discusses standard types of lighting, lighting
concepts, lighting for CCTV, and surveillance and related lighting issues
(energy and | egal).

4.7.3 Standard Exterior Lighting Configurations. Lighting may operate
continuously or on a standby basis.

4.7.3.1 Conti nuous Lighting. Continuous lighting (the stationary
lum naire) is the nost comon security lighting system It consists of a
series of fixed luminaires arranged to flood a given area continuously during
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the hours of darkness with overlapping cones of light. The two primary
met hods of using continuous lighting are glare projection and controlled
ighting.

1) Gare Lighting. Gare lighting uses lunminaires slightly

inside a security perinmeter and directed outward. It is considered a
deterrent to a potential intruder because it makes it difficult for himto
see inside the area being protected. It also protects the guard by keeping

himin conparative darkness and enabling himto observe intruders at
consi derabl e di stance beyond the perineter.

2) Controlled Lighting. Controlled lighting is used when it is
necessary to limt the width of the lighted strip outside the perineter
because of adjoining property or nearby hi ghways, railroads, navigable

waters, or airports. In controlled lighting, the width of the lighted strip
is controlled and adjusted to fit a particular need, such as illum nation of
a wide strip inside a fence and a narrow strip outside, or floodlighting a
wal | or roof. Unfortunately, this method of lighting often illumninates or
sil houettes security personnel as they patrol their routes. Controlled
lighting may provide direct or indirect illum nation.

a) Direct Illunmination. This lighting concept involves
directing Iight down to the ground. |Its goal is to provide a specified
intensity of illumination on intruders, facilitating their detection by CCTV

or security patrols.

b) |Indirect Illumination. An alternative lighting concept
i nvol ves backlighting the intruders against a facility. This may be done by
placing lighting away fromthe building and directing it back toward the

wal | s so shadows will be cast on the building by the threat. Such
applications are nost effective if the lunmi naires thensel ves are near ground
level. This indirect concept is also aesthetically pleasing, illumnating

the architecture during darkness.

4.7.3.2 Standby Lighting. A standby lighting systemis different from
continuous lighting since its intent is to create an inpression of activity.
The lum naires are not continuously lighted but are either automatically or
manual |y turned on intermttently or responsively when activity is detected
or suspected by the security force or IDS. Lanps with short restrike tines
are essential if this technique is chosen. This technique may offer
significant deterrent value while also offering econony in power consunption.

1) Intermittent Lighting. A lighting systemcan be devel oped to
turn lights on at randomtines as a deterrent to sone threats. It can use
either direct or indirect illum nation concepts. Wile an intermttent

lighting systemcan involve a duty cycle of 10 to 50 percent, it may increase
operational and maintenance costs, it may force the use of inefficient |anps,
or reduce lanp life. Deterrence can actually be higher for such a system
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because of its appearance of activity. Lunminaires may be controlled
i ndividually or as a group

2) On- Denmand Lighting. Rather than randomy activating the
lum naires, an IDS sensor can be used to turn on the |ights when an intruder
is detected. This type of active lighting system provi des maxi num det errent
value at a low duty cycle. Such a responsive area systemis subject to the
same nui sance and fal se al arms of any sensor system

4.7.4 M nimum Lighting Illum nation Specification

4.7.4.1 Guard Visual Surveillance. Table 8 shows mninumlighting
criteria. Lighting levels range fromO0.2 footcandles (fc) [2.1 |ux] near
boundari es and perinmeter fencing, increasing to 2 fc (2.1 lux) at entry
areas. A lighting specification for visual guard surveillance to specific

| ocations is presented in Table 8. This table provides general gui dance for
footcandl es as a function of location type and for the anbunt of area that
shoul d be illum nated.

Tahle 8
Minimum Lighting Criteria for Unaided Guard Visual Assessment

Application Illuminated Width Hinimum itiumination
feet (m)
Type Lighting Area Inside Cutside footcandles Location
(lux) (a)
Glare Isolated 25 (7.6) 150 (463 0.2 (2.1) (b)puter lighted edge
C.4 (4.3) At fence
Boundary [Contro!ied|Semi-isolated 10 3.0 02N 0.2 (2.1 Duter Lighted edge

0.4 (4.3) At fence
0.4 (4.3) Outer lighted edge

Controlied| Non-isclated [20-30 (6.1 - 9.1)|30-40 (9.1 - 1.2)|0.5 (5.4) Mithin
lnner area| Area General ALl - 3.2 - 0.5 (¢)Entire aresa
At Structures 30 (15) - (2.1 - 5.4) put from structure
101
Pedestrian 25 (7.6) 25 (7.6) 2 (21) Entry
Entry {Contrelled pavement and
point Vehicular 30 (15) 50 {15) 14D [sidewalk

(a) Horizontal plane at ground Level unless otherwise noted.
(b) Vertical plane, 3 feet (0.9m) above grade.
(c) Use higher value for more sensitive areas.

4.7.4.2 Lighting for CCTV Surveillance. Lighting requirenents for CCTV are
consi derably higher than those required for direct visual surveillance. The

entire assessment zone nust have an average initial horizontal illuni nation
level of 2 fc (21.5 lux) at 6 inches (150 mm) above the ground. The
uniformty of illumnation in the assessment zone must neet the foll ow ng

requirements: (1) the overall ratio of brightest to darkest regions of the
assessment zone nust not exceed eight to one, and (2) the overall ratio of
t he

89



M L- HDBK- 1013/ 1A

average brightest to darkest regions of the assessment zone must not exceed
three to one.

Several methods are presently used in achieving these illum nation
| evel s. These enploy high pressure sodi um vapor roadway |um naires spaced to
neet both the CCTV and other security illunmination requirements. The nost

conmon variety of lumnaire is the 250-watt (W unit, while sone facilities
enmpl oy a 400-Wunit. Sone installations have opted for 150-WIlum naires with
an instant restrike capability.

4.7.5 Lighting Energy Consi derations

4.7.5.1 Overview Since the energy shortage of 1973-74, virtually every
lighting system has conme under scrutiny to identify energy savings. Security
lighting systenms are no exception. This scrutiny is probably as nuch rel ated
to the conspi cuousness of security lighting as to the amount of energy
consunmed. While the only energy consunption statistics available on lighting
pertain to the energy required to nmaintain street lighting systens, security
lighting uses considerably | ess energy. Recently, the direction of the
security community to reduce energy costs in security lighting has resulted
in replacing lumnaires to increase source efficacy by changing to

hi gh- pressure sodi um (HPS) |anps. HPS | anps produce nore |unens per watt
than either mercury vapor or incandescent |lanps. The latter two |anps are
the nost widely used in the United States today. Table 9 presents the
relative efficiencies and restrike tinmes of some typical |anps.

Table 9
Rel ative Efficiencies and Restrike Tinmes of Light Sources
(From | ES Li ghti ng Handbook, J.E. Kaufman, ed.)
+3333333333333331333313313331303313333331333333333033333133131313131313313331313)))

* Lanp Type * Ef fi cacy * Restri ke Tinme «
* * (Lumens/watt) = (m nut es) *
* Theoretical Maximm =* 683 * --- *
* | deal White Light * 220 * --- *
* | ncandescent * 10-16 * <1 >
* Tungst en- Hal ogen * 17-25 * <1 >
* Mer cury Vapor * 30- 65 * 3-7 *
* Fl uor escent * 33-77 * <1 >
* Met al Hal i de * 75-125 * up to 15 *
* Hi gh- Pressure Sodi um = 60- 140 * 1 (restrike) *
* * * 3-4 (warmup to *
* * * full output) *
* Low Pressure Sodi um * 180 * 7-15 *

=223333333333333333333333132>33333131333331313131323331313131333333I313111))I)))-

90



M L- HDBK- 1013/ 1A

4.7.5.2 Restrike Time. The differences in restrike time anong the various
| anps (see Table 9) influence the selection of security lighting systens and
concepts. For exanple, high-pressure sodiumlanps are the primary |ight
source of nost security systens because of their efficiency (140 |lumens/W.
However, these |anps are not without deficiencies. Froma cold start, a

hi gh- pressure sodium lanp warns up to full light output in about 10 ni nutes.
It will usually restrike in less than 1 mnute and warmup in 3 to 4 minutes.

During this warmup interval, the | anp cannot be expected to operate at ful
[ight output, and this reduced capacity may be inmportant in many

hi gh-security applications. Because of this restrike interval, incandescent

| anps are sonetinmes used as the energency backup |ight source because of
their short restrike time. The evaluation of any security lighting system
particularly one requiring continuous illumnation, requires careful analysis
of lamp life, energy consunption, and restrike tine. The security engi neer
who has determ ned that short restrike time is a critical performance

par amet er shoul d determine whether it is economically feasible in relation to
i ncreased | amp repl acenment and energy costs.

4.8 Mai nt ai ni ng Essenti al Security Support Functions

4.8.1 Overview Essential exterior site functions that support site and
facility security include security power supply, general power supply,
conmuni cati ons, and security control

4.8.2 Security Power Supply. Both regular and standby power sources
shoul d be provided for IDS and security lighting. |In sone cases, dua

emer gency backup power sources may be required, particularly if power
transformer stations are vulnerable. Al critical power, comunications, and
IDS |lines should be well protected, usually by burial. |In the case of I|ight
pol es, cabling should be internal to alum numor steel poles. Standby power
sources must be protected from sabotage by facility hardening and | DS
coverage. Standby power sources should be configured for automatic
activation when required.

4.8.3 General Installation Power Supply. Sone of the best tools used for
penetrating hardened facilities rapidly are electrically powered. Although a
sophi sticated attacker will probably not |et hinmself be dependent on facility

power sources, it is worthwhile to consider arrangenments where the genera
power supply to a facility exterior and just outside any key interior
barriers (other than that required for essential services such as IDS) is
either normally shut off during nonworking hours or can be shut off renotely
by the security forces. Switch and fuse boxes nust be protected.

4.8.4 Conmuni cati ons. To the extent feasible and practical
consi derati on should be given to hardening both internal and externa
conmuni cations lines so that security forces will not be easily deprived of

their use during energencies. As nentioned above, communication |ines
essential to IDS al arm assessnment shoul d be hardened and protected with
fail-safe features. Phone jacks for security personnel should be provided,
as

91



M L- HDBK- 1013/ 1A
necessary, at external |ocations. Another possible optionis to equip
security personnel with hand-hel d radios.

4.8.5 Security Control Center. A security control center is a
continuously manned facility serving one or nore of the follow ng functions:

o} Al ar m annunci ation, display, and control

0] Centralized control and conmuni cati ons for base, installation
or facility security operations.

o} Quarters for security alert guard force.

o} Monitoring of a renote entry control or surveillance system
such as closed circuit television, electronic |ocking devices
and systenms, and similar systens.

o} Control of entry to restricted area.

o} Housi ng, storage, or parking for guard force support equi pnent
i ncludi ng arms, amunition, portable conmunications and
observati on equi pnent, and vehicles.

Dependi ng on the size of a facility or installation, the security contro
center can vary from an assigned and physically isolated area within a
building to a structure designed and constructed especially for the purpose.
These facilities nust al so be protected against a possible attack
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Section 5: BUI LDI NG PHYSI CAL SECURI TY AGAI NST FORCED AND COVERT ENTRY

5.1 Introduction. This section begins with a review of the threat
severity levels for forced and covert entry (par. 5.2) followed by a
description of the inportant elenments required to achieve an effective
integrated security systemdesign for the building to counter these threats
(par. 5.3). Mnimum prescribed Departnment of Defense (DoD) security
construction requirenents for vaults and strongroons; conpartmental
information facilities; arns, anmunition, and explosive facilities; and

nucl ear weapons and sensitive conmpartment information facilities are then
provided in par. 5.4 including related penetration delay times. For cases
where the m ni mum prescri bed designs do not provide sufficient delay relative
to guard response tinmes, or when there are no prescribed designs for a given
facility type, the reader is referred to par. 5.5 (for new construction) or
par. 5.6 (for retrofit construction) for design options.

5.2 Threat Severity Levels for Forced and Covert Entry Desiagn

5.2.1 Forced Entry. Forced entry threat severity is defined in terms of
the relative energy level of the tools selected by an intruder to penetrate a
barrier and gain entrance to a facility. The four basic threat severity

| evel s are:

o} Low Level - Low observabl e, hand-powered tools only.

o} Medi um Level - Unlimted hand-powered tools and linted
battery-powered tools.

o} Very High Level - Up to 50 pounds (23 kg) of explosives
together with unlimted hand, power, and thernmal tools.

As one proceeds fromthe low to very high severity |levels, the technica
skill or sophistication |level of the threat also increases. Exanples of the
ki nds of tools associated with the above threat |evels are:

o} Hand Tools. High-observable tools include the hamrer,
sl edgehamer, cutting maul, shovel, pry axe, and pick head axe. Low
observabl e tools include claw tool, carpenter's saw hacksaw, Kelly tool, bolt
cutters, pliers, spanner wrench, tin snips, wecking and pry bar, and wire
cutters.

o} Power Tools. Electric- or gasoline-powered circular or
reci procating saw with steel, dianond, carbide-tipped blade, or abrasive
wheel ; hydraulic bolt cutters; chain saw, sabresaw, drill or chise

rot ohammer; rescue tools; and electric drill.
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o} Thermal Tools. Oxyacetylene, electric arc, or oxygen-fed
cutting torch; oxygen |ance; power |ance; burning bar; and rocket torch

o} Expl osives. Bulk TNT or plastic explosive either by itself or
in conbination with a tanmper or flyer plate driven by the explosive to create
a hole in a barrier.

The threat severity level applicable to a given facility depends on
the assets in the facility and the relative technical skill, objectives, and
notivation of potential threats. This level is established as part of the
pl anni ng process (described in Section 2). Barrier penetration time data are
provided for each threat severity level in par. 5.4 for the m ninmum
prescribed construction, in par. 5.5 for new construction, and in par. 5.6
for retrofit construction

5.2.2 Covert Entry. The covert entry threat attenpts to enter a facility
or portion of a facility using false credentials, etc. Objectives are
simlar to the forced entry tactic above. The aggressor may al so attenpt to
conprom se an intrusion detection and entry control systemusing stealth or
saturati on and deception to carry weapons or explosives into the facility.
The four basic threat severity levels are:

0] Low Level - Personnel

0] Medi um Level - Personnel and contraband.

0] High Level - Personnel, arns, contraband.

o} Very High Level - Personnel, explosives, arms, contraband.
5.3 Integrated Security System Elenents for the Building
5.3.1 Overview The security elements associated with the building to

ensure the effectiveness of an integrated security systemdesign are: (1)
barrier layout and construction to delay the intruder; (2) access control at
points of entry to protect against covert entry threats; (3) intrusion
detection sensors and alarnms to detect an attack on or within the facility,
and/ or unaut hori zed insiders after hours; (4) CCTV to assess whether an alarm
is actually a threat; and (5) guards to respond to the location of a rea
threat. All these elenents are equally inmportant. None of them can be
elimnated or conpronised if an effective security systemis to be achieved.
Al so, without detection, the response force would not be alerted. In
addition, the delay offered by the building conponents nust provide
sufficient time after detection for threat assessnment and guard force
response. The follow ng provides a brief overview of each of these critica
system el ements referencing appropriate sources for their proper selection
The focus here is on how these various system el ements conpl enent and support
the barrier design, which is the main subject of this handbook and which is
addressed in detail in pars. 5.4, 5.5, and 5.6.
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1. Locate critical assets on interior of facility in smallest volune
possi bl e.

2. Mnimze w ndow area
3. dass doors in foyers are to be backed by solid door or wall.

4. Do not allow windows to be next to doors such that aggressors could
unl ock the doors through them

5. Layout buildings to conceal assets and nake access difficult for
i ntruders.

6. Sinmplify building configuration to elininate hiding places.

7. Design circulation to provide unobstructed views fromcontrol points
or occupi ed spaces.

8. Arrange building interiors to eliminate hiding places around asset
| ocati on.

9. Locate assets in spaces occupied 24 hours/day where possible.

b o o ok R X o b X ok R X ok X X ok F X % %

*10. Locate activities with large visitor popul ations away from protected
* assets where possible.

*11. Locate protected assets in comopn areas where they are visible to nore
* t han one person.

*12. Place mail roomon perinmeter of facility.

FooF % o R X b R R ok xR b X ok kX ok X X ok F X % %
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Fi gure 28
Checklist of M ninmum Buil di ng-Rel ated Layout Consi derations

5.3.2 Buil di ng Layout and Barrier Design. Section 3 describes the
buil di ng | ayout and design process in detail. Figure 28 provides a summary
checklist of mninmumbuilding-related | ayout considerations. |In general, the

critical assets to be protected should be |located in the smallest vol une
possible at a central point well within the interior of a building presenting
as many internmediate barriers to the intruder's path as possible. An exanple
of a building layout that involves multiple barriers or shells is illustrated
in Figure 6 (Section 3). As noted in Section 3, the total delay tinme offered
by all these barriers should equal or exceed the anticipated guard response
time. The total delay time, in turn, is the sumof the penetration tines
associ ated with each barrier plus the intruder ingress/egress tine between

al
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barriers where the tineline starts at the first point of intrusion detection
If the building is surrounded by a fence or other exterior site-related
barrier having an exterior |IDS (see Section 4), the fence is the first |ayer
of defense followed by the exterior of the building and any interior roons,

vaults, or containers. |If there is no exterior fence IDS, the tineline
starts with the first building barrier preceded by an interior IDS that can
detect the intruder before penetration of this barrier occurs. |In order to

be effective, each separate elenent (i.e., exterior and interior walls, roof,
floor, door, etc.) nust offer an equivalent or bal anced penetration del ay
time with no weak links. Paragraph 5.5 provides choices and barrier
penetration delay times for new construction; par. 5.6 does so for retrofit
construction.

5.3.3 Bui | di ng Access Contro

5.3.3.1 Introduction. This section summarizes information regarding

met hods for controlling access of personnel and materials at the entrance to
buil dings to protect against covert threats. Data sources containing
bui |l di ng access control design details are contained in the follow ng
sources. The reader is referred there for details.

o} NAVFAC Desi gn Manual 13.02, Commercial Intrusion Detection
Systens, Septenber, 1986.

0] SAND 87-1927, Entry-Control Systems Technol ogy Transfer
Manual , DOE/ Sandi a National Laboratory.

o} CEGS 16752, Electronic Entry Control Systenms, U S. Arny Corps
of Engi neers Guide Specification, April 1991

0] TM 5-853-4, Security Engineering Electronic Security Systens
Manual , U.S. Arny Corps of Engineers, February 1993.

5.3.3.2 Function and Location. The function of building access control is
to ensure that personnel and materials entering the building have the proper
aut horization to do so. Control points are typically located at building
entry points. Access controls also conplenment the role of interior intrusion
detection systens. Oten, intrusion detectors must be deactivated and pl aced
in a nondetecting node during normal working hours. During these periods,
access controls provide a nmeans to prevent unauthorized persons fromentering
a protected facility. An intrusion detection systemusing interior detectors
will generally detect any unauthorized person who stays behind after working
hours. Access control also restricts free access to those persons whose
intent may be to tanmper with intrusion detection system conmponents or
circuits. Miintaining the effectiveness of access control and intruder
detection requires the conplementary function of screening personnel for
security cl earances.
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5.3.3.3 M ni mum Requi rements. DoD 5200.8-R states that a DoD conponent or
installation devel op, establish, and maintain policies and procedures to
control access to installations. These are sunmarized in par. 4.4.3.

5.3.3.4 Personnel ldentity Verification Systems. The purpose of a
personnel identity verification systemis to restrict access to only those
personnel who have received previous authorization. There are three generic
types of systens: nmanual systens, nechanical |ocks, and automatic el ectronic
| ocks. The follow ng summari zes these systens. The reader is referred to
the sources identified in par. 5.3.3.1 for details.

1) Manual Systens. Manual systens frequently make use of a
security identification badge. The badge is an entry credential which
i ncl udes a photograph of the person wearing it. The individual keeps the
badge and wears it at all tinmes within the facility. Such badges have only
low to nmedium ef fecti veness. For nore control, one can institute a process
of "badge exchange." In this nmethod, an individual receives a security
identification badge with a second badge retained within the security-
controll ed area. Wen access is desired, the security personnel exchange the
duplicate badge for the individual's badge. When the individual |eaves, the
exchange is reversed. This procedure nakes counterfeiting difficult because
the intruder would have to gain access to the exchange badges. This is the
recommended procedure for personnel -based systens.

2) Mechani cal Locks. Various nmechanical |ocking equiprment can be
used to control access without requiring the presence of security personnel
These incl ude:

a) Keyed |locks. Keys are the nost conmon and | east
expensi ve way to open | ocked doors. They are also one of the |east secure
ways since keys are easy to copy. A key lock systemis nost effective when:
(1) few keys are issued per door, (2) master keys are mnimzed, and (3) two
differently keyed | ocks are used on each door, thus requiring a two-man
access policy.

b) Conbination | ocks. Conbination |ocks include a dial or
dials onto which an access code is entered activating the lock to open the
door. These are inexpensive and allow a high | evel of personnel throughput.
One advantage of access codes is that they cannot be |ost and subsequently
found by unaut horized people unless witten down. Their primary disadvantage
is how easily the access code can be passed to unauthorized peopl e.

3) Automated Electronic Locks. Electronic |ocks are used to
control the adm ssion of personnel into protected areas. Electronic |ocks,
however, cannot fulfill all the functions of a human sentry because they
nmonitor only a limted portion of the observables (visual, audible, etc.)

t hat can be observed by humans. The degree of access control afforded by
el ectronic locks varies with the type of device used. Sone electronic |ocks
can only identify a code, which is either encoded on a card or badge carried
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by the person or is nmenorized by the individual. The electronic |ock that
relies on an encoded card or badge offers the | east control because cards and
badges can be |l ost or stolen. The nore sophisticated types of electronic

| ocks actually identify the person seeking entry on the basis of sone

physi cal characteristic, such as fingerprints or dinmensions of fingers. Sone
el ectronic | ocks use a conbinati on of code and identification of a persona
characteristic, for exanple, a nunerical code and fingerprint identification
Sone el ectronic | ock systems may perform such additional functions as
initiating an alarm or providing automatic personnel entry/exit inventory.
The nore common commercially avail able electronic |ocks and their
applications are digital cipher |ocks, card | ocks, hand geonetry conpari son

| ocks, and fingerprint-conparative |ocks. Regardless of sophistication

el ectroni c | ocking systens are conveni ence | ocks only and should only be used
for personnel ingress and egress.

a) Digital cypher |ocks. These are sinilar to the
conbi nati on | ocks above except that the access code is entered into a keypad.

b) Card readers. Card readers are a nmeans of electronic
entry control which reads authorization information which has been encoded
onto a card. Card readers are highly effective access control devices.
Cards are difficult to counterfeit and the system has a high | evel of
personnel throughput capability.

C) Video conparator system This systemrequires a guard
to verify an individual's identity based on visual characteristics. A
securely stored image is conpared with a real-tine image of the individua
requesting entry. Such systenms are not considered positive personne
identity verification systenms but they have the advantage that it is
difficult to tanper with the stored inmage.

d) Fingerprints. Fingerprints are considered one of the
nost reliable means of personnel identification. Automatic pattern
recogni tion and conputerized data processing facilitate fingerprint
i dentification.

e) Speech. Speech is useful for identity verification and
wel | -suited to automated processing. Measurenents include: waveform
envel ope, voice pitch period, relative anplitude spectrum and vocal trait
resonant frequencies.

f) Handwiting. Automated handwiting verification
systens are available that utilize handwiting dynam cs such as velocity and
acceleration as a function of time. Statistical evaluation of these data
i ndi cates that an individual's signature is unique and provides a reliable
met hod of verification of identity.

g) Hand geonetry. These systens perform conputerized
statistical analysis of finger length data used in identifying a hand. Hand
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geonetry is a distinct neasurable human characteristic which is unique to
i ndi vi dual s.

5.3.3.5 Materials Access Control. Control of materials entering or exiting
a building includes special nuclear materials (SNM, metal detectors,
expl osi ves, and packages. Detailed information for the follow ng can be
found in SAND 87-1927, Entry Control Systens Technol ogy Transfer Manual

1) Special Nuclear Materials. Mnitors are utilized to detect
conceal ed SNM on persons, in packages, or in vehicles exiting a controlled
area. An SNM nmonitor generally consists of a Thermal Neutron Activation
detector unit, signal processing electronics, and alarmlogic. Thernmal
neutrons are used to irradiate containers when a search is being nmade for
concealed SNM The enmitted neutrons and gamm rays are coincidentally
detected by scintillator sensors to discrininate agai nst source neutrons and
ganmea radi ation. Detection is based on the high nitrogen contents of
expl osives. There are a number or SNM nonitors avail able. Exanples include:

a) Doorway nonitors. Mst commercially avail able SNM
nonitors are doorway nonitors. Wile they provide high throughput,
sensitivity is reduced.

b) Portal nmonitors. Portal nonitors detect the presence
of SNMwithin a detection volune that is usually much larger than that of
doorway nonitors. As a result, throughput times are generally |onger than
for doorway nonitors.

c¢) Hand-held monitors. Los Alanos Scientific Laboratory
(LASL) has devel oped a hand-held SNM noni tor for nmanual and vehicle search
This nmonitor has the advantage of significantly | ower cost conpared to
doorway nonitors; however, it has the di sadvantage of |ong search times.

d) Vehicle nonitors. The primary difficulty in detecting
SNM at vehicle entry control portals is the ease with which SNM can be
shielded within a vehicle. At present, the nost practical method of
noni toring vehicles for SNMis a search conducted by guards equi pped with
hand-hel d noni tors.

e) Sewer nonitors. Lawence Livernore Laboratory has
devel oped a sewage nonitor systemthat detects the deposition of radioactive
material into a sewage system The systens are not |limted to sewage, but
al so can be used with other liquid effluents.

2) Metal Detectors. Metal detectors are used to detect weapons
and hand tools intended for sabotage, or for the detection of netal used to
shield SNM Active nmetal detectors generate a tinme-varying el ectromagnetic
field and respond to changes in the field caused by the introduction of
nmetallic objects. Such changes are used to generate al arns.
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3) Expl osi ve Detection Sensors. Sensors to detect explosives are
not capable of detecting all explosives. There are sinply too many
expl osi ves compounds. Because of this, animals (typically dogs) are used
nost comonly for this purpose.

a) Vapor detection. One method of detecting explosives is
by collecting the vapors enitted by the explosive material. The electron
capture detector is the only inanimate nmeans of expl osives vapor detection
which is currently available comercially. Mst explosives vapors have a
high electron affinity, that is, there is a high probability that thermalized
electrons will attach to explosive vapor nolecules. As a result, nonitoring
the el ectron concentration provides identification of nolecules with high
el ectron affinity.

b) Bulk detection. Detection of the bulk of an expl osive
is preferable to detection of explosives vapors since there is nore physica
material to be detected. Unfortunately, there are no commercially avail able
bul k expl osi ves detectors, although several are under devel opnent.

4) Package Search Systens. Package search sensors are avail able
to prevent theft of contraband or weapons fromentering a facility.

a) X-ray systenms. X-ray systens are currently in use by
commercial airlines. An imge of the contents of packages is obtained by
pul sed X-ray techniques. X-ray baggage inspection systens are designed for
hi gh t hroughput search of handbags, briefcases, and |uggage. Preferentia
package orientation my be needed to optim ze the probability of detection

b) Conputerized tonography. Conputerized tonography (CT)
is an X-ray techni que which provi des two-di nensi onal images of
cross-sectional slices of an object. By conbining a nunber of adjacent
slices, a three-dinmensional image can be obtained. The CT technique provides
maxi mum sensitivity and accuracy for material detection and identification

5.3.4 Building Located Intrusion Detection Systens. This section
provides a sunmary of the function and placenent of interior intrusion
detection systens (IDS). This includes the types of sensors avail able and
typically deployed. The reader is referred to the follow ng sources for nore
detail ed design information:

o} NAVFAC Design Manual 13.02, Commercial Intrusion Detection
Syst ens, Septenber 1986.

0] Manual TM 5-853-4, Security Engineering., Electronic Security
Systems, U.S. Arny Corps of Engineers, February 1993.

o} ESE-SI T-0001, Siting, Criteria for Standardized Electronic
Security Equipment, Air Force, March 1991
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0] NFGS 16726C, Basic Intrusion Detection Systens, NAVFAC Gui de
Speci fication, April 1991.

0] NFGS 16727C, Commercial Intrusion Detection Systens, NAVFAC
Gui de Specification, April 1991.

5.3.4.1 Functi on and Location

1) Function. |In order that security guards can respond to an
intrusion, threat detection either by security personnel or by using a renote
i ntrusion detection system (IDS) is required. The function of an IDS is to
initiate the systemresponse by detecting an overt attack agai nst the
facility, covert entry threats, or unauthorized insiders after hours. |DS
performance paranmeters of concern include: conpleteness of coverage,
probability of detection, the alarm zone resolution, and fal se and nui sance
alarmrates. The use of IDS involves inherent risks. For exanple, guard
requirements for threat assessment mmy increase because of high false or
nui sance alarmrates associated with detection sensors. One way of
mnimzing the latter problemis to design systems where the di sturbance
threshol d |l evel for activating the sensor is high, but within the | evel of
that created by the intruder.

2) Location. |IDS should be located to detect a penetration
attenpt before any building barriers enclosing the protected area are
breached. If this is not done, the delay tine offered by the barriers cannot
be counted in the overall delay which is conpared to the guard force response
time. |DS systens are available that can be |ocated on either barrier
surfaces, or to cover interior volunes within buildings. These are
summari zed in the foll ow ng.

5.3.4.2 M ni mum Requi rements. M ninum I DS requirenments established by DoD
relate to exterior |IDS systens rather than building interior systens. The
reader is referred to par. 4.5.3 for a discussion.

5.3.4.3 Detection at the Barrier. This section sumrmarizes sensors used for
detection at the surfaces of walls, floors, ceilings, doors, w ndows, and
utility openings.

1) Wal I s/ Floors/Ceilings

a) Vibration sensors. Vibration sensors, also called
"shock" sensors, are nmechanical contact sw tches designed to activate when
the surface on which the sensor is nounted starts to vibrate. Rigid
materials such as reinforced concrete or masonry nake excell ent surfaces for
this
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sensor. Metal surface should be avoided. Installation should always be
specified on the inside surface (within the protected area).

b) Gid-wire sensors. Gid-wire sensors are a wire nesh
embedded in or affixed to building barriers which cause an alarmto occur
when broken. These sensors nust be enbedded in the barrier to conceal the
grid.

2) Door s/ W ndows/ Utility Openings

a) Balanced nmagnetic switches. Also referred to as door
"switches," this sensor is the nost commonly used intrusion detection device.
The standard magnetic switch sensor consists of two conmponents: one contains
contacts that open or close in the presence of a magnetic field, the other
contai ns the magnet which provides the magnetic field. It is possible to
defeat a "plain" magnetic switch by placing a strong magnet near the switch
thus preventing the contacts fromactivating when the normal switch magnet is
noved away, as when the door opens. As a result, the only acceptable type of
magnetic switch for nost DoD applications is the bal anced or biased magnetic
swi tch (BMS).

b) dass breakwire sensor. This type of sensor is used to
det ect breakage of glass by an intruder. The breakage of gl ass al so causes
the breakage of a thin, lowtensile strength wire enbedded in the w ndow
mul lions or overlaid on the glass itself. This breakage interrupts a | ow
vol tage direct current that runs through the wire, generating an alarm

c) Wndow vibration/ultrasonic sensors. Both of these
sensors are known as "wi ndow bugs." Vibration sensors detect attenpts to
penetrate wi ndows. U trasonic sensors detect the sounds nade by forcible
intrusions even if the sounds are not audible to the human ear. Such sensors
are passive receivers consisting of a m crophone and an el ectronic processor
whi ch di scrinminates between "noi se" such as human speech, and the specific
frequency associated with forcible entry attenpts.

5.3.4.4 Detection Wthin Building Interior Volumes. Volumetric detectors
detect the presence of an intruder within a given volune of space. The
followi ng are the nost conmonly depl oyed.

1) U trasonic. This sensor enits ultrasonic energy (inaudible to
the human ear) and sets up a "standing" energy field which is sensed by a
receiver. This sensor works on the Doppler principle. That is, any novenent
in the field produces a frequency change which is detected by the receiver
and causes an alarm Electronics within the sensor pernit adjustment of the
alarm
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threshold. As a result, the sensor can distinguish between novenents of both
smal | objects (such as birds) and the | arger notions of humans. The pattern
shoul d be set up in an area with stable surfaces avoi di ng objects whose
surfaces can vibrate.

2) M crowave. This sensor is a transceiver which transnits and
recei ves a radar frequency wave pattern. The sensor detects changes in the
wave pattern generated by novenments and results in alarns. The wave pattern
will penetrate glass, masonry walls, and other nonnetallic barriers so that
the sensor should not be ainmed at an outside wall. Sources of nuisance
al arns, such as w nd-caused novenent of netal objects, should be avoi ded.

3) Passive Infrared. Passive infrared sensors respond to the
energy enmitted by the human intruder, which is conparable to the heat
radi ated by a 50-watt light bulb. As infrared energy does not penetrate npst
buil ding materials, sources |located exterior to the facility will not
typically generate fal se alarms. However, |ocal heating effects can lead to
false alarnms via sunlight through wi ndows. Such geonetries should be avoi ded
during sensor placenent.

4) Sonic sensors. Sonic sensors can be active or passive.
Passive systens in their sinplest fornms use a mcrophone and an anplifier to
det ect sounds generated by an intruder. Active sensors are equivalent to
ul trasoni c sensors operating at audio frequencies. They detect the Doppler
frequenci es generated by intruder notion.

5) Capacitance proxinmity sensor. This interior sensor is used to
detect intrusions to netal objects. The sensor detects changes in
capaci tance between the protected object and ground that are caused by the
approach of an intruder. The alarmrelay is activated in a fail-safe
configuration so that an intruder, |oss of power, or breaking of the
protection | oop will cause an alarm

5.3.4.5 Duress Switches. Duress switches activate remptely |ocated al arms.
They are typically placed in hidden |ocations and activated by guards or
ot her personnel

5.3.5 Closed-Circuit Tel evision (CCTV)

5.3.5.1 Introduction. The sane CCTV technol ogy di scussed under exterior
site security (par. 4.6) can also be applied for threat assessment and
surveillance on building exteriors or within building interiors. The
following briefly describes its application to the building. The reader is
referred to par. 4.6 for a summary of the technol ogy. Sources of nore
detail ed design information include:
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o} NAVFAC Desi gn Manual 13.02, Commercial Intrusion Detection
Systenms, Septenber 1986.

0] Manual TM 5-853-4, Security Engineering., Electronic Security
Systems, U.S. Arny Corps of Engineers.

0] SAND 89-1924, Video Assessment Technol ogy Transfer Manual
DOE/ Sandi a Nati onal Laboratory.

0] ESE-SI T-0001, Siting Criteria for Standardized El ectronic
Security Equi pment, Air Force, March 1991

5.3.5.2 Function and Location. CCTV systens are nornally depl oyed on or
wi thin buildings and consist of a television canera, nonitor, and electrica
circuitry. Wen an alarmoccurs, a CCTV may be triggered automatically or
alternatively by personnel at the control center to determ ne whether
response forces should be dispatched to the alarnmed area. The follow ng
summari zes the functions and typical deploynent |ocations of the CCTV.

1) Threat Assessnment. As an al arm assessnent system CCTVs are
designed to respond nanual ly or automatically upon receipt of IDS alarns at
the Security Center. A properly integrated assessment CCTV system provides a
rapi d and cost-effective method for determ ning the cause of intrusion alarns
and assessing the threat (see pars. 2.4.1 and 2.4.3). It allows such
eval uations to be made from physically renote | ocations. Recorders can be
used to record alarmevents for assessment at a later tine.

2) Surveillance. CCTVs can also be used for surveillance. As a
surveill ance system CCTVs are typically designed to be used at the
di scretion of and under control of the Security Center consol e operator

3) Location. CCTV caneras may be nounted on buil ding exterior
wal I's or roofs to observe outside surfaces. They nmay al so be |ocated at
entrances to secure areas to aid access control or within building interior
spaces for threat assessment.

5.3.5.3 M ni mum Requi renents. M ni num DoD requirenments for CCTV apply
primarily to exterior site perineter deployment rather than on building
exteriors or within interiors. These requirenments are described in par. 4.6.

5.3.5.4 Available Technology. The reader is also referred to par. 4.6 for
a summary of avail abl e CCTV technol ogy.
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5.4 M ni mum Construction Requirenents. This section describes nininmum
DoD security requirements for vaults and strongroons; arns, ammunition, and
expl osive (AA&E) facilities; and nucl ear weapon and sensitive conpartnent
information facilities. If your facility is not any of these, you may proceed
directly to par. 5.5 for new construction, or to par. 5.6 for retrofit
construction.

5.4.1 General. DoD requires that sensitive or dangerous material be
protected in secure structures. In many instances, specific construction is
prescribed for major construction elenments such as walls, floors,
roofs/ceilings, doors, wi ndows, etc. This section summarizes these prescribed
requirements and the mininum penetration tines for each forced entry threat
severity level. Please note that you should consider these prescribed
construction requirenents as minimum In no case shall a design provide a
penetration time |l ess than those summarized here. On the other hand, if you
find your guard response tine requires a higher penetration time for the
facility than provided by the prescribed construction, par. 5.5 (for new
construction) or par. 5.6 (for retrofit construction) provide design options
to nmeet these added requirenents.

5.4.2 Vaults. Mninmumsecurity requirements for vaults are specified in
DoD 5200. 1R, Information Security Program Regulation. There are two classes
of vaults for the storage of classified material and equipnment: A and B

Class A vaults offer the maximumin protection. Class B vaults offer
adequate protection. In some cases, a |ightweight, portable "nodular vault"
may be applicable. The class of vault applicable to your case depends on the
classification I evel of the documents, material, or equipment to be stored.
The mi ni mum DoD construction requirements for each class of vault are
described as foll ows.

5.4.2.1 Class A Vaults

1) M ni mum Construction. As shown in Table 10, DoD 5200.1-R
requires that the walls, floors, roof, and ceilings be a m ni mum of
8-inch (200-mm-thick reinforced concrete with the standard reinforcing shown
in the table. In addition, the walls are to extend to the underside of the
roof slab above. When vault walls are part of exterior walls, the vault wall
must be set back fromthe exterior part of the exterior wall to allow
4 inches (100 nm for the normal wall facing to cover the vault wall. In
addition, a Class 5 door with the di nensions shown in Figure 29 is to be
provi ded. This door shall be equi pped with an energency escape and rel ocking
devi ce (DoD 5200.1-R). The escape device nust not be activated by the
exterior |ocking device and nust be permanently attached to the inside of the
door to pernmit escape by persons inside the vault.
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Tabl e 10
M ni mum Construction Requirenents for Class A Vaults (Dl AM 50- 3)

+)))))))))))))))))))))))))))))))))))))))))))))0)))))))))))))))))))))))))))))
M ni mum Penetration Tinme *

* * (m nut es) *
* M ni mum Constructi on Requirenent /)))))))0)))))))0)))))))0D))H))1
* * Low * Mediunm~ H gh =* Very=
* * * * * H| gh*
/333333333333333333333333333333333333333333333333333333))))33)3)))))))3)))))1
*Wal | s 8-inch (200-nm Reinforced * (¢) * (¢) *=12 (b)>»< 1 =
* Concrete (a) * * * * *
/333333333333333333333333333333333333333333333331333333))3)33)3)))))))3)))))1
*Fl oor s 8-inch (200-nm Reinforced * (¢) * (c¢) =18 (b)y» <1 =
* Concrete (a) * * * * *

/333333333333333333333333333333333333333333333333333333)))33))3)))))))3)))))1
*Roof / Cei |l i ng 8-inch (200-nm Reinforced * (¢) * (¢) *12 (b)>»< 1 =

* Concrete (a) * *
/3333313333333333333333333333333333333333333333333333333))3333)3)))))))3)))))1
*Door / Fr ame Class 5 (Fed Spec AA-D 00600C)* (c) = 10 * 2 *< 1=

-2333333333333333333333333333133313131333133131313133233131313132331313131123331313112))))) -

(a) Assunes standard reinforcing: The nost commonly used to prevent forced
entry incorporates No. 5 bars, 6 inches (15 M) on-center each way,
st aggered each face.

(b) Penetration tine is for an upward attack for other than floors on grade
(not practical to attack).

(c) Not practical to attack at this threat severity I|evel
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Figure 29
Class 5 Vault Door Dimensions
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2) Forced Entry Penetration Times. Penetration times for the
four threat severity levels are shown in Table 10. The |low | evel corresponds
to the use of sinple | ow observabl e, hand-held tools. The nediumleve
consists of all hand-applied and sonme battery-operated tools. High | eve
threats include power tools such as burn bars, jackhamrers, etc. The very
hi gh | evel threat includes explosives. As shown in Table 10, it is not
practical to attack the walls, roofs, and ceilings at the | ow and
medi umthreat levels. The doors can be defeated within 10 minutes for nedium
and 2 minutes for high severity threats. Oher openings can be defeated
within less than a minute. M ninum penetration tines against a high-Ieve
attack are 15 minutes for the walls and roof/ceilings. An upward attack on
floors frombelow requires 18 nminutes. Floors on-grade are not practical to
attack. Against the very high level of attack, the minimum penetration tines
are all less than 1 mnute.

5.4.2.2 Class B Vaults

1) M ni mum Construction. Mnimmrequirenments for Class B vaults
are summarized in Table 11. As shown, the walls are to be not |ess than
8-inch (200-mm-thick brick, or filled concrete bl ock masonry units. Hol | ow
masonry units are to be the vertical-cell type (load bearing) filled with
concrete and steel reinforcement bars. Mnolithic steel-reinforced concrete
wal | s at |east 4 inches (100 nm thick my al so be used. Floors are to be
nonol ithic concrete construction not | ess than 4 inches (100 mm) thick. The
roof is to be nonolithic reinforced concrete slab of a thickness to be
determ ned by structural requirements, but not |ess than 4 inches (100 mM)
thick. Cass 5 vault door requirements are the sane as for Class A vault
doors.

2) Penetration Tinmes. M nimum penetration tinmes achieved by the
above m ni mum construction are also shown in Table 11. WAlls provide from
2.5 to 4 mnutes against nediumlevel threats and doors provide about 10
m nut es agai nst a nediumlevel threat and 2 m nutes agai nst a high-Ieve
threat. Roof/ceiling penetration times are about 5 minutes. An upward
attack on the floor is about 9 mnutes for a high severity threat.
Penetration times for the very high threat are all less than 1 ninute.

5.4.2.3 Modul ar Vaults. Although not General Services Adm nistration (GSA)
approved for the storage of classified material, the nodular vault may be
appropriate in selected circunstances. Consult your first echel on command
for approved systens. Modular vaults can be procured under Federa

Speci fication AA-V-2737. They are |lightweight in conmparison to the standard
security vault. They are relocatable, easier and quicker to install, have
reduced floor |oading, and are | ess expensive. Additionally, they can be
custom desi gned to neet user specifications in ternms of size, shape, and

wei ght. Any nunmber of panels of various sizes can be conbined to fit

speci fic space requirenents, producing a custonized vault with virtually no
design restrictions. As of
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this printing, avail able nodul ar vaults have not passed GSA test
requi rements. Consult your first echelon command for approved systens.

Table 11
M ni mum Construction Requirenents For Class B Vaults (DoD 5200. 1-R)
+))))))))))))))))))))))))))))))))))))))))))))))0))))))))))))))))))))))))))))
M ni mum Constructi on Requirenent M ni mum Penetration Ti ne*
* (m nut es) *

/3331>>>0>>1>>>>>>0>>>)))0)))))1
* Low * Medium > H gh * Very=*

ok ox X %

* * * * H| gh*
/))))))))))))0)))))))))))))))))))))))))))))))))3))))))3))))))))3))))))3)))))l
*\Wal * 8-inch (200-mm) brick * (a) = * * *

8-inch (200-nmm concrete bl ock (a) 4.0 4.0 <1

masonry units, concrete filled,
rebar in each core (b)

R X % % %
LI I
LI I
LI I
LI I
LI I
LIS A I I

4-inch (100-nm nonolithic, (a) 3.0 3.0
* steel reinforced concrete (c) = * * *
/))))))))))))3)))))))))))))))))))))))))))))))))3))))))3))))))))3))))))3)))))l
* Fl oors * M ni mum 4-inch (100-nnm (a) (1)

* * nmonolithic concrete (c) * * * (d) * *

/))))))))))))3)))))))))))))))))))))))))))))))))3))))))3))))))))3))))))3)))))l
* Roof/ * M ni mum 4-inch (100-nnm (a)

<1

* Ceiling * nmonolithic reinforced concrete * * * * *
* * slab thickness deterni ned by * * * * *
* * structural requirements. (c) * * * * *
/))))))))))))3)))))))))))))))))))))))))))))))))3))))))3))))))))3))))))3)))))l
*Door/Frame * Class 5 (Fed Spec: AA-D-00600C) = (a) = *2.0 *< 1=

))))))))))))2)))))))))))))))))))))))))))))))))2))))))2))))))))2))))))2)))))—
(a) Cannot be defeated at this threat severity |evel

(b) Assumes No. 4 (12.7-nmm) rebar

(c) Assunmes 6- by 6-inch (150- by 150-m) welded wire fabric.

(d) Penetration tine is for an upward attack for other than floors
on grade (which are not practical to attack).
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5.4.3 Strongroons. A strongroomis an interior space enclosed by, or
separated from other simlar spaces by four walls, a ceiling, and a fl oor
all of which are normally constructed of solid building materials. A

st rongroom woul d be appropriate for storage of highly pilferable itens and
property of high value, e.g., electronics equipnent. Classified itens are
generally stored in vaults.

5.4.3.1 M ni mum Construction. M ninum construction requirenents for
strongroons are summarized in Table 12.

5.4.3.2 Penetration Tinmes. M nimm penetration times for the four threat
| evel s are al so provided in Table 12.

5.4. 4 Arnms, Amunition, and Explosives (AA&F) Facilities

5.4.4.1 M ni mum Requi renments for AA&FE Facilities

1) M ni mum Construction. M ninmum construction requirements are
specified in DoD 5100. 76-M Physical Security of Sensitive Conventional Arns,
Ammuni tion, and Expl osives. These requirements are sumrarized in Table 13
for security Risk Categories | through IV for Amunition and Expl osives.
Table 14 applies to Risk Categories Il through IV and non-earth-covered
magazi nes. The security risk categories are defined in Table 15.

a) Walls/Floors/Roofs. Walls, floors, and roofs are to be
a mni mum of 8-inch (200-mm concrete reinforced with two grids of No. 4
(12.7-mm rebar on 9-inch (225-mm centers; or 8-inch (200-mm)
filled-concrete block reinforced with No. 4 bars (12.7 m); or 8-inch
(200-nm) interlocked brick. 1In addition, DoD 5100.76M requires that security
Ri sk Categories | and bul k expl osives of Il (Table 15) nmgazi ne construction
be acceptable for storage as specified in DoD 5154.4, the Amunition and
Expl osive Safety Standard. To achi eve expl osive safety based on DoD 5154. 4,
the foll owi ng nagazi ne headwal | construction is nost comonly used:

12 inches (300 mm) of concrete reinforced with two grids
of No. 6 (19-mm) steel bars spaced 12 inches (300 M)
apart, both horizontally and vertically and staggered
each face to forma grid approximately 6 inches (150 m)
square.

Consequently, Risk Category | and ||l magazi nes have headwal | s that are

typically 12 inches (300 mm) or thicker and achieve a penetration delay tine
of 26 m nutes against a high-severity threat.
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Tabl e 12
M ni mum Construction Requirenents For Strongroons (DoD 5200. 1-R)

+)))))))))))))))))))))))))))))))))))))))))))))0)))))))))))))))))))))))))))))
M ni mum Penetration Tinme *

* * (m nut es) *
* /333333333333333333333333)))))1
* M ni mum Constructi on Requirenent * Low Medium High Very =
* * H|gh *
/)))))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))))))))))))l
*Wal | Pl aster, gypsum board, netal, =*
* handboard wood or pl ywood *
* with No. 9 gauge (3.8-mm, *
* 2-inch (50-m) wire nesh or *
* stronger. *

/)))))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))))))))))))
*F| oor s Use standard structural

* I’EQUI rements. *

/)))))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))))))))))))
*Roof / Cei |l i ng Pl aster, gypsum board, netal =

* hardboard wood, plywood, *
* No. 9 gauge (3.8-m), *
* 2-inch (50-m) wire nesh or *
* stronger. *
/)))))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))))))))))))
*Door / Fr ane/ Metal or solid wood reinforced*
*Lock with a netal panel, *

* | ouvers/baffle plates
* reinforced with No. 9 gauge
* (3.8-nmm), 2-inch (50-nm) wire

o ox X %

mesh. Built-in, three-
position Group 1 or 1R

conbi nati on | ock. *
/)))))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))))))))))))

*M sc. If larger than 96 sq in. (0.06*

*QOpeni ngs sq m, wire nmesh, (No. 18 *

gauge (1.1-m), 2-inch (50-
nm) - square nmesh. USN requires
9 gauge)

or

1/2-inch (12.5-mm) steel bars,
6-inch (150-nm spacing on

bars. *
0000000000000000000000000000000000000000 0000 500D

LI I

0.6 0.6 0.14 <0.1

FooR o % R o X % P X ok F X X Ok F X F F X F R X FEF X X} %

FooE % X % % %

b) Doors. Table 16 provides exanples of doors for
expl osive safety in DoD 5154.4. Mre information on AA&E doors can be found
in par. 5.5.5.3.

c) Mscell aneous openings. See Tables 13 and 14.
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Tabl e 13
M ni mum Construction Requirenents For Risk Categories | Through IV
(DoD 5100. 76-M

+)))))))))))))))))))))))))))))))))))))))))))))))))))0)))))))))))))))))))))))))))
* MnimmPenetration Tinme *

* M ni mum Construction Requirenent * (mn) *
* /)))))))))))))))))))0)))))))l
* * Med Hgh = Very *
* * Hogh *
/)))))))0)))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))3)))))))l
*! * 8-inch (200-m) concrete reinforced * (a) (a)

* * with No. 4 (12.7-mm) reinforcing bars, * * *
* * 9 inches (150 nm) on center, in each * * *
* * direction and staggered on each face * * *
* * to forma grid approximately 4-1/2 * * *
* * inches (114 mm) square. * * *
* * or * (a) 4.0 4.0* <1 =
* * 8-inch (200-mm) concrete bl ock (or * * *
* * concrete masonry unit) with No. 4 * * *
* * (12.7-mm) bars threaded through bl ock * * *
* * cavities filled with nortar or concrete = * *
* * and with horizontal joint reinforcenent =* * *
* * at every course. * * *
* * or * (a) 2.5 25* <1 =
* * at least 8 inches (200 mm) of brick * * *
* * interlocked between inner and outer * * *
* * courses. * * *
/)))))))3)))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))3)))))))l
*Floors * M ninum 6-inch (150-mm) concrete * (a) (a) <1 =*
* * construction reinforced with 6- by * (b) * *
* * 6-inch (150- by 150-mm) WA by WA nesh * *
* * or equival ent bars. *
/)))))))3)))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))3)))))))l
*Roof/ * Reinforcing bar spacing will forma * (a) (a) * *
*Ceiling* grid using No. 4 (12.7- m) bars or * * *
* * larger so that the area of any opening * * *
* * does not exceed 96 sq in. (0.06 sq n). * * *
* * |f ceiling or roof is of concrete pan- * * *
* * joist construction, the thinnest may * * *
* * not be less than 6 inches (150 nm) and * * *
* * the clear space between joists nay not * * *
* * exceed 20 inches (500 mm). * * *
/)))))))3)))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))3)))))))l
*Doors/ * Refer to drawings in source, see Table * (a) (a) * *
*Frane * 16 for typical construction. * * *

/)))))))3)))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))3)))))))l
*Locks/ * Hi gh security locks (ML-P-43607), see * (a)
*Hasps * Figure 40 * *
* * H gh security hasp (ML-H 29181), see * (a) 4 <1 =*
* * Figure 41. *
/)))))))3)))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))3)))))))
* (Openings of 96 sq in. (0.06 sq m or
nore with the I east di mensmn greater
than 6 inches (150 mm) will be protected
by:

*

<1

*
-9
(0]
E.
=
Q
*

<0.1

M ni mum 3/8-inch (9.5-m) hardened
steel rods with maxi num 4-inch
(100-mm) spacing with horizontal bars
so that openings do not exceed 32 sq
in. (200 sq mm).
or (a) 4.0 1.0

Riveted steel grating (weight of
13.2 I b/ft .2- (64.5kg/ m.2-) or
wel ded steel grating (weight of 8.1
I'b/ft.2- (39.6kg/m2-) with 1-by 3\16-
* inch (25.4- by 4.7-mm) bearing bars.
-32211322333311333313331333113331133311331133311333113312333133311313)113I10)2X))))))-

(a) Cannot be defeated at this threat severity |evel.

(b) Penetration is for an upward attack for other than floors on grade

(not practical to attack)

Fok ok b b R % X b b % X b b % X
LR N I N R N N N N

ok ok b b R X kb X b b X X %
Fok ok b b b % ko R % b F X X b b X Pk b % X

ook ok b b F X b b X b X X %

*

*
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Tabl e 14
M ni mum Construction Requirenents for Risk Categories Il Through IV Arns,
and Non- Eart h- Covered Magazi nes (DoD 5100 76-M

+))))))))))))))))))))))))))))))))))))))))))))))))))0))))))))))))))))))))))))))
* M ni mum Penetration Tinme *

* M ni mum Constructi on Requirenent * (mn) *
> /)))))0)))))0)))))))0))))))1
* * Low * Med = Hgh =* Very =*
* * * * *th*

/))))))))))))))))))))))))))))))))))))))))))))))))))3)))))3)))))3)))))))3))))))1
8-inch (200-m) concrete reinforced a) * (a) *

with No. 4 (12.7-mm) reinforcing
bars, 9 inches (150 mm) on center in
each direction and staggered on each
face to forma grid approximately 4-
1/2 inches (114 mm square
or
8-inch (200-m) concrete block (or
concrete masonry unit) with No. 4
(12.7-mm) bars threaded through bl ock
cavities filled with nmortar or
concrete and with horizontal joint
rei nforcenent at every course
or

at least 8 inches (200 mm) of brick
interl ocked between inner and outer
cour ses.
7/31333333333333333331333333313133313131313331313313)))
*Fl oor s M ni mum 6-inch (150-m) concrete
* reinforced with 6- by 6-inch (150- by
* 150-mm Wt by W nmesh or equival ent
* bars. *
/))))))))))))))))))))))))))))))))))))))))))))))))))3)))))

Rei nforcing bar spacing will forma * (a)
*CElIlngs grid using No. 4 (12.7 mm or |arger
so that the area of any openi ng does
not exceed 96 sq in. (0.6 sgm. |If
ceiling or roof is of concrete
panj oi st construction, the thinnest
may not be less than 6 inches (150
mm) and the clear spaces between
joists may not exceed 20 inches (500

(a) (a) 4.0 <1

(a) > (&) <1

****************
Foob % ok o b % b X ok ¢ X %

*

I
18(b) ~ <1

*

2313333))))
(a) > (&)

Foob X 0 % bk ok X ok kX b X kX %

*
*

23133331)3)3333)3)))
7.6 <1

(a)

ook % R o bk R 00 X ok ok X 00k b X R X ko % F X % X ¥
Foob % bk b % R 00 X b X 00k b X b X b % % F X X ¥

Foob X ok b X % %

LN I I
LI N N N N N R I B 2 I N R I N BN IS N NN BN N BN NN N R

L I I

* * * *

-))))))))))))))5)))))))))))))))))))))))))))))))))))2)))))2)))))2)))))))2))))))-
(a) Not practical to attack

(b) Penetration tine is for an upward attack for other than floors on
grade (not practical to attack)

113



M L- HDBK- 1013/ 1A

Tabl e 14
M ni mum Construction Requirenents for Risk Categories Il Through 1V,
and Non- Eart h- Covered Magazi nes (Conti nued)

*33333333333333333333331333313333131331333313133131313133130331313331333313331313331313311)))»
* M ni mum Penetration *

M ni mum Constructi on Requirenent * Tine (mn) *
/333130331330>3313131303)))))1
* Low * Med = Hgh =* Very =*

* * * *Hh*

/))))))))))))))))))))))))))))))))))))))))))))))))))3)))))3)))))3)))))))3))))))1
*Door / 1-3/4-inch (44-mm solid or lamnated =* (a) * O.

wood with 12-gauge (2.7-mm) steel
pl ate on outside face.

or
1-3/4-inch (44-mm hol | ow netal,
industrial type construction with
m ni num 14- gauge (1.9-mm skin plate
t hi ckness, internally reinforced
vertically with continuous steel
stiffeners spaced 6 inches (150 nm
maxi mum on center.

or
* GSA d ass 5-per Fed Spec: AA-D- 00600C
7/313333333333331333333333333131333131313133313133313)))
*Locks/ H gh security lock (ML-P-43607), see
*Hasp Fi gure 40.

LI N N .

*
l"
©
N

<1

ook % ok % % b X % %
)
R
Foob X ok % % kX % X
Foob % ok % % k% o F X ¥

10 =~ 2.0
2313333))33)3)
4 =<1

* *

<1
)DL

<1 =

(a)

2)DD))
(a)

X ok ok X b ok % kX % ¥

* H gh security hasp (M L-P-29181), see (a) » 4 <1 <1 =
* Fi gure 41. * * * * *
/))))))))))))))))))))))))))))))))))))))))))))))))))3)))))3)))))3)))))))3))))))1
*M sc. M ni mum 3/ 8-inch (9.5-m hardened 0.

*Qpeni ngs steel rods with naxi mum 4-inch (100-
mm) spacing with horizontal bars so

t hat openings do not exceed 32 sq in.
(0.02 sg m.

or

Riveted steel grating [weight of
13.2 I b/sq ft (64.5 kg/sq m] or

wel ded steel grating [weight of

8.1 Ib/sqg ft (39.6 kg/sq mM] with 1-
by 3/16-inch (25.4- by 4.7-mm bearing
bars. * * * *
-233333333333333333333333333333333131333133131333133131233313323313332313331112))))))-

Foob % R X k% X b X ok F X % X
Foob % R X ok ok X b X Ok F X % X

*
*

(a) ~4.0*1.0 <1

ook % b % % b X % %
ook % b % % b X % %
ook X ok % % b X % %
ook % b % % b X % %
Foob X R % % b X % X

ook % ok % % b X % %

(a) Not practical to attack.
(b) DoD 5100.76-Mrequires 3/8-inch (9.5-m) rods as a m ni mum
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Tabl e 15
Security Risk Categories (DoD 5100.76-M

+)))))))))0)))))))))))))))))))))))))0))))))))))))))))))))))))))))))))))))))))),

* dass(a)* * Ammuni tion & Expl osives
/)))))))))3)))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))1
Cat. | = hbt Appl i cabl e. Expl osi ve rounds for non-nucl ear
* missiles and rockets in ready-to-fire
* * configuration. Non-nuclear nissiles
* * and rockets in a ready-to-fire
* * configuration.

)))))))))3)))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))
Light automatic weapons * Grenades, high explosives, and white

up to and including phosphorus m nes, antitank, and
0.50 caliber (12.7 mm. ant i per sonnel (unpacked meight of 100
pounds (45 kg) or less); explosives
used in denolition operation; explosive
rounds for mssiles and rockets other
than Category | (unpacked wei ght of 100
pounds (45 kg) or less).
)))))))))3)))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))
Cat. 111> Launch tube and * Ammunition, 0.50 caliber (12.7 my and
> gripstock for Stinger; | ar ger, rocket and nissile warheads
* | aunch tube excl udi ng with explosive-filled projectile with
the 4.2-inch; grenade unpacked wei ght of 100 pounds (45 kg)
| aunchers; rocket and or less); grenades, incendiary and
m ssile | aunchers grenade fuzes; blasting caps;
(unpacked wei ght of 100 det onati ng cords; supplenentary
pounds (45 kg) or charges; bul k expl osi ves.
less); flane throwers;
| auncher, mssile
gui dance, and/or
> optical sight for TOW =
2233133333331313313333333133331313133331313331313131333131313133313131313331311I11)))
Cat. IV * Shoul der-fired weapons * Ammunition with nonexpl osive
* ot her than grenade proj ectiles (unpacked wei ght of 100
* | aunchers; handguns; pounds (45 kg) or less); fuzes (except
* recoilless rifles up to grenade fuzes, Category II1); grenades,
* and incl udi ng illumnation, snoke and practice, CS/CN
* 3.6 inches (90 mm). (tear producing); incendiary

*

*
*
*
*
*
*

ook % ok % ¥

*

*

*
*
*
*
*
*
*
*
*
*

LN I I

destroyers; riot control agents (100-
pound (45-kg) package or |ess);
ammuni tion for arns not otherw se

* * categorized

-3323333332>333333333333333333333331323333333313333313331331333133133313313313313I)I3))-

Foob ok b b bk b RN R R R R X R X EN R R X R X b X NOF X %
LN I I

FooR % bk b kb R R bk kR X R X Rk R X k% X b X X %

(a) As a general rule only arnms, nissiles, rockets, explosive rounds, m nes,
projectiles, etc., which have an unpacked unit weight less than 100
pounds (45 kg) or less are classified
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2) Penetration Tinmes. M nimm penetration tines for the four
threat |levels are given in Tables 13 and 14. Table 16 al so gives the results
of penetration tests showi ng that current nmagazi ne door designs can be opened
in about 4 mnutes. 1In general, current door designs offer |ower penetration
resi stance than headwal | construction for Ri sk Categories | and Il used
today. More information on |locks is provided in par. 5.5.6.

5.4.5 Nucl ear Weapons Facilities

5.4.5.1 M ni mum Construction. M ninmum construction requirements are
summari zed in Table 17 based on DoD 5210.41-M Walls are to be a m ni mum of
8-inch (200-nm concrete reinforced with two grids of No. 4 (12.7-m) rebar
on 9-inch (225-nm centers in each direction and staggered on each face to
forma grid approximately 4-1/2 inches (114 mm); or 8-inch (200-mm) concrete
bl ock with 3 inches (75 mm of fibrous concrete bonded to the inside. Floors
and roofs/ceilings have the sane requirenments as the walls. Doors are to be
1-3/4-inches (44-m)-thick solid wood with 12-gauge (2.7-mr steel outer face
or 1-3/4-inch (44-mm-thick holl ow nmetal door with 12-gauge (2.7-mm) skins
and stiffeners on 6-inch (150-mm) vertical spacing. M scellaneous openings
use 1-1/4-inch (32-mm by 3/8-inch (9.5-mm flat steel bars spaced 8 inches
(200 nm vertically and 1/2-inch (12.5-nm) rods 4 inches (100 nm apart

hori zontally or 1-1/2-inch (38-nm by 3/8-inch (9.5-nm flat steel bars
spaced 8 inches (200 m) apart vertically and 3/4-inch (19-mm rods 4 inches
(100 nm apart horizontally.

5.4.5.2 Penetration Tinmes. Table 17 shows the ninimum penetration tines
for the prescribed nucl ear weapon facility construction. Note that walls
provide up to 25 minutes for the mediumlevel threat and 22.6 mnutes for the
hi gh-l evel threat. Doors and m scell aneous openi ngs can be penetrated in
less than 1 m nute.

5.4.6 Sensitive Conpartnmented Information Facilities (SCIF). The term
SCI F describes classified informati on concerning or derived fromintelligence
sources. The facility contains nethods or analytical processes that are
required to be handl ed exclusively within formal access control systens
established by the DoD Director of Central Intelligence.

5.4.6.1 M ni mum Construction. M ninmum construction requirenments for SClFs
are sumarized in Table 18.

5.4.6.2 Penetration Tinmes. M nimm penetration times for the four threat
| evel s are al so provided in Table 18.
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Tabl e 16
Typi cal Magazi ne Door Panels For Explosive Safety For Ri sk Categories |
Through |V For Amunition and Expl osives (a)

+)))))))))))0)))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))

Steel Plate Faces Stiffeners M ni num Penetration

* Overall = Ti nes (m nut es) *
* Thi ckness /)))))))))))))))))))))))))))))))0)))))))))))))))))))))))))))))))))))))1
* in (mm > Qutside I nsi de

* *in (mm in (m Type * Spaci ng LOW MED HH HIGH *
/)))))))))))3)))))))))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))1
* 10-inch 18 inches (b) (b)

* (270) *(12 5) (6 25) (250- mm) * (450 mm) *
* * w de > apart, *
* * fl ange * hori zont al *
* * 49 | b/ft * spaces *
* * (75 kg/n-) * *
/)))))))))))3))))))))))))))))))))%))))%)))))3))%))))%)))))%)?)))%)?)))))))))))))))1
* inc i nches *
> (194) * (9. 4) (9.4) (175-mm) * (425 mMm) *
* * structural * apart *
* * Tee from = *
* * wi de fl ange>* *
* * 17 I b/ft * *
* * (25 kg/n-) * *
/)))))))))))3)))))))))))))))))))))))))))))))3))))))))))))))))))))))))))))))))))))1
* 4-inch 17 inches (b) (b) *
* (115) * (7 8) (7 8) (100- nmm) * (425 mMm) *
* * structural * apart, *
* * Tee from * hori zont al *
* * wi de flange * spaces *
* * 12 I b/ft * *
* * (18 kg/n-) * *
-2333233333323>333333333333133333331333313133323313133313313133331313331333131313131)I)))-

(a) Category | and Il storage nmmgazi nes have an | DS reqU|renEnt

(b) Cannot be defeated at this threat severity leve
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Tabl e 17
M ni mum Constructi on Requirenents For Nucl ear Weapons Mi ntenance Facilities
(DoD 5210.41-M
+)))))))))))))))))))))))))))))))))))))))))))))))))))0)))))))))))))))))))))))))))
* M ni num Penetration
* * Ti me (m nut es) *
* M ni mum Constructi on Requirenent /)))))0)))))0)))))))00)))))1
* * Low * Med = Hgh * Very *
* * * * * H gh *
/)))))))0)))))))))))))))))))))))))))))))))))))))))))3)))))3)))))3)))))))3)))))))1
*Wal | 8-inch (200-m) concrete reinforced * (a) * (a) =
with 2 grids of No. 4 (12.7-mm) bars
on 9-inch (225-mm centers.

*

*

or 25 22.6

(a)
8-inch (200-m) filled-concrete bl ock
with 3 inches (75 mm) of fibrous concrete
bonded to bl ock by 2-1/2-inch (62.5-mm
case hardened nails on 6-inch (35.5-mm

* spacing driven 1 inch (25 mm into bl ock.

/)))))))3)))))))))))))))))))))))))))))))))))))))))))3)))))3)))))3)))))))3)))))))1

Foob X ok F X % ¥
Foob X ok F X % ¥
Foob X ok F X % ¥
Foob X ok F X % %
Foob X ok F X % ¥
Foob X ok F X % ¥
ook % b % % b X % %

*
*
*

*

*Fl oors > Same as Wl ls. * (a) * (a) *

* * * * * (b) * *

/)))))))3)))))))))))))))))))))))))))))))))))))))))))3)))))3)))))3)))))))3)))))))1

*Roof/ > Same as Wl ls. * (a) * (a) * see *

*Celllng* * * *walls * *
* * * * above * *

/)))))))3)))))))))))))))))))))))))))))))))))))))))))3)))))3)))))3)))))))3)))))))1
*Door/ * 1-3/4-inch (44-m)-thick solid wood
(a) 0.8 0.8

*Frame * with 12-gauge
(2.7-m) steel outer face.

<1

or
1-3/4-inch (44-m)-thick hol | ow netal <1
door with 12-gauge (2.7-mm skins and
stiffeners on 6-inch (150-nmm) verti cal
spaci ng.
/)))))))3)))))))))))))))))))))))))))))))))))))))))))

1-1/4-inch (32-m) by 3/8-inch (9.5-m)
*Cpen- flat steel bars spaced 8 inches (200 nm
*i ngs

vertically and 1/2-inch (12.5-mm rods 4
inches (100 nm) apart horizontally.

(a)

LI I
LN I I

IDIDDEIDDIDIIDDDIDIDEIDDDDD)]
(a) 2 0.2 <0

or

Ay
b R X R X R X b % X b % X %

1-1/2-inch (38-m) by 3/8-inch (9.5-m)
flat sheet bars spaced 8 inches (200 nm
apart vertically and 3/4-inch (19-nmm)

rods 4 inches (100 nmm) apart horizontally.
7333331333113333331331333131313313133131331)331313131331)))
*Locks/ H gh security lock (M L-P-43607) see
*Hasps Fi gure 40.

(a)

Foob % b % % b X % %

b X ok % X ¥

*

*

131133331133)3133)35)))1
4 <1 <1

*

)DD))
(a)

*

*
ook % R X ok kb X ok b X ok Wk k% kX X ¥

ook % R O X ok kb X ok X ok W ok % kX X
ook % R X ok kb X ok X ok Wk kX X ¥
ook % R X ok kb X ok X ok Wk o % kX X ¥

*

*
LI I N .

H gh security hasp (M L-P-29181) see (a) 4 <1
Figure 41. AIB Requirenment for USN * * * *
-2333333233333333333333333133333313113133313133313131313323133313231313233131311233)))))-
(a) Not practical to attack at this threat severity |evel.
(b) Penetration tine is for an upward attack for other than a floor on

grade (not practical to attack).

<1

*

*
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Tabl e 18
M ni mum Construction Requirenents For Sensitive Conpartnmented |Information
Facilities (a)

+))))))))))))))))))))))))))))))))))))))))))))))))))0))))))))))))))))))))))))

* ni mum Penetration *
* * Ti me (M nut es) *
* M ni mum Constructi on Requirenent /))))))0)))))0)))))0)))))1
* * * '\/E g * Very*
* * * * * H gh*

/))))))))))))))))))))))))))))))))))))))))))))))))))3))))))3)))))3)))))3)))))1
Expanded Metal Reinforcenent

Construction 1 1

Rei nforced on inside with 9-gauge

(3.8-m) expanded netal .

<1 <1

Steel Plate Reinforcenment Construction
Rei nforced on inside with 1/8-inch
(3.2-m) steel plate.

Foob % ok % % b X % %

0 4-inch (100-mm reinforced
concrete

(b) > (b) <1

*

(b) * (b)

* Drywal | Construction * <1 *<1 *<1 *<1

/))))))))))))))))))))))))))))))))))))))))))))))))))3))))))3)))))3)))))3)))))1

*Fl oor s Sane as wal | s.

/))))))))))))))))))))))))))))))))))))))))))))))))))3))))))3)))))3)))))3)))))1
Sane as wal | s.

*CEI | | ng * * * * *

/))))))))))))))))))))))))))))))))))))))))))))))))))3))))))3)))))3)))))3)))))1
Class 5 (Federal Spec AA-D-006000) (b) =

Foob % ok % % b % o F X ¥ >(-
b X R % X b % ok F X %
Foob % R % X b % ok F X %
Foob % R % X b % ok F X %

o 8-inch (200-mm stone or brick 4 <1

Foob % R % b % kX % X

*Fr an-e * * * * *
* 16 gauge (1.5 mm with 1-3/4-inch (33- = (b) 0.8 0.8 * <1 =*
* nm V\Dod * * * * *
* 1-3/4-inch (33-mm solid core wood * (b) *<0.8 *<0.8 * <0.8*
* 1-3/4-inch (33-m) netal * (b) » 4 *<1 * <1 =
/))))))))))))))))))))))))))))))))))))))))))))))))))3))))))3)))))3)))))3)))))1
*Vaul 8-inch (200-m) reinforced concrete * * * * *
* with 1 grid of 5/8-inch (16-m) bars * (b) = (b) » 15 =<1 =
* hori zontally and vertically 6 inches * * * * *
* (150 M) on center. * * * * *
* M nimum 1/ 4-inch (6.4-mm steel lining ~ (b) = (b) » 1 =<1 =

on other construction. * * * *

-233333333333333333333333313333131313133313131131333131332331313132)13313132311132)))))-

(a) DIAM50-3, Physical Security Standards for Construction of Sensitive
Conmpartmented Information Facilities.

(b) Not practical to attack at this threat severity |evel.
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5.5 New Construction Design

5.5.1 | nt roducti on

5.5.1.1 Overview This section provides design options for hardening a new
bui |l di ng agai nst forced entry penetration. Hardening options for the very

hi gh-severity threats (explosives in conbination with hand, power, or thernmal
tools) are addressed in par. 5.5.2. This is followed by design options for
the I ow, medium, and high-severity threats in par. 5.5.3 for walls,

par. 5.5.4 for roofs and floors, par. 5.5.5 for doors, par. 5.5.6 for

wi ndows, and par. 5.5.7 for utility openings. The objective is to identify
construction choices that assure a bal anced desi gn between all building
conponents, i.e., approximtely equal penetration del ays against a given
threat severity level for each with no vul nerable weak |inks. These
penetration delay times for a given severity |level nust al so equal or exceed
the guard force response tines established in Section 2.

5.5.1.2 Summary of Design Choices. The choices available to the designer
are sumuari zed as foll ows:

1) Walls. Any wall construction can be used for the | owseverity
threat. For medium and high-severity threats, the choices are limted to
CMJ (concrete-masonry unit) for |lower delay tine requirenents, and
conventional or steel-fiber-reinforced concrete for higher delay tine
requi rements. Very high-severity threats require sacrificial areas or
massi ve reinforced concrete.

2) Roofs and Floors. Any roof or floor construction can be used
for lowseverity threats. Medium and high-severity threats require
reinforced concrete. Very high-severity threats require sacrificial areas
and reinforced concrete.

3) Doors. Specialized designs are available for |ow and medi um
threats for personnel doors, medium and high threats for vaults, and hi gh and
very high threats for nagazines. Conventional vehicle door designs are
avail able for low, medium and high threats, but all offer little penetration
resi stance.

4) Wndows. Specialized designs are available for |owbarrier
medi um, and hi gh-severity threat |evels:

a) Low - Hinged grating and transparent barrier
b) Medium - Transparent barrier
c) Hgh - Opaque rolling barrier

5) Uility Openings. |If possible, all utility openings should be
| ess than the man-passi bl e 96 square inches (0.06 sq mm of cross-sectiona
area or less than 10 inches (254 nm) in dianeter. \Were this is not
possi bl e, single or multiple grillwrks can be introduced for the | ow and
medi um t hr eat
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levels. Gillworks of larger size bars [No. 5 (16 mm) or greater] and
various constrictive barrier designs are provided for the high threat |evels.
Very high level threats require sacrificial enclosing structures around

openi ngs.

5.5.2 Designing for the Very High-Severity Threat. The use of

expl osives, either in bulk or augnented with flyer plates, can be especially

ef fective in quickly producing holes |arge enough for an intruder to craw

t hrough. There are only two ways of hardeni ng agai nst such threats: (1) the
use of building sacrificial areas, and/or (2) appropriately designed barriers
usi ng massi ve reinforced-concrete construction.

5.5.2.1 Sacrificial Areas. Sacrificial areas in the building can be

enpl oyed above, bel ow, and around the critical area in the building to be
protected (see Figure 30). The walls, doors, and other features of this
sacrificial area may be damaged, but will provide a standoff region to reduce
the effectiveness of the blast on the critical area. |In general, the
critical area should be low, internal to the building, and well away from
exterior walls and roof. Any type of construction of the exterior walls,
roof, etc., of the sacrificial area is acceptable. Using a |lighter
construction is nore desirable and may preclude the attacker fromusing | arge
quantities of explosives, reducing the danage to the buil di ng.

5.5.2.2 Barriers to Counter an Explosive Attack

1) Construction. The only practical barrier construction to stop
a direct explosion is the use of nmassive reinforced concrete 18 to 48 inches
(0.46 to 1.2 nm in thickness. Because of structural considerations, such
thick cross sections normally will be Iimted to the walls in the area
protecting the only critical resource. Roofs and doors require the use of
sacrificial areas and foyers as shown in Figure 30.

2) Penetration Tinmes. Thick, heavily reinforced concrete walls
can provide significant penetration delays. While power, hand, and thernal
tools are inpractical for removing the |arge nasses of concrete thick walls
contain, they can be used to cut and renmove the reinforcing material after it
i s exposed by the expl osives.

a) Explosive threats. VWile explosives can produce |arge
hol es, even in thick concrete walls, they do not renove the reinforcing
material. The shock waves produced by an expl osi on propagate throughout the
concrete, resulting in internal fragnentation and spalling (breaking off) of
the inner and outer surfaces. The pressure of the explosion forces the
fragnmented concrete out of the wall, and a relatively clean hole results.
Cutting and removing the reinforcing material for a cram hole contributes to
nost of the del ay.
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I f an expl osive-platter

flyer plate) conmbination is
SACRIFICIAL AREA R/F:q?éo?,::?osrm] Ejse)(; aSpt he :
|~ & (200mm) RENF. CONC. breaching tool, it may cut and
PROTECTED AREA OR & (200mra) GROUT renove most or all the
(MINIMUM) reinforcing material .
| |~ WALL HARDENED TU Thi s conbi nation mnimzes the
RESIST EXPLOSIVES BLAST need to cut the rebar with hand
N?“ or thermal
=iy tools after the concrete has
CONVENTIONAL METAL DOORS been renmoved by the expl osives,
PLAN VIEW I n many

cases significantly reducing the
penetration time. On the other

P - hand, the
z | CONVENTIONAL MASONRY pl atter charge requires nuch
2| uCRIFICIAL AREs OR RENE. CONC. CONSTR. more expl osi ve by wei ght than
E _U ey st woul d be required
— — if a regular explosive charge
|PROTECTED AREA were used to renove the
concrete. This fact,
plus the wei ght of the platter,
SECTION results in a much heavier
- configuration as
well as the possibility of
. col I apsing or destroying the
Figure 30 . entire structure or
Example Sacrificial Area Design For Very its contents, and makes the use
High Level Threats of platter charges questionable.

Consequently, the follow ng wall
desi gns are based on the use of
bul k expl osives only in conbination with hand, power, and thernal tools.

b) Concrete wall design. Table 19 presents the estimated
m ni mum penetration delay tinmes offered by various thicknesses of reinforced
concrete having a conpressive strength of at |least 5,000 psi (507,000 kPa).

5.5.3 New WAl | Construction for Low to High-Severity Threats

5.5.3.1 Sunmary. Table 20 sunmarizes the nmaxi mum penetration delay tines
achi evabl e for new wall construction options. These include concrete nasonry
unit (CMJ) construction, and conventional and steel-fiber-reinforced
concrete. Only these types of construction are recomrended for the medium
and hi gh-severity threat levels. Any wall can be used for | owseverity
threats. Stud-girt construction using standard materials such as wood, |ight
metal, stucco, and gypsum provide only nom nal protection (typically |ess
than 2 m nutes) and are not recomended for the nedium and high | eve

threats. Note in Table 20 that, for concrete thickness up to 12 inches (305
nm), steel-fiber-reinforced concrete is the only design option neeting a
single barrier penetration time requirenment of up to 50 ninutes.

Conventional concrete can achieve up to 35 m nutes, and CMJ construction up
to 18 m nutes. \here equival ent reinforced concrete or CMJ options are
possi bl e, the designer should select that which is also conmpatible with the
ot her buil ding conponents and al so satisfies any cost, functional

di mensi onal, and aesthetic objectives.
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Tabl e 19
Rei nforced Concrete Wall Designs For Very High Threat Levels

+)))))))))))))))))0))))))))))))))))))))0)))))))))))))))

* *Rebar |ayers - No. 6*

* Concrete * (19 m) on 6-Inch = M ni mum *
* Thi ckness * (150-mm) Centers * Penetration =
* in. (m * Each Wy *Time (mn.)(a) *
/))?)))g?))))))))?3))))))))))))))))))))3)))))))))))))))l
> = =
/)))z%)?3))?))))))3))))))))))))))))))))3)))))))))))))))l
/))zg)?3)3%?))))))3))))))))))))))))))))3)))))))))))))))l

/))))))?)))?))))))3))))))))))))))))))))3)))))))))))))))1
/))))))))))?))))))3))))))))))))))))))))3)))))))))))))))1

~ " "36 (0.9
/)))Zg)?z))?))))))3))))))))))))))))))))3)))))))))))))))1

-2233333333333333323333333333333131333333231313333333131))))-

(a) Use of bulk explosives to rempve the concrete
and power thermal tools to cut the rebar

5.5.3.2 Low Severity Threat. |In general, it is not practical to attack
wal s using only a limted set of |ow observable hand-held tools. A |ow

| evel threat would nore likely attack the doors, wi ndows, or other nore

vul nerabl e part of the facility rather than the walls. Any wall construction
can be considered adequate for this threat |evel

5.5.3.3 Medi um and High-Severity Threat. CMJ, conventional, and steel-
fiber-reinforced concrete wall construction options and correspondi ng nmi ni num
penetration times for medium and hi gh-security threat |evels are sunmarized
in Figures 31 through 34 and Tables 21 and 22. Note in Figures 31, 33, and
34 that the m nimum penetration times are presented as a function of the

t hi ckness of the cross section and the size and spaci ng of reinforcing.

Di fferent combinations of reinforcing size and spacing are reflected in the
fam |y of curves identified by A, B, C, etc. These conbinations are

summari zed in Table 21 for masonry and Table 22 for reinforced concrete. In
general, a required penetration time can be achieved either by providing a

t hi cker cross section and/or by adding nore reinforcing. Which is nore
appropriate may be decided by structural or other considerations. Note also
in Figures 31, 33, and 34 that the penetration tinmes are m ni mum val ues based
on the proper selection and optimal use of the attack tools. 1In this regard,
the region identified as the "nediumseverity threat |evel" assunes that only
hand- powered tools and sonme linmited battery-powered tools are used. For

t hese cases, the thickness and/or rebar conmbination required is |l ess than the
"hi gh-severity threat |evel" where power and thermal tools also may be used.
If the threat is of medium severity and the delay tine requirement is within
t he

123



M L- HDBK- 1013/ 1A

Tabl e 20
Wal | Construction Choices For New Construction
(Not More Than 12 Inches (305 m) Thi ck)

*3333333333333333333333333333333333301313333331313133333331313133333313131))),

* * Maxi num Penetration Del ay *
* Wal | * Ti mes (m nutes) *
* Construction * Achi evabl e *
* Type (b) * or Threat Severity Level *

/33313>>>>03333333333)0333))))))1
* Low * Medium = H gh =
/)))))))))))))))))))))))))))))))))))3))))))))3)))))))))))3)))))))))l
Concrete Masonry Unit * (a) =

/)))))))))))))))))))))))))))))))))))3))))))))3)))))))))))3)))))))))l
* Conventional Reinforced Concrete = (a)

/)))))))))))))))))))))))))))))))))))3))))))))3)))))))))))3)))))))))l
* Steel -Fi ber-Reinforced Concrete = (a)

-)))))))))))))))))))))))))))))))))))2))))))))2)))))))))))2)))))))))—

(a) It is not practical for low level threats to attack walls.
Any construction can be consi dered adequate.

(b) Note: As described in what follows, different cross-section
t hi cknesses and rebar conbinations apply to the | ow,
medi um, and hi gh-severity threat |evels.

medi um t hreat cross-hatched region in Figures 31, 33, and 34, the chart can
be used to establish the mnimum penetration tine. On the other hand, if the
delay time requirement is outside the nediumseverity region, this neans a
design having a thicker cross section and nore rebar is required to preclude
only the practical use of hand- or battery-powered tools. |In this case, pick
a cross section that is just outside the nediumseverity region to stop the
threat. For exanple, if the delay requirement is 10 mnutes for a nedi um
severity threat against reinforced concrete (Figure 34), providing sonething
just over 6 inches of concrete will stop the threat.

1) Medi um Severity Threat

a) Concrete Masonry Unit. As shown in Figure 31 and
Tabl e 21, penetration delay tines up to about 5.5 minutes are achievable
agai nst medi um severity threats using nortar-filled CMJ. Reinforcing bars in
the core are required for higher tines. Figure 32 presents sone additiona
masonry/ wood/ net al conposite cross-section design options together with their
penetration tinmes.
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Figure 31
Penetration Times For Solid Concrete Masonry Walls

b) Conventional Reinforced Concrete. As shown in Figure
32 and Tabl e 22, penetration delay tinmes up to 7.5 mnutes are achievable
agai nst medi um severity threats with 6 inches (150 mm) of reinforced concrete
at the "B" rebar conbination (Table 22).
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Tabl e 21
Penetration Time Chart Index For Figure 31, Reinforced Concrete Masonry
Wal s

Singl e Layer of Rebar in Block Cavities.

+))))))))))))))0))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))
*Spaci ng Each = Bar Number

* Vﬁ{nn$n0hes /)&)))))0)))))))0))))))))0)))))))))0)))))))0)))))))))0)))))))l
/)))))?))?)))))3)))))))3)))))))3))))))))3)))))))))3)))))))3)))))))))3)))))))l

*

/)%)z?%)?gg?)))3)))Z)))3)))%)))3))))))))3))))g?)))3)))g?))3))))%?)))3)))))))1
/)))))?)))?))))3)))))))3)))))))3))))))))3)))))))))3)))))))3)))))))))3)))))))1

*

/)Z)z?%)?zzg?))3)))))))3)))))))3))))))))3)))))))))3)))))))3)))))))))3)))))))1
/)))g)?))3)))))3)))%)))3)))%)))3))))))))3)))))))))3)))%)))3)))))))))3))))%))l
* (0]

*( 125 to 225) * * * * * * * *
/))))))))))))))3)))))))3)))))))3))))))))3)))))))))3)))))))3)))))))))3)))))))1
= 510 (250) = A A A A A A
))))))))))))))2)))))))2)))))))2))))))))2)))))))))2)))))))2)))))))))2)))))))—

Doubl e Layer of Rebar in Block Cavities.

+))))))))))))))0))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))
*Spaci ng Each = Bar Numbe *

* Vﬁy(n%;ches /)&)))))0)))))))0))))))))0)))))))))0)))))))0)))))))))0)))))))l
/)))%)?%g?)))))3)))z?))3)))g?))3))))))))3))))%?)))3)))%)))3))))23)))3)))))))l
/)%)z)))?))?)))3)))))))3)))))))3))))))))3)))))))))3)))))))3)))))))))3)))))))l
/)))Z)?233?))))3)))))))3)))))))3))))))))3)))))))))3)))))))3)))))))))3)))))))l
/))))))))))))))3)))))))3)))))))3))))))))3)))))))))3)))))))3)))))))))3)))))))l
* 4-1/2 (115) > A B C D

/))))))))))))))3)))))))3)))))))3))))))))3)))))))))3)))))))3)))))))))3)))))))l
~ 5to9 * A * B =~ B * B =~ C =~ C ~ b =

*( 125 to 225) * * * * * * * *

/)))23)?)gg?)))3)))))))3)))))))3))))))))3)))))))))3)))))))3)))))))))3)))))))1

* > *
-2222233333333323133313211113112131111111321311111111323131111132313111111123))))))-

c) Steel-Fiber-Reinforced (SFR) Concrete. Figure 34 shows
that penetration delay times up to about 11 minutes are achi evabl e agai nst
medi um severity threats with 6 inches (150 mm) of SFR and the "B" rebar
conbination in Table 22. The steel fiber is at |least 5 percent by vol une of
the concrete m x design.
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Tabl e 22
Penetration Time Chart Index For Figures 33 and 34
Si ngl e Layer of Rebar.

+))))))))))))))0))))))))))))))))))))))))))))))))))))))))))))))))))))))))))

*Spaci ng Each = Bar Numbe
* Wy, inches /)))))))0)))))))0))))))))0))))))))0))))))))0))))))))0))))))l
> (m) * None = 3 8

*

1)3)2?%)?33?)))f)))))))3)))))))3))))))))3))))))))3))))))))3))))))))3))))))l
i)))z)?zgg?))))f)))%)))3)))%)))3))))))))3))))))))3))))))))3))))))))3)))%?)1
1)3)2?%)?zzg?))f)))))))3)))))))3))))))))3))))))))3))))))))3))))))))3))))))1
£332232233535333325332323333)233232>33332233332323333232>3>32))1
*(125 to 225) = * * * * * * *
i))gzg)?%gg?)))f)))))))3)))))))3))))))))3))))))))3))))))))3))))))))3))))))1
222))3)33)3133123131333233313332>3313333323313313332X33133332XXXI30XIX2X)XI)))-

/)))))?))?)))))3)))))))3)))))))3))))))))3))))))))3))))))))3))))))))3))))))l

Doubl e Layer of Rebar.

+))))))))))))))0)))))))0)))))))0))))))))))))))))))))))))))))))))))))))))))

* Spaci ng Each = Bar Number *
* VQY(n%;ChES /)&)))))3)))))))3))))))))0)))))))0))))))))0)))))))))0))))))l
/)))))?))?)))))3)))))))3)))))))3))))))))3)))))))3))))))))3)))))))))3))))))l

*

/)%)i?%)?33?)))3)))%)))3)))%)))3))))))))3)))))))3))))))))3)))))))))3)))a))l
/)))))?)))?))))3)))))))3)))))))3))))))))3)))))))3))))))))3)))))))))3))))))l

*

/)Z)i?%)?iig?))3)))))))3)))))))3))))))))3)))))))3))))))))3)))))))))3))))))l

/)))g)?))3)))))3)))1)))3)))%)))3))))))))3)))))))3))))))))3)))))))))3)))%?)l
* 0

*( 125 to 225) * * * * * * * *
/))))))))))))))3)))))))3)))))))3))))))))3)))))))3))))))))3)))))))))3))))))1
= 510 (250) = A A A

))))))))))))))2)))))))2)))))))2))))))))2)))))))2))))))))2)))))))))2))))))—

2) High-Severity Threat Leve

a) Concrete Masonry Unit (CMJ). Penetration delay tines
up to 18 minutes are achi evabl e agai nst hi gh-severity threats using
nortar-filled reinforced CMJ bl ock (Figure 31 and Tabl e 20) agai nst
hi gh-severity threat |evels.

b) Conventional Reinforced Concrete. Figure 33 with Table
22 gives concrete thicknesses and rebar conbinations that can achi eve
penetration delay times up to 35 mnutes against high-severity threats.

c) Steel-Fiber-Reinforced (SFR) Concrete. Figure 34 with
Tabl e 22 gives SFR thickness and rebar conbinations that can achieve
penetration delay times up to 50 m nutes against high-severity threats.
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Penetration
Time {min.)
Construction
Medium High
INTERIOR 7 EXTERIOR
{" THICK LAYER (25mm) ;
OF 40 pet.
POLYURETHANE FOAM 8" (200mm) CONCRETE BLOCK
LAID IN RUNNING BOND
: 2 2
2 THICKNESSES DIAMON g %
MESH PLAS. LATH
ZA:
INTERIOR EXTERIOR
1" THICK LAYER (25mm)
OF 40 pct. T
POLYURETHANE FOAM
3/4" (19mm) No.9 B” CONCRETE HLOCK (200mm)
EXPANDED METAL (25mm) LAID IN RUNNING BOND a5 a5

3/4" (19mm) PLWOOD\

A P A Ko N o RO

Wood/Metal Composite Masonry Construction.

Figure 32
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Penetration
Time (Min)
Construction
Medium High
INTERIOR EXTERIOR

M

4

-

4" BRICK {(100mm) & 4 ALOCK (100mm) — !

IN LAID COMMON BOND WITH FULL

HEADER EVERY 7th BRICK COURSE 3 3

3/4 (19mm) No.9 {(3.8mm) EXPANDED
METAL NAILED IN PLACE 6" (150mm) o.c.

4" (100mm)} CONCRETE BLOCK — e

Figure 32
Wood/Metal Gompeosite Masonry Construction (Continued)

5.5.4 New Roof/Fl oor Construction for Low to Hi gh-Severity Threats
5.5.4.1 Sunmary. Only conventional or steel-fiber-reinforced concrete

construction are recommended for the nmedium and high-severity threat |evels.
Any construction can be used for |owseverity threats. Qther types of
roof/fl oor construction such as wood frame or nmetal provide only nom na
protection (typically less than 2 nminutes) and are not recomended for the
medi um and hi gh threat |evels.

5.5.4.2 Low Severity Threat Level. 1In general, it is not practical to
attack roofs or floors using only a limted set of |ow observable, hand-held
tools. Alowlevel threat nore likely would attack the doors, w ndows, or

ot her nmore vul nerable part of the facility. Consequently, any roof or floor
construction can be considered adequate for this threat |evel

5.5.4.3 Medi um and High-Severity Threat Levels. Conventional or steel-
fiber-reinforced concrete construction options and correspondi ng m ni num
penetration times for medium and hi gh-severity threat |evels are sunmarized
in Figures 33 and 34 and Table 22 for a downward attack on roofs or floors.
Figure 35 with Table 23 presents data for an upward hi gh-severity attack on
the floor. Figure 35 does not include nmediumseverity attacks because it is
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Minimum Penetration Time {(iminules)
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Concrete Thickness [Inches (mm)]

NOTE: If using Table 22 for walls, penetration times based on
horizontal attack. If using Table 22 for roofs/ceilings,
penetration times 2hr based on downward attack.
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Figure 33

Penetration Times For Conventional Reinforced Concrete Walls/Roofs
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NOTE: If using Table 22 for walls, penetration times based on horizontal attack.
If using Table 22 for roofs, penetration times based on downward attack.

Figure 34

Penetration Times For Fiberous Reinforced Concrete Walls/Roofs
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not practical to conduct an upward attack on floors w thout power tools.
Note in Figures 33 through 35 that the ninimum penetration tinmes are
presented as a function of the thickness of the cross section and the size
and spacing of reinforcing. Different conbinations of size and spaci ng of
the reinforcing are reflected in the famly of curves identified by A B, C
etc. These conbinations are summari zed in Tables 22 and 23. In general, a
required penetration tine can be achieved by providing either a thicker cross
section and by adding nore reinforcing. Wich is nore appropriate may be
deci ded by structural or other considerations. Note also in Figures 33

t hrough 35 that the penetration tinmes are mni num val ues based on the proper
sel ection and optimal use of the attack tools. In this regard, the region
identified as the "medium severity threat level" for a dowward attack in

Fi gures 33 and 34 assunes only hand-powered tools and sonme linited
battery-powered tools are used. For these cases, the thickness and rebar
conbination required is less than the "high-severity threat |evel" where
power and thermal tools also may be used.

1) Medium Severity Threat Leve

a) Roofs and ceilings. |If the threat is of medium
severity and the delay time requirenent is within the mediumthreat
cross-hatched region in Figures 33 and 34, the chart can be used to establish
the m ni mum penetration time.

On the other hand, if the delay tinme requirenment is outside the
medi um severity regi on, a design having a thicker cross section and nore
rebar is required to preclude only the practical use of hand- or
battery-powered tools. In this case, pick a cross section that is just
out side the nediumseverity region to stop the threat. For exanple, if your
delay requirement is 10 minutes for a nediumseverity threat against
rei nforced concrete (Figure 33), providing sonmething just over 6 inches (15
nm) of concrete will stop the threat.

b) Floors. Because an attacker is working against
gravity, it is not practical to attack a reinforced concrete floor from bel ow
for a nediumseverity threat using only hand-held tools. Any thickness or
rebar conbination is suitable for this case.

2) High-Severity Threat Leve

a) Roofs and ceilings. Figures 33 and 34 with Table 22
gi ve concrete thickness and rebar conbinations that will achieve a required
penetration time for both conventional and SFR concrete.

b) Floors. Figure 35 and Table 23 give concrete thickness
and rebar conbinations that will achieve a required penetration tinme for
conventional and SFR concrete.
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NOTE: Penetration times based on upward attack for other than
flocors on grade {which are not practical to attack).
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Figure 35

High-Severity Threat Level Penetration Times for Reinforced Conventional

and Fibrous-Concrete Floors Based on an Upward Attack
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Tabl e 23
Penetration Time Chart Index For Figure 35
Si ngl e Layer of Rebar.
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*Spaci ng Each = Bar Number
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Doubl e Layer of Rebar.
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1)3)i?%)?iig?))i)))z?))3))))))))3)))g?))3))))))))3))))%?)))3))))))))3))%))l

/333133333333333313333133>13133311333313)1113>31313)1133313131311133331313111))3)))))1
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* > *

SIIII0000)13131323113113132313313113231131131323131313323113113113)32X101))))2)))))-
5.5.5 New Door Construction

5.5.5.1 Sunmary. As noted, penetration delay time through structure walls
and other buil ding sections can be increased by using thicker or conposite
materials. However, in all structures, the value of the barrier ultimtely
is determ ned by its weakest point. Al structures, to be useful, require
doors for access. Doors, due to their functional requirenents and associ ated
har dwar e, inpose design restrictions and are, in many cases, one of the
weakest links in a structure. For exanmple, many structures with reinforced
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CMJU wal | s provi de pedestrian access through conmercial hollow steel doors.
In such a facility the barrier value of the basic structure, while designed
to be relatively high, is weakened by the use of ordinary doors, frames, and
hi nges. Bal anced design dictates the use of doors that provide the del ay
times commensurate with the structure in which they are install ed.

The nunber of doors to a facility should be reduced to an absol ute
mnimum I n cases where nore than one door exists, only one of these should
be provided with outside-munted | ocks and entry hardware. All others
shoul d, as far as practicable, present blank, flush surfaces to the outside
to reduce their vulnerability to attack. Exposed |ocking devices on the
exterior (attack side) of the door should be used only on | ow or
medi um security applications. No matter how secure a door is made, placing
the | ocki ng device on the exterior of the door cannot provide the |evel of
security required for high-security applications.

Al t hough the penetration time through the door surface usually can
be increased by use of heavier or conposite materials, such hardening nay not
provide a conplete security solution because of weight constraints, conflicts
with functional requirements, mounting hardware limtations, or |ock
vul nerability. There is no point in hardening a door surface beyond the
attack resistance of the avail able nmounting hardware and | ocki ng device
technol ogy. According to available data, currently used standard or
conmer ci al door or door hardware do not provide significant penetration tine
agai nst a deterni ned intruder.

For exanpl e, personnel doors currently are available only for the
| ow- and nmedi um severity threat |evels. Although vehicle doors are avail able
for the low through high threat |levels, they provide only nom nal penetration
times of 1 mnute or less. Vault doors are designed for the nedium and
hi gh-severity threats and AA&E nmagazi ne doors are used for the very
hi gh-severity threat. Commercial door nmanufacturers provide attack- and
bul | et-resistant doors. \When properly installed, these doors may offer a
substantial increase in penetration resistance over standard industria
doors. Requirenents for each type of door are described in the follow ng
par agr aphs.

5.5.5.2 Personnel Doors. As shown in Table 24, personnel doors are

avail able for low and nediumseverity threat levels. There are no personne
doors available to defeat the high- and very high-severity threat |evel
Potential attack areas on doors include the face (surface), hinges, and

| ocki ng device(s).

1) Low Severity Threat. Door design for the |low severity threat
is summari zed in Tables 25, 26, and 27.
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Tabl e 24
Per sonnel Door Penetration Tines

*33233333333333333333333013331333331333333330333131333313131313131333131))),»

*Threat Severity Level = Penetration = Design Details *
* * Time (mnutes)= *
/)))))))))))))))))))))))3))))))))))))))))3))))))))))))))))))))))l

Low * * Tables 25, 26, and =
* * * 27 *
* * * Fi gure 36 *
/)))))))))))))))))))))))3))))))))))))))))3))))))))))))))))))))))l

Medi um = * Tables 27, 28, and =
* * * 29 *
* * * Figures 36, 37, 38, *
* * * and 39 *
/3333333333333333333333333333333333333333333333333333)3)))))))))1
* Hi gh * N A * N A *

3333030333303 33 0303030300300 03033033
N A = Not Avail abl e

a) Door Panel Construction. Typical exterior personne
doors used with conventional construction are comonly 1-3/4 inches (45 nm
thick and typically faced with 16- or 18-gauge (1.5- or 1.2-m) steel
Al t hough sone doors are hollow, others commonly are filled with a
nonconbusti bl e foam or a slab of polyurethane. Locking devices for personne
doors vary; however, they are typically a five- or six-pin tunmbler type.

Hi nges are of nortised design with nonrenovable pins. It should be noted
that such features are only furnished when specified (as an extra cost
option). Estimated penetration tines for standard personnel doors are
uniformy | ow.

In evaluating the penetration tines of door surfaces,
consi der doors required to have panic bar hardware as special cases. These
doors do not require a man-passable opening to be defeated. Drilling a small
aperture to pass a wire hook through is all that is required to open them
The tradeoffs between |ife safety and security may inpact directly upon
interior layouts to avoid a design that must be conpromised to neet fire
protection requirenents.

Per sonnel door panel/edge details for |owseverity threat
| evel protection are shown in Table 25. The door panel is constructed of 16-
gauge (1.5-m) steel with 16-gauge (1.5-mm) steel stiffeners. Edge
construction is a 14-gauge (1.9-m) recessed channel. Fully wel ded
construction i s enployed.
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Tabl e 25
Personnel Door Panel/Edge Details, Low Security
1-M nute Penetration Delay Tine

+333333333333333333333333330333333333333333333313313331331333333333133333333331)),
* Size * 3 feet by 80 inches by 1-3/4 inches (0.9 mby =
* * 2 mby 44 mm
/))))))))))))))))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))l
* Appl|cable Speci fications* Hollow Metal Manufacturer's Association

* (HVMWA) 862-87, 810-87 *
/))))))))))))))))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))l
* Type * Type A, full-flush with continuous wel ded- *

* edge seans. Design F, full-panel flush door. =
/))))))))))))))))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))l

* Panel * Steel-stiffened.
/))))))))))))))))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))l
* Face Sheet * 16-gauge (1.5-mm) stee
/333333333333333333333333333333333333333333333333333333333333333333)))))))))1
* Stiffeners * Hat section, 16-gauge (1.5-nm steel; maxi mum *
* * distance between stiffeners 4 inches (100 mm) =
* * on center *
/))))))))))))))))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))l
* Edge Construction * 14-gauge (1.9-mm steel channel, recessed.
/))))))))))))))))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))l
* Speci al Features * Not Applicable

-2333333333333333333333333323333333333333133333131313131313333133131313133333331311))1I)))-

Tabl e 26
Personnel Door Frane Details, Low Security
1-M nute Penetration Delay Tine

*3333333333333333333333033333333333333333313313131333313313131313333331313131333333111))

* Applicabl e * Construct per HWVA 820-87 & 862-87 except as *
* Specifications * not ed. *
* Frame Design * Single door, butt-type, doubl e-rabbet type; 14- *
* * gauge (1.9-mm steel, fully wel ded. *

/))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))))))l
* Janb Depth * 4 inches (100 M)

/))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))))))l
* Speci al Features * See Figure 36 for hinge side protection.

* Frame I nstallation * Install per HWA 840-87, 820-87. *

/))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))))))l
* Hardware Preparation = Prepare hardware per HWA 830-87. Frane is to be

* * built into a wood-stud frame wall. *
5333333333303 0303030030303 03 0303030303030
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Tabl e 27
Personnel Door Hardware Notes For Low and Medi um Severity Threat
+3333333333333333303333331333333333333333333333333333131333313333333333333333))),

*Mbrti se Lock * Anerican National Standards Institute/Buil ding Hardwarex*
* * Manufacturers Associ ations (ANSI/BHWA) A156.13 Series =*
* * 1000 Security Grade, with dead bolt and | atch bolt. *

/33333333333333333333333333333333333333333333333333333333333333333)3))))))))1
*Auxiliary Rim * ANSI/BHMA A156.5, Security Grade dropbolt |ock operated*

*Lock by key frominside and outside. Lock selected nust
conformto nmounting bolt tensile test [12,000 pounds
(5,450 kg)] described in Section 10.10. Lock shall be
used in conjunction with anti-wedge and anti-dril
plates simlar to the type shown in this specification
Note: To comply with life safety requirenents, this

| ock shall only be used during those hours when the
space i s unoccupi ed.

ok % % ok F % X

%
I
=}
Q
®
n

ANSI / BHVA A156.1. Heavy Weight. Note: nmedium
security door systens require sone form of hinge side
protection. Sone hinge manufacturers provide this in
hi nges. |If these type of hinges are not used, then
some form of hinge side protection shall be engi neered
into the door system (see Figure 36). For added
protecti on agai nst door sag, use surface-nmounted

conti nuous hinges, and design the door/frame with

* * hinge-side protection independent of the hinges.
/)))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))))))))))))l
*Ki ck Pl ates * ANSI/ BHVA A156.
/)))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))))))))))))l
*Pani ¢ Har dwar e * ANSI/BHVA Al156.3, Grade 1, Mrtise exit device. Note:
* * Use of panic type exit devices as required by life

* * safety codes in lieu of nortise |ock described above.
* However, to ensure mediumsecurity rating, use in
conjunction with auxiliary rimlock (see note above).

/)))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))))))))))))l
*Ct her Hardwar e If the use of other hardware such as cl osing devices,

LI I B
Foob R % ok R X % ok X X ok F X X ¥
o % ok R X X ok X % ok F X % %

*
L S ]

*

*

*

* * electric strikes, etc., is required, ensure that the *
* = hardware sel ected meets ANSI/BHVA requi renents, and *
* * does not interfere with the security devices on the *
* * door systems. Consult with the Naval Civil Engineering=*

Laboratory Security Engineering Division (Code L56) if =
* there are any questions. *
0000000000000 00000D0D0D0DDD0DDDDDDDDDDDDDDDDIDDIIDDDIIDIIIIIIIIIDIDIDIDD I
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Tabl e 28
Per sonnel Door Panel/Edge Details, Medium Security
4-M nute Penetration Tinme

+)))))))))))))))))))))))))))0)))))))))))))))))))))))))))))))))))))))))))))))
* Size > 3 feet by 80 inches by 1-3/4 inches (0.9 mby =*

* * 2 mby 44 nmm *
/)))))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))l
* Applicabl e Specifications =~ HWA 863-87, 810-87
/3333333333333333333333333333>3333333333333333333333333333333333333)))))))))1
* Type * Type A, full-flush with continuous wel ded- *
* edge seans. Design F, full-panel flush door. =

/)))))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))l

* Panel * Steel -stiffened.
/)))))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))l
* Face Sheet * 14-gauge (1.9-mm) stee
/3333333333333333333333333333333333333333333333333333333333333333333))))))))1
* Stiffeners * Hat section, 14-gauge (1.9-mm steel; maxi num *
* * di stance between stiffeners 4 inches (100 nm =
* * on center *
/)))))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))))))))l
* Edge Construction 12-gauge (2.7-mm) steel channel, recessed. *

Speci al Features Hi nge side protection conf|gurat|on (see
Fi gures 36 and 37)
7-gauge (4.6-mm anti-pry strips (see Figure

38)

L I ]

*
*
*
*
*

ok ox X %

*

000000000000000000000000 00 5000000000000
b) Door Frame Construction. Personnel door frame details

for the lowseverity threat are shown in Table 26. The frame is designed to
be installed into a wod-stud frame wall. Hinge-side protection shall be
provided in accordance with Figure 36. The security stud shown in section
(c) of Figure 36 fits into the frame openings shown in section (b) at the
three | ocations shown in section (a).

c) Door Assenblies. The |ow security door includes a
continuous hinge, nortise lock with a dead bolt, an auxiliary rim dead bolt
| ock, and other hardware as may be required. Requirements for these hardware
items are shown in Table 27. Doors and frames are to be built and installed
per applicable National Association of Metal Manufacturers-Hollow Meta
Manuf act urers Associ ati on (NAAMM HWA) standards. All wel ded 14-gauge (1.9-
nm) steel construction is used. Doors neeting these requirenents provide 1-
m nute penetration tine. |If nore delay tine is needed, nmultiple doors placed
in series may be provided as shown in Figure 10.

2) Medi um Severity Threat Level. The personnel door design for
the medi um severity threat is summarized in Tables 27, 28, and 29. This door
consists of a 14-gauge (1.9-nm steel, and a stiffened face sheet with a
frame designed for installation in CMJ walls. This design includes either
the "security stud" protection shown in Figure 39 or the "lug/dowel pin"
option shown in Fig. 37. Lock side protection is acconplished with the
7- gauge
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Tabl e 29
Personnel Door Frane Details, Medium Security

4-M nute Penetration Tinme
+))))))))))))))))))))))0))))))))))))))))))))))))))))))))))))))))))))))))))))

* Frame Size * 12 gauge (2.7 m)
/))))))))))))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))))))l
* Applicabl e * Construct per HWVA 820-87 & 863-87 except as

* Specifications * not ed. *
/))))))))))))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))))))l
* Frame Design * Single door, butt-type, doubl e-rabbet type; 10-

* * gauge (3. 4- nn) steel, fully wel ded. *
/))))))))))))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))))))l
* Janb Depth * 8 inches (200 M) *
/33333333333333333333333>3333333333333333333333333333333333333333333))))))))1
* Speci al Features * See Figures 36 and 37 for details on hinge-side *

pr ot ect i on.

See Figure 39 for details on special 12- by 1- by
1/ 4-inch (305- by 25- by 19-mm) plate
reinforcement for auxiliary rimlock strike

* * reinforcenent.

/))))))))))))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))))))l
* Frame I nstallation * Install per HWA 863-87, 840-87 and 820-87

/))))))))))))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))))))l
Har dware Preparation = Prepare for Hardware per HWA 863-87, 830-87.

ok ox X% %
o ox X %
b X % % %

*

Use one of the two cases bel ow for selecting
installation hardware

1) Frane to be installed in a Concrete Masonry
Unit (CMJ) wall with the frane installed and
the wall built to the frame. Provide
adjustable 2- by 10-inch (50- by 254-mm)
corrugated 12-gauge (2.7-nm franme side.
Ensure that the rebar system of the CMJ wall
ties into the interior of the frane. G out-
fill frame with a grout of conpressive
strength not less than 3,000 psi (21,000 kPa).

2) Frane is to be installed in a prepared opening
ina CMJwall. Frame shall be punched and
countersunk for expansion bolt anchors (four
per side) and provided with 12-gauge hat -
shaped reinforcements secured in place with at
| east four spot welds each. Gout-fill frame
with a pourable type grout with a conpressive
strength of not |ess than 3,000 ps

* (300, 000 kPa).

-23333333333333333333332>3333333333333331313313331313131313133331331313131313333313111)1I)))-

oo o ok R X X ok R X ok R X 2k ok % X ok F % X
o R ok R % X ok b X X ok kX % ok F X % %
oo o o R X X b R X ok b X ok ok % X ok F % X
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(4.6-nm) anti-pry strip shown in Figure 38 and the auxiliary rimstrike

rei nforcement shown in Figure 38. This design provides 4 mnutes of del ay
agai nst a mediumseverity threat. |If nore delay tine is required, nultiple
doors installed in series may be used as shown in Figure 10.

3) Hi gh-Severity Threat Level. There are no high-severity threat
personnel doors. |If there is a requirenent for a high-severity threat
personnel door, use alternative nmeans. For exanple, use two medi um severity
personnel doors mounted in series or use a vault door. Since access contro
or panic hardware can not be installed on a vault door, consider using both a
dayti me door and a nighttinme door.

5.5.5.3 Vault Doors. Since openings in vaults are nore vulnerable to
attack than the vault enclosure itself, only one entrance should be provided,
where possible. Wen a vault exceeds 1,000 square feet (90 sgq m) in floor
space, or will have nore than eight occupants, it should have a m ni mum of
two exits for safety purposes. Wen nore than one entrance is required, each
shal | be equi pped with an approved vault door with only one used for normal
access. \Where continued use of an entry barrier is required at a vault door
a day gate shall be provided for the primary entrance to preclude undue wear
of the door, which eventually could weaken the | ocking mechani sm or cause

mal functioning. Vault doors and franme units shall conformto Federa

Speci ficati on AA-D-00600C for GSA Class 5 vault doors. Requirements of this
specification are sumrarized in the foll owi ng paragraphs. Vault door

requi rements and penetration tines are given in Table 30.

Tabl e 30

Vault Door Options and Penetration Tines

+))))))))))))))))))0))))))))))))))))))))))))))))))))))))))))))))))))))))))))
Threat Severity Level

* /))))))))))))0)))))))))))))))))))))))0)))))))))))))))))))l
* Attribute * Low = Medi um Hi gh

/%?))))))))))))))))3))))))))))))3)))))))))))))))))))))))3)))))))))))))))))))l
ass

/313333333333333333333333333333333333333333333333333333333)133333)3))3)))))))1
*Speci fications * NA * FED SPEC AA-D- 00600C *FED SPEC AA-D- 2757 =

/))))))))))))))))))3))))))))))))3)))))))))))))))))))))))3)))))))))))))))))))l
*Penetration Time =

*(m nut es) * * * *

0000000000000 300000000 DDDDDDIDIDDDDDDIIIIIIIDIIDIIDIIDIIIIIIIIDIDIDD L
N A = Not Applicable
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B) Addition of a metal dowei—pin
and socket ta the existing

A} Metal lug and hinge.
receptacle system.

2l @
I
o | 2
|
2 [1]®
e —
on

c) Instailation of a metal D) Hinge with lug and matching
dowel-pin in the deor and socket formed inte hinge at
reinforcing metal cup in factory.

the door frame.

Note: Lugs, dowel-pins. ete., should be lL—inch—diameter {25.4mm} minimum.

Figure 37
Personmnel Door, Representative Medium-Security Hinge-Side Protection
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Figure 38

Petrsonnel Door Anti-Pry Strips For Medium-Security Applications
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Figure 39

Personnel Door, Auxiliary Rim-Lock Strike Reinforcement
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1) Low Severity Threat. There are no |owseverity threat vault

doors.

2) Medi um Severity Threat. Vault doors for the medium severity
threat are GSA Class 5 vault doors (see Figure 29) that are designed to
conply with Federal Specification AA-D-00600C. They provide a forced-entry
penetration delay time of 10 mi nutes.

3) Hi gh-Severity Threat. Vault doors for the high-severity
threat are GSA Class 8 vault doors that are designed to conply with Federa
Speci fication AA-D- 2757. They provide a forced-entry penetration delay tinme
of 15 m nutes.

5.5.5.4 Magazi ne Doors. Table 31 identifies design data for high-severity
threat | evel AA&E storage facilities. Table 32 identifies nagazi ne door
design data for the very high-security threat |evel

Tabl e 31
Hi gh- Security Magazi ne Door
+3333333333333033333333333333133333333303333313333333331313))) .,

* El ement = Constructi on * Penetration Time =
* * * (m nut es) *
/)))))))))))))3)))))))))))))))))))))))3)))))))))))))))))))l
*  Panel * See Table 16 *
* Lock/Hasp = Figures 40 and 41 * <1 >

-2233333333333233333333333333133313113332313131333313331311)))I)))-

Tabl e 32
Very Hi gh-Security Magazi ne Construction

+))))))))))))))))0))))))))))))))))))))))0)))))))))))))))))

* El enment Construction (a) * Penetration Tinme*
* * * (mnutes) (b) =
/))))))))))))))))3))))))))))))))))))))))3)))))))))))))))))l
* Panel Figure 42

/))))))))))))))))3))))))))))))))))))))))3)))))))))))))))))l
* Lock|ng System = High-Security

* |Internal - Locking * *
* * &/St em * *

-22333333333333332>33333333331333131333331332313333133313131)))I)))-

(a) Contact the Naval Civil Engineering Laboratory for
details.

(b) Penetration time is for hand/ power/and thermal tools.
Al so defeats explosive charges.
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1) Low and Medium Severity Threats. There are no |ow and
medi um severity threat doors.

2) Hi gh-Severity Threat. Table 16 gives exanples of typical door
panel construction required by DOD 5154.4 to achi eve expl osive safety in the
storage of Risk Categories | through IV, amunition and expl osives (see Table
15 for a description of risk categories). At present, the shrouded shackle
padl ock shown in Figure 40 together with the shrouded hasp shown in Figure
41, is to be used with these doors. Note in Table 31, that although the door
panel is capable of providing a penetration delay tine of 4 mnutes, the
| ock/ hasp provides |less than 1 m nute of delay against a high-severity
threat.

3) Very High-Severity Threat. Figure 42 describes a door pane
design that will counter a very high-severity threat. This panel should be
used with the High-Security Internal-Locking System The door panel and
| ocki ng system are described in detail in ML-HDBK-1013/11 and 1013/ 6,
respectively. \Wen the door panel and | ocking systemare integrated, the
resulting barrier will provide 20 nminutes of delay against a very high-
severity threat |evel attack

5.5.5.5 Vehicle Doors. Table 33 provides a summary of the door
construction choices applicable to vehicle doors for the |l ow, nmedium, and
hi gh-severity threats.

Tabl e 33
Vehi cl e Door Construction

*33333333333333333333333301333333313313131333133313133333133013133331313131313133131))),»

* Threat Severity Level = Construction * Penetration Time *
* * * (m nut es) *
/))))))))))))))))))))))))3))))))))))))))))))))))))))3))))))))))))))))))1
Low * 18-gauge (1.2-nmm
* * galvani zed steel with * *
* * interlocking slates. * *
/))))))))))))))))))))))))3))))))))))))))))))))))))))3))))))))))))))))))1
Medi um * 14-gauge (1.9-nmm
* * hollow nmetal on 3/8- * *
* * inch (9.5-mm steel * *
* * plate. * *
/))))))))))))))))))))))))3))))))))))))))))))))))))))3))))))))))))))))))1
* Hi gh * See Table 16 and *
* * Figures 40 and 41 for * *
* * magazi ne door. * *

-22333333333333333333333132>3333313133313313131333313131313131313233131313131133I111))))-

1) Low Severity Threat. For the |lowseverity threat, use the
standard 18-gauge (1.2-mm) gal vani zed-steel roll-up door with interl ocking
sl ats.
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BACK VIEW WITH
SHACKLE OPEN

BOTTOM VIEW

BACK VIEW WITH
SHACKLE CLOSED

Figure 40

Shrouded Key Operated Shackle Padlock Per MIL-P-43607
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‘A’/} LOCATOR BUTTONS
[

LOCATOR BUTTONS

LEFT HAND OPENING

LOCATOR BUTTONS P\%

LOCATOR BUTTONS

RIGHET HAND OPENING

Figure 41
Shrouded Hasp For Padlocks MIL-H-2%181
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Edge Channel
Cl10 X 20 (ASTM A36)

(254mm x 9.08kg/ft)

15" Max 15"Constant
—( 107 \ o — (Sﬂlmm)——iﬂ—{ﬁﬂlmm)—"——
2534mm

P i |

1 VZZ7)

RN

m/%\ i \o7)

| 1 3
— 10-3/4" \‘B» 175

273mm - Boltwork is
( ) 203mm | (¢5mm)} Mounted on
1/4" (6mm)A36 this Edge
Steel Plate ‘ ‘

1-1/2'{38mm) Lightweight

#9 Expanded Metal Refractory Concrete

4-3/8 (111mm)Pitch, Density 55-78 Ib/scu' ft.

10 Gauge(3.8mm Thick) (881-1260kg/m?}

NOTE:  The side of the door with 1/2" thick (12.7mm}
steel plate faces outwards.

Figure 42
Magazine Door Panel Cross Section For Very High-Severity Threat

2) Medi um Severity Threat. Use 4-inch (100-m) sliding doors (2)
constructed of 14-gauge (1.9-mm) hollow nmetal or 3/8-inch (9-m) steel plate.

3) Hi gh- Severity Threat. For the high-severity threat, use the
magazi ne door described in Table 16.
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5.5.6 New W ndow Construction

5.5.6.1 Sunmary. Practical glazing systens presently for the nedium
severity level provide up to 4 minutes of delay. None exist for the high- or
very high-severity level. An alternative to glazing systenms is to use grills
over openings. Conbinations of glazing and grills are also possible. Table
34 shows the tine required and the nunmber of cuts necessary to open

man- passable entries in grills as a function of bar size and spacing.

Tabl e 34
Ti me and Nunber of Cuts Required to Open a Man-Passable Entry in
Gills Conposed of Various Size Bars and Bar Spaci ngs
+)))))%)))&)))0))))))))))?)))))0)))))))))))))0)))))))))))))))0)))))))))))))
ar No. = .
* * nm *  (12.7 m) * (159 Mm > (19.1 nm *
/)))))))))))))2))))))))))))))))2)))))))))))))3)))))))))))))))2)))))))))))))l
Low and Medi um Severity Threat Level = High-Severity Threat Level =
/))))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))0)))))))))))))l
SpaC|ng Ti me Ti me Ti me Ti me
* in (m (m nut es) (mnutes) = (mnutes) * (mnutes) =

/)))))))?))?)))))))))))))))))))))))))))))))))3)))))))))))))))3)))))))))))))1

/)))))%)g?))?))))))))))))))))))))))))))))))))3)))))))))))))))3)))))))))))))1

/))))))?)))?)))))))))))))))))))))))))))))))))3)))))))))))))))3)))))))))))))1

/))))Z)g?ii)?))))))))))))))))))))))))))))))))3)))))))))))))))3)))))))))))))1
/))g)g?z%g)%%g?))))))))))))))))))))))))))))))3)))))))))))))))3)))))))))))))1
/)))))))?)))?))))))))))))))))))))))))))))))))3)))))))))))))))3)))))))))))))1

*

))&)?)))))))))))))))))))))))))))))))))))))))2)))))))))))))))2)))))))))))))—
ot es:

1. Estimates are for a single-layer grill conposed of steel bars of the
di ameter shown, equally spaced both horizontally and vertically.

2. Times shown are total time neasured in minutes required to provide a
man- passabl e entry of at |east 96 square inches (0.06 sq n).

3. Cuts shown are the mnimumtotal number of bars that nust be cut to
provi de the man-passable entry.

4. All rebar should be enbedded 6 inches in concrete and wel ded at
i nt ersections.

151



M L- HDBK- 1013/ 1A

Tabl e 35
Recomended d azing Systemlnstalled In a Low Security \Wal
(Wood Frane) for a Low Severity Threat Attack
1 Mnute of Penetration Del ay
+))))))))))))0))))))))))))))))))))))))))))))))))))))))))))))))))))
* Conponent = Descri ption
/))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))))))l
* Gdazings = 1/2-inch (12.7-mr | ani nated pol ycarbonate

(a)

11/ 16-inch (17.4-m) gl ass-cl ad pol ycarbonate
with 3/8-inch (9.5-nm nonolithic
pol ycar bonat e

7/ 8-inch (22.2-nm gl ass-cl ad extruded
i onomer with 1/2-inch (12.7-mr) core

1-3/8-inch (35-mm glass-air gap with 1/2-

inch (12.7-mm) | ami nated pol ycarbonate (b)

1/4-inch (6.4-mm) | am nated gl ass
D322 0330303030003 03 03030300000 00)))
1/4-inch (6.4-mm) mnimumtotal frane

t hi ckness

DI
Franes

1/4-inch (6.4-m) m ni mum t hi ckness of
renovabl e stop

o % ok R X X 0 F X ok F X X ok F X X %

1-inch (25.4-nm) mninumbite

* 1-1/4-inch (32-m) gl azi ng rabbet depth

23333333131333233333333333131331333333133133131313131313331313131313133313333333313)))

Lag Bolts 3/8- by 3-1/2-inch (9.5- by -90-mm) lag bolts

22000000000 00000000000000000000000000000000000DDDDDDDDDDDDIDIIIDI DL
(a) 1/2-inch (12.7-m) | am nated pol ycarbonate tested in

FY90 and FY91.

(b) 1-3/8-inch (35-mm) gl ass-air gap pol ycarbonate tested
in FY91.

PN X R R X X o R X NCF R X R kX X ok F X % %
FRPOE X R X X ok o X P R F X Ok F X X ok F X X ¥

5.5.6.2 Low Severity Threat Leve

1) Low Severity Threat. d azing, frame, and anchorage designs
for the lowseverity threat are summarized in Table 35 for 1 mnute of
penetration delay. These designs are for installation in a wood-frame wall.

2) Medi um Severity Threat. A glazing, frane, and anchorage
design for the nediumseverity threat is summarized in Table 36. This design
provides 4 m nutes of penetration del ay.

3) Hi gh-Severity Threat. There is no known gl azi ng which will
provi de high-severity threat integrity. An alternative to a glazing systemis
a conbi nati on of glazing and wi ndow barrier over the opening. Figure 43 is a
wi ndow barrier that will provide 15 m nutes of delay against a high-severity
threat attack.
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STOP BOLT
& NUT

UPPER SILL

] / DROP-BOLTS

‘ LOWER SILL

PANEL

VERTICAL SILL \

BRACE

Figure 43
Window Barrier System For High-Severity Threat
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Tabl e 36
Recomended d azi ng System Conponents Installed in a Medium Security (CMJ)
Wall for a Medium Severity Threat Attack
Medi um Security Level
(4 m nutes)
+2333333333333303333333333333333333333313333333313133331313333133133331333333333)3))),

*Conponent * Descri ption *
/))))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))l
*d azi ngs * 1-1/4-inch (32-mm) | aninated pol ycarbonate
* * 15/16-inch (24-mm) gl ass-clad pol ycarbonate with 1/2-inch =
* * (12.7-mm | ani nated pol ycarbonate *
* * 1-3/4-inch (44-mm) gl ass-air gap pol ycarbonate with 1-1/4-~*
* * inch (32-mm |am nated pol ycarbonate *
* * 2-1/8-inch (54-mm) gl ass-clad extruded i ononer with 1-inch=*
* * (25-nm extruded ionomer (a) *
/))))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))l
*Fr anes * 1/4-inch (6-nm) mninumtotal frane thickness
* * 1/4-inch (6-nm mni mumthickness of renovable stop *
* * 1-inch (25-m) mnimmbite *
* * 1-1/4-inch (32-m) gl azi ng rabbet depth *
/333333333333333>33333333333333333333333333333333333333333333333333)))))))))1
*Anchor Bolts = 1/2- by 4-inch (12.7- by 100-mm) one-pi ece expansion *
* * sl eeve *
* * 3/8- by 3-inch (9.5- by 75-m) taper bolt *
-222223333333332333333333333111111113113131313131313131313131313131313131313I3I3I3I3I3I3IXIXIXIXIXIXIXIXIXI)I)I))-
(a) Gazing tested in FY91
5.5.6.3 Bars and Grills. Table 34 shows that the penetration tinme is
related directly to the diameter and spacing of the bars. [If, for exanple,
No. 5 (16-nmm bars are spaced 3 inches (75 m) apart (both vertically and
hori zontally) to forma grill, a penetration tine of about 2.5 minutes can be
achieved. Use of a double grill of the same construction should increase
penetration time to over 5 minutes. More grill layers will provide a
proportional increase in penetration tine. \Wen bars are used as penetration
del ay devices, the method of anchoring themto the wall is critical, since it
may be easier to tear or pry themloose than to cut them It is recommended

that bars only be used for concrete walls, ceilings, roofs, slabs, or CMJ
wal | s and that they be enbedded at |east 6 inches (150 nm therein.
Alternatively, they may be welded to a steel channel or angle frame which is
built into the construction as a unit.
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5.5.7 Uility Openings for New Construction - Low to High-Severity
Threats

5.5.7.1 Overview Uility openings, manhol es, tunnels, air conditioning
ducts, filters, or equi pnment access panels can provide intruders with an
attractive entrance or exit route. |If possible, such openings should be
elimnated, or if necessary, kept bel ow the man-passable size of 96 square
inches (0.06 sq m. The following briefly describes typical utility openings
and design options for hardeni ng them when they can not be elininated, or
nmust be |l arger than 96 square inches (0.06 sq m.

5.5.7.2 New Construction Design Considerations. Methods for hardening

el ectrical systemconduits, nechanical systemconduits for air conditioning,
heating, and venting systens, roof-nmounted equi pment, filter banks, nanhol es,
and ot her openings are discussed in this section.

1) Electrical and Mechanical Conduits. These consist typically
of sewers, manhol es, pipe chases, and sl eeves and trays.

a) Sewers/manholes. |If possible, providing a cluster of
pi pes, each less than 96 square inches (0.06 sq m) in cross section is nore
desirable than one large pipe. |If a large pipe is required, it is inportant

to ensure that structure walls, floors, or foundations which are accessible
from such underground routes provide the required penetration tinme against
penetration attenpts. Furthernore, actual entry ports fromthe sewers to the
structure should, if possible, be constricted to make their expansion into a
man- passabl e opening very difficult and tine-consuning. Obviously, an

ef fective intrusion detection system capable of detecting pre-intrusion
activities (e.g., a seismc systemto detect digging) is very inmportant for

hi gh-ri sk situations.

i) Hardening against low and mediumlevel threats.
Single (or multiple) fixed grills No. 4 (12.7 nm) or snmaller bars and with
spaci ngs of 3 inches (75 nm) or nore can be installed in sewers to provide
t he penetration tinmes agai nst hand-held tools as shown in Table 34. Figure
17 shows an exanple of a grill for concrete culvert pipe (see
M L- HDBK- 1013/ 10 for details). Although | ocked manhol e covers may di scourage
a less-dedicated intruder, typical fastening devices offer little penetration
delay times (<1 minute) against a dedicated threat. Manhol es should not be
accessible to a potential intruder.

ii) Hardening against high-level threats. Single
(or multiple) fixed grills with at least No. 5 (15.9-mm) bars and with
spaci ngs as shown in Table 34 provide the penetration tines indicated.

b) Pipe chases. Pipe chases are horizontal or vertica
framed-i n passageways that nmay be as small as 1-foot square (305-mm square)
to any desired size. They are typically constructed of studs and gypsum
boar d.
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I f unprotected, vertical chases connecting adjacent floors may provide
unlimted access once an intruder is inside the chase system Sinilarly,
hori zontal chases (wal k-throughs) may offer little inpedance to novenent
except that afforded by the internal equipnment, piping, cable, and the
entrance door(s). Entrances to, or exits from overhead craw spaces may
al so be made from some chases.

i) Hardening against low and mediumlevel threats.
Single (or multiple) fixed grills with No. 4 (12.7 nm or snaller bars and
with spacing of 3 inches (75 nm or nore can provide limted penetration
ti mes agai nst hand-held tools (see Table 34).

ii) Hardening against high-level threats. Single
(or multiple) fixed grills with No. 5 (15.9 nm) or larger bars wth spacings
as shown in Table 34 provide the penetration tinmes indicated. Another
option, if maintenance access is not required, is filling the opening with a
2-foot (0.6-nm) length of steel pipe, wel ded together and anchored securely in
pl ace by a welded structure on the inside (secure side) of the structure as
shown in Figure 44. The honeyconb material should be of a grade of stee
reasonably resistant to cutting with hand and thermal tools [at |east
1/8-inch (1.6-m) thick]; however, the penetration time will accrue mainly
fromthe I ength of the honeyconb and the resultant necessity for multiple
l ong cuts and debris renoval in the relatively restricted space of the duct.
| f possible, such a barrier should be | ocated at a sharp adjacent turn in the
tunnel to further restrict the use of cutting tools. This arrangenent can
al so be used for tunnels with electrical |ines, since maintenance personne
can have access to both sides of the inpedinent (constriction), and cables
can be threaded through the relatively short constriction.

Construction can be undertaken in tw ways. One
approach is to weld the steel pipes front and back at |east 3 inches (75 mm
on each end and at each point where the steel pipes intersect. No steel pipe
di ameter inside the pipe should be greater than 10 inches (250 mMm) to ensure
a smal | er-than- man- passabl e opening. A second approach is to elimnate the
center steel pipe and to connect the remaining six pipes inside the tunne
with continuous welds. However, if this approach is taken, the designer
shoul d be careful to ensure that the area in the center, which would have
been filled by the seventh center pipe, as shown in Figure 44, is not a man-
passabl e opening. These constrictions should be |ocated at attack-hardened
secure walls. The length of the constriction should force the intruder to
attack and renmove each barrier separately. The confined working space and
the necessity for debris renoval further add to penetration tine.

c) Sleeves and trays. Sleeves are pipe penetrations 1
inch (25 m) to 8 inches (200 M) in dianmeter through walls, roofs, etc.
Trays are renovabl e conposed of a sheet-netal -covered conduit 3 inches square
(75 mm square) or larger. Sleeves and trays should penetrate security walls
at a
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- 2 FEET (600 mm) _]
| !
STEEL PIPE DIAMETER SHOULD NOT
BE GREATER THAN 10" (250 mm)
NOR LESS THAN 1/8" (3.13 mm)
Ml

Figure 44
Example of Large Vent Pipe and Chases Rendered Non-Man-Passable by a Honeycomb
of Welded Sections of Pipe cf Non-Man-Passable Diameter

steep angle so that the length of the opening will be |large enough to
forestall its use as a convenient entry for a saber saw or other cutting
device. Holes should be angled upward and, to the extent practical, contain
sharp turns to prevent the easy introduction of hooks, cables, or explosive
devices. They should by kept to the mininum possible di mensions.

2) Air-Conditioning, Heating, and Ventilation systems. These
systens include ducts, gravity vents, and exhaust vents.

a) Ducts. Ducts are sheet netal or fiberglass conduits,
round or square, which may vary from 3 inches (75 nm on a side, or in
di ameter up to any required size [e.g., 6 or 8 feet (1,800 or 2,400 mm on a
side]. Ducts constructed of sheet netal, usually 28 gauge (0.4 mm through
14 gauge (1.9 mMm), can readily be cut with hand tools and |ight power tools.
These ducts do not present a significant barrier to penetration. Penetration
resi stance i s, however, sonetines incidentally enhanced by the use of ducts
of less than man-sized cross section and the inclusion of required
appurtenances, turning vanes, danpers, pressure plates, or the final air
distribution fixture. The standard specification for steel air ventilating
grill units for
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detention units Anerican National Standards Institute/ American Society for
Testing and Materials (ANSI/ASTM A 750-84) shows at |east one secure design
Duct di nmensi ons should be kept at |ess than a man-passable cross section
However, airflow capacity requirements and cost can be applied to ducts in an
ef fective manner due to confined working spaces and the possibility of using
multiple and wi dely spaced grills.

i) Hardening against low and mediumlevel threats.
Single (or multiple) fixed grills with No. 4 (12.7 mm or snaller bars, and
with spacing of 3 inches (75 nm or nore can provide limted penetration
ti mes agai nst hand-held tools (see Table 34).

ii) Hardening against high-level threats. Single
(or multiple) fixed grills with No. 5 (15.9 nm or larger bars, and with
spaci ngs as shown in Table 34 provide the penetration tines indicated.
Anot her option is to insert strategically placed honeyconb sections (simlar
to those shown in Figure 44) to restrict passages. Although such sections
will require care in design to avoid airflow and noi se problens, they are
feasible. Since duct walls are generally easy to cut through, i.e., 18- to
24-gauge (1.2- to 0.6-mm) sheet steel, the honeyconb rmust be strategically
| ocated so that the intruder cannot bypass it by gaining entrance to the
crawm space or "soft" ceilings. 1t may be necessary to reinforce the duct
wal | s at sone | ocations with high resistance materials such as
st eel / pol ycarbonate | am nates (see Table 38 and Figures 46 through 48 in par
5.6.3). The honeyconb sections should be |located, if practical, at sharp
bends in the ducting. Depending on duct size, cost, and air flow, an
alternative approach would be to replace the single duct with a double- or
triple-duct systemat selected, strategic points. As previously noted, the
i nclusi on of required appurtenances, turning vanes, danpers, pressure plates,
or the final air distribution fixture nmay also add a few mnutes to
penetration time. This can be further enhanced by anchoring such fixtures
securely and by using grills and bar gratings of a dinension and shape that
force the use of large and unwi eldy tools (see Table 34).

b) Gavity Vents. Gavity vents vary in size from®6
inches (150 mm) to 4 by 8 feet (1,200 by 2,400 mm). Since they term nate
i nside the building, gravity vents can provide direct entrance if not
properly protected. A typical barrier now used in these ducts is a 3/8-inch
(9-mm) -thick perforated steel plate welded to an 18-inch-di aneter
(450-mm di ameter) pipe. A key limting factor effecting the hardening of a
vent is the depth (i.e., volume of space) available for installing barriers.

i) Hardening against low and mediumlevel threats.
If the vent is sinply an aperture in a wall or roof, the problemis anal ogous
to hardening a window with grills or bars. Single (or multiple) fixed grills
with No. 4 (12.7 mm or smaller bars and with spacings of 3 inches (75 nm or
nore can provide limted penetration tines agai nst hand-held tools (see
Tabl e 34).
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ii) Hardening against high-level threats. |If
possi bl e, the vent should be kept to | ess than nan-passabl e size.
Penetrations through vents smaller than the 96-square-inch (0.06-sg-n) man-
passabl e opening require attacking the surrounding wall or roof to enlarge
the vent. The vent itself may provide an advantage in such an attack since
it can elimnate the necessity of drilling a hole for introducing tools. Any
vent, no matter how small, can provide a convenient entry for the blade of a
tool used to breach the roof or wall through which the vent passes.

Therefore, as a mininmum all vents shoul d be hardened with massive stee

collars at the structure interface, as illustrated in Figure 45. |f the vent
nmust be kept at a nan-passable size, and if space exists behind it, the best
approach to increase penetration time is to fill the opening with | engths of

steel pipe welded into a "honeyconmb" (see Figure 44). This causes the
intruder to have to make cuts in depth, which increases cutting time but also
seriously interferes with his use of tools. An alternative approach is
multiple and widely spaced grilled barriers in the shaft or duct |eading from
the vent (see Table 34). This approach is only effective, however, if the
facility's nechanical layout is such that the intruder cannot cut his way out
of the duct or shaft and gain access to the facility before the grilled
barriers are reached. Even very snmall vents must be protected since they can
be an easy route for introducing explosive charges. Traps or bends at
carefully selected |l ocations can often prevent this.

c) Exhaust vents. Exhaust vents through roofs and walls
are generally considered to be protected by the equi pment used in conjunction
with them However, if the equipnment is renmpoved, the entrance is open
Because t he ductwork, damper, etc., are usually constructed of |ight sheet
nmetal , penetration can be acconplished through the use of hand tools.
Typi cal exhaust ducts range in size from6 inches (150 mm) to 4 by 8 feet
(1,200 by 2,400 mm). The discussion of hardening techniques under gravity
vents, ventilation ducts, and air distribution fixtures (above) generally
applies in the case of exhaust vents. Possibilities for reducing vents to
| ess than man-passabl e size by using multiple honeyconbs (Figure 44) should
be considered. In some cases, the exhaust system nmachinery itself may add to
penetration tinme.

3) Roof - Mount ed Equi pnent. Roof - nount ed equi pnent, such as air-
supply fans, exhaust fans, gravity ventilators, and filter banks, are usually
wel ded or bolted to an equi pment curb, duct system or foundation and can be
renoved with hand tools. Openings uncovered when equi pnent is renoved can
provide an adversary entry to the interior of the facility. |In many
installations, the renoval of only eight bolts, plus the w thdrawal of the
equi prent, can provide access. Although expensive, the only known way of
provi di ng extended penetration time for man-passabl e openi ngs exposed by the
renoval of roof-nmounted machinery is a hardened "penthouse" to house the
machi nery. Penthouse penetration tine will depend on structural conponents,
doors, and openings used. Specific penetration tinmes can be estimated by the
same net hods described for structures throughout this handbook. The use of
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Weld Bolt Heads
@/ To Frame

/Weld Plates At
All Junctions

Diameter "A" must never be larger than 10 in. {250mm). WNeo
opening shall be larger than 96 square inches (D.OSnnz)in area.
Plate placement and configuration may be varied to meet need of
of each installation. Unit can be fabricated, Bolted and welded in
place or built into existing opening. Round opening with steel plate
barriers. Also applicable to other opening configurations.

Figure 45
High Security Can Be Provided by Vent Frame Hardening as Shown

multiple small ports in the penthouse structure hardened by nultiple grills
(see Table 34) m ght be considered.

4) Filter Banks. The discussion above regardi ng roof-nmunted
equi prent applies in general to filter banks, except that the banks
themsel ves are unlikely to offer any significant penetration time. A
hardened encl osure, with one of the vent or duct hardening techniques,
appears to be the best approach.
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5) Mscell aneous Openings. Structure openings, such as skylights,
roof - hatches, scuttles, elevator shafts, ash dunps, rubbish chutes, fire
escapes, and roof access |adders, offer access to intruders and shoul d be
considered in hardening plans. One should try to elimnate openings that are
not absolutely necessary. The approach to upgrading those that remain will
be dictated by the structural elements involved, that is, by appropriate
design of walls, roofs, doors, and | ocki ng nechani sns.

5.6 Retrofit Construction Design

5.6.1 Introduction. This section provides design options for retrofiting
an existing building against forced entry attack. Paragraph 5.6.2 addresses
the very high-severity threat involving explosives in conbination with hand,
power, or thermal tools. This is followed by options to protect against

l ow-, medium, and high-severity threats involving hand, power, and thernal
tools only. Paragraph 5.6.3 provides options for walls, par. 5.6.4 for roofs
and floors, par. 5.6.5 for doors, par. 5.6.6 for windows, and par. 5.6.7 for
utility openings. The objective of the design is to supplenent the
penetration time offered by the existing building construction with retrofit
options that achieve the required penetration delay tines agai nst the design
threat severity for the building established in Section 2. The design nust

al so assure a bal anced desi gn between all building components. This neans
approxi mately equal penetration delays for each with no vul nerabl e weak
links. The follow ng pages provide forced-entry delay tines one can expect
fromthe existing construction followed by the penetration-tine enhancenent
af forded by various retrofit design options.

5.6.2 Considerations Related to the Very High-Severity Threat. The use
of explosives in bulk or flyer plate formcan be especially effective in

qui ckly produci ng hol es |arge enough for an intruder to enter. Only buil dings
made of reinforced concrete 12 inches (305 M) or nore in thickness can
provi de penetration delay tines greater than 1 ninute (see Table 19). In
general, there are no retrofit options that can protect existing construction
from an expl osive penetration attack. The only choice is to |ocate the
critical area being protected internally and low in the building, well away
fromexterior walls, roofs, etc. The exterior of the building will serve as
a sacrificial barrier forcing the intruder to penetrate nultiple barriers.

5.6.3 Wall Retrofit Construction for Low Through High-Level Threats
5.6.3.1 Sunmary. Table 37 summarizes the maxi num penetration delay tines

achi eved by existing wall construction in use today. Only in the case of
reinforced concrete with thicknesses of at |least 12 inches (305 M) do
barrier penetration tinmes exceed 30 m nutes for high-level threats.

Rei nforced concrete |l ess than 12 inches (305 mm, offers single barrier
penetration times under 30 minutes. Conventionally constructed masonry and
stud/girt walls provide penetration times up to 18 mnutes and 1.5 minutes,
respectively. The follow ng pages contain information to estimte the
penetration tinmes offered
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by the walls of your existing facility and to retrofit harden these walls if
additional delay time is required.

5.6.3.2 Low Security Threat Level. In general, it is not practical to
attack walls using only a linited set of |ow observable hand-held tools. A
| ow1evel threat would likely attack the doors, w ndows, or other nore

vul nerabl e part of the facility rather than the walls. Consequently, any
wal | construction can be considered adequate for this threat |evel

5.6.3.3 Medi um and High-Security Threat Levels. The general categories of
wal | construction for existing facilities addressed in the follow ng
includes: (1) reinforced concrete, (2) masonry, (3) stud-girt with [ayered
wood, gypsum stucco, etc., panels. The inherent penetration delay tines

of fered by these walls are provided followed by retrofit options to enhance

t hese del ay tines.

Tabl e 37.
Exi sting Wall Construction Achievable Penetration Tines
+333333333333333333033333333333333333331333313331333131331313331313313313333333313333))),

*

*Wal | Construction *Maxi mum Penetration Delay Tines (mnutes) Achievable For=*

* Type * Threat Severity Level *
/))))))))))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))))))))))l

Low Medi um Hi gh *
* /))))))))))))))))))))))))))))))))))))))))))))))))))))))))l

* Stud-Grt (a) *
/)))Kg))))))?)?))))3))))))))?)?)))))))))))))))))))))))))))))))))))))))))))))l
* sonry (a
/))))%)))?))))3))))3))))))))))))))))))))))))))))))))))))))))))))))))))))))))l
* ei nforce *
* Concrete (a) * (b) 7.5 35 *
0000000000000 0000000000000 DDDDDDDDDDDDDDIDDIDDDDIIDIIDIIIIIIIDIDIDIDD I
(a) As described in what follows, different cross-section design
characteristics apply to the |l ow, medium and high threat |evel
(b) It is not practical for lowlevel threats to attack walls. Any
construction can be consi dered adequate.

1) Reinforced Concrete

a) Representative existing construction. Representative
exi sting construction includes:

o Cast-in-place walls. The fornms are constructed
vertically and the concrete poured on-site.

o Tilt-up walls. These are simlar to cast-in-place walls
except that the walls are poured on the ground and then raised to the
vertical
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0 Precast walls. These are constructed el sewhere and
shi pped to the site.

The thickness of typical precast or tilt-up walls may be as | ow as

3-1/2 inches (90 mm) to as high as 12 inches (300 nmm). A cast-in-place wall
typically begins at 4 inches (100 mm) and may reach as high as 30 inches (760

. The correspondi ng reinforcement may be as |ow as a single | ayer of No.
3 (9.7-nm) steel bars at 12-inch (300-nm spacing each way, for the
3-1/2-inch (90-nm or 4-inch (100-mm wall, to as high as No. 8 (25-mm bars
at 3 inches (75 mm) each way at each face for the 12-inch (300-mm wall.
Concrete with conpressive strengths between 3,000 and 6,000 psi [20.7 and
41. 4 megaPascal (MPa)] and steel rebar with tensile strengths between 40, 000
and 60,000 psi (276 and 414 MPa) are typically used.

b) Penetration tines for existing reinforced concrete
construction. For conventional concrete materials, the penetration tines
range from about 2 minutes to nore than 60 mnutes. At the tine this
handbook was written (1992), no data for hand, power, and thermal too
attacks on concrete walls exceeding 12 inches (300 mv) in thickness were
avai |l abl e. One can expect, though, that these thicker walls will exceed 40
to 45 mnutes to penetrate, with a 30-inch (760-nm wall taking nuch nore
than an hour. For walls up to 12 inches (300 mm) thick, Figure 33 and Table
22 (par. 5.5.3) can be used to estimate penetration tines for various
t hi cknesses and rebar conbinations. It should be noted that the data point
on Curve Cin Figure 33 with a penetration tinme of about 15 minutes for
8-inch (200-mm reinforced concrete walls is the expected penetration tine of
the 8-inch (200-mm) reinforced concrete wall construction nandated for
Category Il AA&E storage facilities by DOD 5100. 76- M

c) Retrofit options for nmediumseverity level threats.
Note in Figure 33 that reinforced concrete 6 inches (152 nm) thick with the
"B" rebar conbination shown in Table 22 achi eves nini mum penetration tinmes up
to about 7.5 minutes for nmediumseverity level threats. |f the concrete
t hi ckness and rebar conbination is outside the mediumthreat regi on shown in
Fi gure 33, using hand-held attack tools alone is not practical. 1In this
case, the existing wall provides adequate security. |If the concrete
thickness is at least 6 inches (152 mm and the rebar conbinations are at or
within the nediumthreat |evel region of Figure 33 and nore delay tine is
requi red, about 14 additional mnutes can be gained by attaching a 9-gauge
(3.8-nm) flattened expanded steel grate to the interior of the wall.

d) Retrofit options for high-severity threats. |If the
required delay time is greater than that achievable by the existing
construction, this penetration delay time can be doubled fromthe val ues
shown in Figure 33 by sinply fixing a 10-gauge (3.4-m) sheet steel (ASTM
A589) to the interior surface of the wall using lag screws or bolts. |If this
is still not adequate, the steel-ply options sumrarized in Table 38 and
Figures 46 through 48 or the riveted or welded grating shown in Figure 49 can
be used.
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Tabl e 38
Steel-Ply Retrofit Installations for the High-Severity Level Attack

+)))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))0)))))))))))))

* Additiona
* Type of Construction * Del ay Tine
* * (m nutes)

/333333333333333333333333333333333333333333333333333333333313133333133333333)))
*Three | ayers [ 10-gauge (3. 4- nn) ASTM A569 steel - 3/4-inch *

*Five layers [10-gauge (3.4-nm ASTM A607 steel - 1/2-inch
*(12.5-nm pol ycarbonate - 10-gauge (3.4-nm ASTM A607 steel -
*1/2-inch (12.5-m) pol ycarbonate - 10-gauge (3.4-m) ASTM
*A607 steel] (b) *
30000000000000000000000000000000000000000000000000DD00 DD DD
(a) Twenty minutes with two |ayers of 90-pound (41-kg) gravel finish
roofing paper.
(b) Reconmended for ballistic protection. Source: M L-HDBK-1013/5

1
*(19-mm) plywood - 10-gauge (3.4-nmm ASTM A569 steel] * 6 *
*Five layers [10-gauge (3.4-nm ASTM A569 steel - 3/4-inch * 11 *
*(19-mm) plywood - 10-gauge (3.4-nmm ASTM A569 steel - 3/4- * *
*inch (19-mm plywood - 10-gauge (3.4-mm) ASTM A569 steel] * *
*Three | ayers [9-gauge (3.8-nm ASTM A607 steel - 3/4-inch * 14 (a) =
*(19-mm) plywood - 9-gauge (3.8-m) ASTM A607 steel] * *
*Five |l ayers [9-gauge (3.8-m) ASTM A607 steel - 3/4-inch (19-*> Not Tested =*
*m) plywood - 9-gauge (3.8-nm ASTM A607 steel - 3/4-inch * *
*(19-mm) plywood - 9-gauge (3.8-m) ASTM A607 steel] * *
*Three layers [1/4-inch (6.25-m) type 304 stainless steel - = 10 *
*1/2-inch (12.5-m) pol ycarbonate - 10-gauge (3.4-m) ASTM * *
*A607 steel] * *
* * 17 *

The steel-ply options, including installation techniques, are described in
M L- HDBK- 1013/ 5. Layered sheet steel and wood conbi nati ons can doubl e or
triple penetration times (see Table 38). The test data indicate that a | ayer
of 3/4-inch (19-mm) plywood sandwi ched between two | ayers of 10-gauge
(3.4-nmm) hot-rolled steel provides about 6 minutes of penetration tine (Table
38). The penetration tinme can be increased by about 5 minutes with the
addi ti on of another wood/steel |ayer (Table 38). This rule of thumb can be
applied to the addition of nore layers until the overall thickness of the
wal | renders the use of hand and power tools inpractical. Better gains in
penetration time can be achi eved by changing the steel layers to 9-gauge
(3.8-nm ASTM A607 HS | ow al |l oy steel
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Ten-Gauge (3.4-mm) Hot-Rolled Steel Combinatlons (MIL-HDBK-1013/5)
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Figure 47
Nine-Gauge (3.8-mm) Hot-Rolled Steel Combinations (MIL-HDBK-1013/5)
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Polycarbonate Combinations (MIL-HDBK-1013/5)
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One | ayer of 3/4-inch (19-mm plywood sandwi ched between two |ayers of this
steel provides 14 minutes of penetration tine. Adding |ayers of 90-pound
(200-kg) gravel finish roofing paper between the plywod and steel further

i ncreases the penetration tine to about 20 minutes (Table 38).

Al ternatively, additional delay tine can be obtained by the use of stee
grating as shown in Figure 49. This grating is available in standard 2- by
10-foot (0.6- by 3-m) panels and can be affixed to the walls. They can be
assenbled in a variety of configurations of any length [in 2-foot (0.6-m

i ncrenents] as described in ML-HDBK-1013/4. Additional penetration tines
of fered agai nst high-severity threats are approximately 2 m nutes (m ni num
for the riveted and 1 nminute (mnimum for the wel ded grading.

2) Masonry WAlIl Construction

a) Representative existing masonry construction. Msonry
wal | s are typically constructed of one or nore of the followi ng materials:
concrete masonry unit (CMJ), brick, structural tile, or stone. Unreinforced
masonry wall construction typically consists of CMJ, brick, structural tile,
stone, or a conbination of these materials. CMJ may range from4 to 12
inches (100 to 300 mm thick and may be left hollow or grouted solid.

Si ngl e-wye brick generally conmes in widths of 4 to 12 inches (100 to 300 mm.
Structural clay tile will typically range from4 to 8 inches (100 to 200 mm
wi de, and stone will usually vary between 6 and 24 inches (150 and 600 nm.
As for conbinations of these materials, brick or CMJ may range from8 to 16
inches (200 to 400 nmm with masonry ties every second CMJ course. Structura
clay tile on CMJ may be found in widths from6 to 16 inches (150 to 400 nm
with masonry ties every second course. Brick of structural clay tile may
vary from8 to 12 inches (200 to 300 mm) with ties every sixth brick course.
Finally, stone-on-CMJ may range from6 to 16 inches (150 to 400 mMm) with ties
every second CMJ course. Reinforced CMJ nmay vary from6 to 12 inches (150 to
300 mm wi de, grouted solid with reinforcing ranging fromNo. 4 rebar (12.7
nm) at 32 inches (800 mm) on-center horizontally and 16 inches (400 mm
on-center vertically, to No. 5 (16 mm at 16 inches (400 mm) on-center

hori zontally and No. 8 (25 mm) at 8 inches (200 mMm) on-center vertically.

Bri ck-on-stone, double-we ranges from 10 to 16 i nches (250 to 400 m) thick
grouted solid with No. 6 (19-mm) rebar at 12 inches (300 mm) on-center

hori zontally and No. 9 (29 mm) at 12 inches (300 mm) on-center vertically.

Rei nforced CMJ with 4-inch (100-mm stone or brick veneer varies from 10 to
16 inches (250 to 400 mMm) wi de, grouted solid, with reinforcing ranging from
No. 4 (12.7-mm) rebar at 32 inches (800 mm on-center horizontally and at 16
inches (400 M) on-center vertically, to No. 5 (16-m) rebar at 8 inches (200
nm) on-center horizontally and No. 8 (25 mm) at 6 inches (150 mm on-center
vertically.

b) Penetration tines for existing masonry construction
Conventional masonry walls provide only linited hardness agai nst forced-entry
attacks. They typically offer penetration times ranging fromless than 1.5
m nutes for hollow masonry to 2 to 5 minutes for solid masonry agai nst
medi um severity |l evel attacks (see Figure 31 and Table 21 in par. 5.5.3).
For thick solid walls with significant reinforcing, higher penetration tines
are
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achi evabl e agai nst high-severity threat levels (Figure 31). Relative to
other fornms of construction, masonry walls provide penetration tinmes only
slightly greater than stud/girt construction and for the same wall thickness,
masonry walls provide penetration tines that are nuch | ess than reinforced
concrete. |If additional penetration time is required, consider one or nore
of the followi ng options depending on the threat severity |evel

c) Retrofit options for nmediumseverity threats. Severa
techni ques for hardening both hollow and nortar-filled 8-inch (200-mm CWMJ
bl ock are illustrated in Figures 50 and 51. Note that the retrofit hardening
| ayers are applied to the interior of the cross section. These options were
specifically designed and tested to provide enhanced attack resistance. The
CMJ sections vary in the type of retrofit materials used. The data in
Fi gures 50 and 51 show the penetration times achievable by adding 3 to 4
inches (75 to 100 nm) of steel fiber-reinforced (i.e., ferro-cenent)
concrete, expanded steel grating, and other options.

d) Retrofit options for high-severity threats. Consider
those retrofit options shown in Figures 50 and 51 for 8-inch (200-nm CMJ
bl ock. The penetration tines can be doubled fromthe val ues shown in Figure
33 by sinmply fixing a 10-gauge (3.4-nm sheet steel (ASTM A589) to the
interior surface of the wall using lag screws or bolts. If this is still not
adequate, the steel-ply options summarized in Table 38 and Fi gures 46 through
48 or the riveted or wel ded grating shown in Figure 49 can be used. The
reader is referred to par. 5.6.3.3(1)(d) for further discussion.

3) Stud/Grt Wall Construction

a) Representative existing construction. Stud walls are
used in the construction of wood or |ight netal frame buildings. The basic
frame consists of wood or nmetal vertical supports, usually 2 by 4 inches (50
by 100 mm) or 2 by 6 inches (50 by 150 nm), placed 12, 16, or 24 inches (300,
400, or 600 mm) on-center. Metal girts are horizontal fram ng nenbers used
inrigid frame systems. They range in depth from6-1/2 to 9-1/2 inches ( 165
to 240 mm and are spaced 2 to 7-1/2 feet (600 to 2,250 nm) on-center. An
architectural finish is attached to the exterior side of the stud or girt,
and an interior wall finish nay be attached to the interior side. The seven
basi ¢ types of stud/girt wall construction include: stud and stucco, stud and
wood si ding stud and pl ywod siding, stud and shingle siding, stud and
conposition siding, stud/girt industrial siding, and conventional masonry
veneer construction. It should be noted that wood wall construction for
per manent buildings is confined primarily to housing and m nor structures.
Wbod construction nmust be in accordance with the fire protection requirenments
set forth in ML-HDBK-1008, Fire Protection for Facilities Engineering,

Desi gn and Construction.
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Figure 50
Retrofit Hardening Options For Hollow 8-inch CMU Wall Comstruction
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Figure 50
Retrofit Hardening Options For Hollow 8-inch CMU Wall Construction
(Continued)

b) Penetration tinmes for existing stud/qgirt construction
Estimated penetration times for the seven basic types of stud/girt walls are
all less than 2 minutes (see Table 39).

c) Retrofit options for nediumseverity threats. Linmited
data is available on retrofit options for hardeni ng agai nst medi um| eve
t hreats. Tabl e 40 shows the delay tines achieved by addi ng 9-gauge (3.8-m)
nmetal fence material, 1/4- to 3/4-inch (6- to 19-mr thick plywod, 9-pound
(19-kg) expanded nmetal, or 3/16-inch (4.8-nm steel plate to a wood panel

d) Retrofit options for high-severity threats. The steel-
ply retrofit options shown in Figure 48 and Table 32 or the riveted or wel ded
steel grating shown in Figure 49 can be affixed to the interior of the stud-
girt wall to increase the effective delay time. See par. 5.6.3.3(1)(d) for
addi tional information.

5.6.4 Roof / Fl oor Retrofit Construction for Low to High Threats
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Figure 51
Retrofit Hardening Options For Mortar-Filled 8-inch CMU Wall Construction
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Figure 51
Retrofit Hardening Options For Mortar-Filled 8-inch CMU Wall Construction

5.6.4.1 Sunmary. Table 41 summarizes the maxi num penetration delay tines
achi eved by floor/roof construction in use today. These tines are for the
hi gh-level threat. It is not practical to attack these barriers at the

| ow-or mediumlevel threats. Concrete floors can provide up to about 45

m nut es of del ay agai nst the high-level threat whereas concrete roofs only
provi de about 35 minutes. Wod construction provides up to 1.5 mnutes
agai nst high- level threats and 1.6 ninutes agai nst nediumlevel threats.
Met al construction can provide up to about 2 mnutes of delay for roofs but
up to 15 minutes for floors that use riveted steel gratings.

5.6.4.2. Low Security Threat Level. As noted, it is not practical to attack
roofs/floors with a linmted set of hand-held tools. A nore reasonable attack
woul d be agai nst nore vul nerable parts of the facility such as doors,

wi ndows, etc.
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Tabl e 39
Representative Existing Stud-Grt Construction

+)))))))))))))))))))))))))))))))))))))))))))))))))))))))0)))))))))))))))))))
* Penetration Time =

* * (m nut es) *
* Wood Frane * Low Medium High =
/)))))))))))))))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))l
*Wbod Pane

*Doubl e 1-inch (25-m) planking wood siding nailed to * (1) 2 1.3 =
*2x4 studs and no interior finish. *
/)))))))))))))))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))l
*Gypsun1PaneI *

*1-inch tongue & groove nailed to exterior side of * 1 0.3 0.3 =
*wood studs 16 inch (400 nm) on center and tar paper & = *
*1/2-inch sheet rock nailed to interior side. * *
*1-inch (25-nm tongue & groove nailed to wood studs * (1) 1.6 1.5 =
*16 inches on center, with 1/2-inch (12.5-m) plywood, = *
*tar paper, & 1/2-inch (12.5-mm) sheet rock. * *
/33333333333333333333333333333333333333333333333333333333313333333))))))))))1
*St ucco Panel * *
*1/2-inch (12.5-m) stucco, chicken wire & tar paper * 0.5 0.3 0.3 =
*attached to exterior side of wood studs 16 inches * *
*(400 M) on center & 1/2-inch (12.5-mm) sheet rock * *
*nail ed to inside of studs. * *
/)))))))))))))))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))l
*Asbest os Panel *
*3/8-inch (9.4-nm corrugated asbestos wall (nonstruc- =* 0.4 0.4 0.4 =

*tural). Note: retrofit can not disturb the asbestos *
00000000000000000000000000000000000000000000 0000000 DD IIIIIIIIIIDIDIDD L

5.6.4.3 Medi um and High-Security Level Threats. Representative existing
construction for roofs and floors include reinforced concrete, wood, and
nmetal . Penetration delay times offered by roofs and floors of the above
construction are provided followed by retrofit options to enhance these del ay
times as required.

1) Rei nforced Concrete Roofs and Floors

a) Representative existing construction. The genera
types of construction include the follow ng:

i) Conventional systems that are cast-in-place on
structural nenbers. Slab over open-web steel-joists systens range from2-1/2
inches (63 mm thick with No. 3 (9.5-mmdianeter) rebar at 7-1/2 inches (190
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Tabl e 40
Stud-Grt Construction Retrofit Options For Medium Threat Levels

+))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))0))%)))?))?))))
* Penetration *

* > Ti me >

* Construction * (mnutes) =

/))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))3))))))))))))))l
2- by 4-inch (50- by 100-nm wood stud frame at 16 *

i nches (400 m) on-center w bevel siding at 1.5-inch
(37.5-mm lap joints, 1-layer No. 15 felt paper, and
1- by 6-inch (25- by 150-m) sheat hing di agonal ly and
3/8-inch (9.4-m) gypsum wal | board. Attach to
interior:

LI A I

o 3/4-inch (19-m) plywood, No. 9 expanded netal and
3/4-inch (19-mm plywood, all attached to interior. = 5.0

23333333333333333333333133313133333333131313333133131313333131313131313331313I3331313313313111)))

*2. 1l-inch (25-mm) tongue-and-groove on 1/2-inch (12.5-mm) =

* pl ywood. *
/))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))3))))))))))))))
*Attach to interior:

* 0 9-gauge (3.8-m) netal fence, nail ed. * 1.8

* o 3/16-inch (4.7-mm) steel plate. * 1.9

-2333333333333333333333333333133313333333313131333333313131333313313131313233331313111)1I)))-

nm) on-center each way up to 6 inches (150 m) thick with No. 4 (12.7-mm
di ameter) rebar at 12 inches (300 mm) on-center

>(-\>(->(->(->(->(->(->(->(-

R R X P OF X X P F X X Ok F X X ¥

Conposite sl ab/ beam systens range from 6 inches (150 m) thick with
No. 5 (15.9-mmdi aneter) rebar at 12 inches (300 mr) on-center each way up to
12 inches (300 mm) thick with No. 5 (15.9-mmdi aneter) rebar at 6 inches (150
nm) on-center.

Conposite nmetal deck and slab systenms range from 1-1/2-inch (38-nmm
t hi ck, 22-gauge (0.8-m) corrugated steel decking with 2-1/2-inch (63-m)
concrete topping poured with 6- by 6-inch W1.4 x W1.4 wire nmesh [total 4
inches (100 mm)] up to 3-1/2-inch (90-m) thick, 22-gauge (0.8-nm stee
decking with 4-1/2-inch (115-mm) concrete topping poured with 6- by 6-inch W
1.4 x W1.4 wire mesh [total 8 inches (200 m)].

ii) Conventional systems which are cast-in-place as structura
nenbers. One- and two-way slab systems range from6 inches (150 nm thick
with (mnimm No. 4 (2.7-mmdi aneter) rebar at 12 inches (300 nm on-center
up to 18 inches (450 nm) thick with (maxi mum) No. 5 (15.9-nmm rebar at 3
inches (75 mm on-center

The penetration resistance of waffle slab systens shoul d be
eval uated on the basis of slab thickness between the reinforcing ribs. The
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Table 41

Exi sting Roof/Fl oor Construction Achi evabl e Penetration Tines
+)))))))))))))))))))))))))0)))))))))))))))))))))))))))))))))))))))

Maxi mum Penetrati on Del ay

* Construction * Ti mes (m nutes) Achievable *
*  Type (b) * by Threat Security Level *
/)))))))))))))))))))))))))3)))))))))))0))))))))))))))0))))))))))))l
* Low Medi um Hi gh *

Concrete /313333133133333>33333333333333)3))))))))))1

0o Roof * (a) * 7.5 * 35 *

o Floor: * * * *
Downward attack = (a) * 7.5 * 35 *

Upward attack * (a) * (a) * 45 *

1

R X X NOF X X FN X R F X X %

))))\)N)))3)))))))))))))))))3)))))))))))3))))))))))))))3))))))))))))
O * * *

*

* * * *

0 Roof * 2.0 * 1.6 * 1.5 *

o Floor * (a) * 1.6 * 1.5 *
))))K/gt))l)))))))))))))))))3)))))))))))3))))))))))))))3))))))))))))l
a *

0o Roof * (a) * (a) * 1to 2 *

o Floor * (a) * (a) * 15 *

-223333333333333333333333132333331313333233131333131313131132331313131))))))-

(a)
(b)

range of

It is not practical for threats at this level to attack the roof or
floor.

Di fferent cross-section designs apply to |ow, medium, and high-

| evel threats.

normal top slab thickness is between 3 inches (75 mm and 4-1/2

inches (113 M) with integral reinforcing ribs 5 to 6 inches (125 to 150 nm
wi de spaced 24 or 36 inches (600 or 900 mm) each way. The void spaces

bet ween ribs can range between 19 and 30 inches (475 and 750 nMm). Tot al
depth of slab plus rib ranges from 11l to 16-1/2 inches (280 to 420 nm thick.
The top slab is reinforced with (mninmum No. 4 (12.7-mmdi ameter) rebar at 6
i nches (150 mM) on-center.

iii) Conventional precast prestressed concrete units. Single-tee

units range from3 feet (900 mm wide by 1-1/2 feet (450 nm deep up to 10
feet (3,000 mmM wide by 4-1/2 feet (1,400 m) deep with 6- by 6-inch W1.4 x
WL.4 wire mesh in 2-inch (50-nm fl anges.

(350 mm)
6- by 6-i

Doubl e-tee units range from4 feet (1,200 mmM wi de by 1-1/8 feet
deep up to 8 feet (2,500 nm) wide by 2-2/3 feet (810 mr) deep with
nch W1.4 W1.4 wire mesh.

Prestressed deck units range from8 to 10 inches (100 inch W1.4 x

W1.4 wire nesh.
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iv) Conventional post-tensioned cast-in-place flat slabs. One-way
sl abs range from 4-1/2 inches (113 nm thick with No. 4 (12.7-mmdi aneter)
rebar at 36 inches (900 mm) on-center and No. 5 (15.9-mmdi aneter) rebar at
12 inches (300 mm) on-center up to 9 inches (225 mm thick with No. 4
(12. 7-mmdi ameter) rebar at 24 inches (600 nMm) on-center, and No. 6 (19 M)
at 12 inches (300 mm on-center

Two-way sl abs range from 7 inches (175 mm) thick with No. 4
(12. 7-mmdi ameter) rebar at 36 inches (900 M) on-center up to 10-1/2 inches
(265 nm) thick with No. 4 (12.7-mmdi ameter) rebar at 24 inches (600 M)
on-center and No. 5 (15.9-mmdi aneter) rebar at 12 inches (300 mMm) on-center

v) Slabs-on-grade. In general, it is not practical to attack
sl abs-on-grade. Sl abs-on-grade are used for floors only. The t hi ckness may
be as low as 4 inches (100 mm) to as high as 12 inches (300 nm. The
correspondi ng reinforcenent may be as low as a single [ayer of No. 3 (9.5-
nm di ameter) rebar at 12 inches (300 mm) on-center each way to as high as No
7 (22-mmdi aneter) rebar at 6 inches (150 nm) on-center each way and on each
face, or perhaps wire nesh. Concrete with conpressive strengths between
3,000 and 6,000 psi (21 and 42 MPa) are typically used.

b) Penetration tinmes for existing construction. Table 42
sumari zes the maxi mum penetration tinmes for existing concrete construction of
roofs and floors. Estimated penetration tinmes for both upward and downward
attacks on representative mjor conventional construction types can be
estimted using Figure 33 and Table 22, and Figure 35 and Table 23. A review
of the data in Figures 33 and 34 shows that a wi de range of penetration tines
are possible, depending primarily upon the thickness and type of slab, size
and spacing of the reinforcenent, and the direction of the attack (typica
ceiling, roof, and floor covering materials contribute very little to
penetration tinmes). The |lower bound is less than 2 nminutes for very thin,
nomnally reinforced slabs to nore than 60 minutes for very thick slabs [12
inches (300 m)] with heavy reinforcements. For a downward attack on roof or
floor slabs made of up to 12-inch (300-mmj-thick reinforced slab, Figure 33
and Table 22 can be used to estimate penetration tines for various thickness
and rebar conbinations. For an upward attack on floors of various thickness,
t he conventional concrete famly of curves, shown on Figure 35 and cross-
referenced to Table 23 can be used. For floors, an upward attack is nore
difficult and requires a different conbination of tools than a downward
attack on the same cross section. The result is increased penetration tines
for the same cross section. The difference is typically 5 to 10 minutes.
For upward attacks on floor slabs Iess than 11 inches (275 mm) thick, the
primary factor influencing penetration time is the thickness of the slab
Beyond 11 inches (275 mm), the type, size, and spacing of reinforcing also
becomes inmportant. This is shown in Figure 35 for slabs up to 12 inches (300
nm) thick reinforced with rebar. For floors reinforced with mesh rather than
rebar (used Curve B in Figures 33 or 35), the nmesh spacing or size of wire
mesh has a small effect on penetration times. 1In general, reinforced
concrete roofs and floors

178



M L- HDBK- 1013/ 1A

provi de hi gher penetration tinmes than those constructed of wood or netal at
roughly conparabl e costs.

Tabl e 42
Exi sting Roof/Fl oor Concrete Construction

+))))))))))))))))))))))))))))0)))))))))))))))))))))))))))))))))))
Maxi mum Penetrati on Ti nmes

Bui | di ng Component (b) = (m nutes) Achievabl e *
/)))))))))0))))))))))))))0))))))))))l
* Low = Medi um * High
/3133331313333333333333333333)3)))))))))1

Concrete Roofs (a) = 7.5 * 35

Concrete Fl oors
o Downward attack (a) 7.5 35
o Upward attack * (a) = (2) * 45

00000000 0000000000000000 000 500D YSDDIIIIIIIIIIDIEIDDIIIIIDIDD I

L S ]

* *
* *
* *

FooR % X ok F X % % %

ok ox X %

(a) It is not practical for threats to attack roofs or
floors at this severity |evel

(b) As described in what foll ows, characteristics of
construction affect penetration for a given threat
| evel .

c) Retrofit options for nmediumseverity threats. Figure
33 shows that reinforced concrete 6 inches (150 mv) thick with the "B" rebar
option from Tabl e 22 provides m ni mum penetration times up to about 7.5
m nutes for mediumseverity threat levels with dowward attacks on roofs or
floors. |If nore tine delay is required, about 14 additional mnutes can be
gai ned by affixing a 9-gauge (3.8-mm) flattened expanded steel grate to the
interior of the roof or floor

d) Retrofit options for high-severity threats. |If the
required delay time is greater than that achievable by the existing
construction, the penetration delay tine can be doubled fromthe val ues shown
in Figure 33 or Figure 35 by fixing 10-gauge (3.4-mm sheet steel (ASTM A589)
to the interior surface using lag screws or bolts. |If this is still not
adaquate, the steel-ply options summarized in Table 38 and Fi gures 46 through
48 or the riveted or wel ded grading shown in Figure 49 can be used. See par
5.6.3.3(1)(d) for details.

2) Wbod Ceilings/Roofs and Fl oors

a) Representative existing construction. Typica
construction for wood roofs and floors includes:

o Wod or plywood on joists.
0 Stressed skin plywod on joists.
o Whod deck on beans.
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Pl ywood on joists may include thicknesses from14 to 1-1/8 inches (6 to 28
nm). The plywood is supported on joists ranging from2 by 4 inches (50 by
100 m) up to 2 by 14 inches (50 by 350 mm) on 12-, 16-, or 24-inch (300-,
400- or 600-mm) centers. The stressed skin plywood panels are typically 1/2-
to 1-inch (13- to 25-m) plywood supported on joists of 2- by 4-inch to 2- by
14-inch (50- by 100-mmto 50- by 350-mm) on 12-, 16- or 24-inch (300-, 400-
or 600-nm centers. The ceiling joists are then covered by 3/8-inch (9-nm

pl ywood. The wood deck-on-beans option consists of 1-, 1-1/8-, or 1-1/4-inch
(25-, 28-, or 32-mm) plywood or 2- by 6-inch (50- by 150-nm wood decki ng
supported on sawn or glue-Ilam nated wood beans on 4- or 8-foot (1,200- or
2,400-m) centers. Regardless of the degree of security, the choice of wood
construction must be in accordance with the fire protection requirenents set
forth in M L-HDBK-1008.

Tabl e 43
Exi sting Roof/Fl oor Whbod Construction
+))))))))))))))0))))))))))))))))))))))))))))))))))

Maxi mum Penetrati on Ti nes *
* Bui | di ng * (m nutes) Achievabl e *
> Conponent  />1111131313303)3131313131313)33))0)))))))))))1
* * Low * Medi um  * Hi gh *

/31333333331333333333333333333333333333)3)))))))))))1
*  Wood * (a) * 1.6 * 1.5 *

* Roof S * * * *
/313333333313133333>3333333333333333)33333)3))))))))))1
*  Wood * (a) * 1.6 * 1.5 *

* Floors * * * *
-223333333333332>33333331323333331313133323313131))3)))-
(a) It is not practical for |owlevel
threats to attack roofs or floors.

b) Penetration tines for existing construction
Penetration times for conventional wood roof and floor construction options
agai nst optinmal conbinations of hand and power tools are 1.6 m nutes against
the medium|level threat and | ess than 15 mi nutes agai nst the high-Ileve
threat (see Table 43).

c) Retrofit options for mediumlevel threats. Very little
test data is available on retrofit options for hardening agai nst medi um| eve
threats using hand-held and Iinited battery-powered tools only. Table 40
shows del ay tines achi eved using 9-gauge (3.8-mm netal fence material, 1/4-
inch (19-m) to 3/4-inch plywod, 9-pound (4.1-kg) expanded netal, and 3/16-
inch (4.8-nmm steel plate.

d) Retrofit options for high-severity threats. The steel-
ply retrofit options shown in Figures 46 through 48 and Table 38 or the
riveted or wel ded steel grating shown in Figures 49 and 50 can be affixed to
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the interior of the roof or floor to increase the effective delay tinme. See
par. 5.6.3.2(1)(d) for additional information.

3) Metal Roofs and Floors

a) Representative existing construction. Typical netal
roof construction consists of three types:

o Steel -plate decking
o0 Ri bbed-steel decking
o Corrugated-netal decking

Typi cal metal floor construction consists of four types:

St eel - pl at e decki ng
Ri vet ed-steel grate
Wl ded-steel grate
Expanded-steel grate

[elelioNNe]

i) Steel-plate decking. Steel-plate decking
typically ranges froma m ni mumthickness of 1/4 inch (6 mm) to a nmaxi mum of
1 inch (25 mm.

ii) Ribbed-steel decking. This decking consists of
| ong, narrow sections with longitudinal ribs from1-1/2 to 2 inches (38 to 50
nm) deep, spaced 6 inches (150 nm) center-to-center. Special |ong-span
roof -deck sections may al so be used. Common gauges used are No. 22, 20, and
18 (0.8, 0.9, and 1.2 M), while the deep | ong-span sections are of heavier
gauges, ranging fromNo. 18 to 12 (1.2 to 2.7 nm).

iii) Corrugated-netal decking. This decking is
typically made of al um num galvanized iron, or protected (rust-inhibited)
metal . Corrugated al umi num may be either corrugated sheets, curved
corrugat ed sheets, V-beam sheets, or concealed clip panels. The corrugated
sheets and curved corrugated sheets are typically 0.024 or 0.032 inch (0.6 or
0.8 mm thick with 2.67-inch (68-nm corrugations 7/8 inch (22 mm) deep. The
V- beam sheet has a 4-7/8-inch (120-mm) pitch with 1-3/4-inch (45-m) deep
corrugations with top and bottomflats of 3/4 inch (19 nmm). Thicknesses are
0.032, 0.040, or 0.050 inch (0.8, 1.0, or 1.3 nm. Concealed clip panels are
13.35 inches (340 nm) wide by 3 feet (900 nm) up to 39 feet (12 m) long with
t hi cknesses of 0.032, 0.040, or 0.050 inch (0.8, 1.0, or 1.3 nm.

Protected netal is available in corrugated sheets,
mansard sheets, or V-beam sheets. The corrugated sheets have 2.7-inch
(69-mM) corrugations 9/16 inch (14 mm) deep. Mansard sheets have 6 beads per
sheet. The V-beam sheet has a 5.4-inch (135-mm pitch with 1-5/8-inch
(40-m) - deep corrugations and contains five Vees per sheet. The thickness of
all protected nmetal sheeting ranges from 18 to 24 gauge (1.2 to 0.6 mm.

181



M L- HDBK- 1013/ 1A

iv) Riveted-steel grate. Riveted steel grate has a
m ni mum bearing bar size of 3/4 by 1/8 inch (19 by 3 mm) spaced 2-5/16 inches
(60 M) on center and a maxi mum bearing-bar size of 2-1/2 by 3/16-inches (63
by 5 nm spaced 3/4 inch (19 mm) on-center. The spacer bars are riveted
about 7 inches (175 nm on-center for average installations or 3-1/2 to 4
inches (90 to 100 nm) for heavy traffic, or where wheel ed equi pnent is used.

v) Welded-steel grate. Wl ded-steel grate has
m ni mum and maxi mum beari ng-bar sizes of 3/4 by 1/8 inch (19 by 3 nm and
2-1/2 by 3/16 inches (63 by 5 mm, respectively. The ninimmspacing is
15/ 16 inch (24 mm) on-center, and the maxi num spacing is 1-3/16 inch (30 nm
on-center. Spacer bars are typically welded either 2 or 4 inches (50 or 100
nm) on-center.

vi) Expanded-steel grate. The expanded-steel grate
has a mi ni num di anond size of 1.33 by 5.03 inches (35 by 125 mm) and a
maxi mum di anond size of 1.41 by 5.33 inches (36 by 135 mm).

b) Penetration tinmes for existing construction. Table 44
provi des the penetration times for existing netal roof and fl oor

construction. In nost cases, |low and nmediumlevel threats are not practica
against this type of construction. Metal roofs provide only about 1.5 to 2
m nutes of delay against medium to |owlevel forced-entry threats. In

floors, riveted or wel ded expanded or steel grates provide less than 1 mnute
of del ay against a high-level attack.

c) Low and nmediumseverity threats. Wth the exception
of ribbed steel, corrugated netal, and expanded steel grate, it is not
practical for a low or mediumseverity threat to attack netal roofs or
floors (see Table 44). The existing construction should be adequate. For
t he above-listed exceptions, riveted, or welded steel grate can be afixed to
t he underside to enhance the hardness.

d) Retrofit options for high-severity threats. The steel-
ply retrofit options shown in Figures 46 through 48 and Table 38, or the
riveted or welded steel grating shown in Figure 49 can be affixed to the
interior of the roof or underside of the roof or floor to increase the
effective delay tinme. See par. 5.6.3.3(1)(d) for additional information.

5.6.5 Door Retrofit Construction

5.6.5.1 Personnel, Vehicle, and Vault Doors. \Where existing personnel
vehicle, and vault doors do not provide adequate penetration delay, it may be
possible to replace the existing doors with new ones neeting the desired
delay requirements. Refer to par. 5.5.5 for personnel, vehicle, and vault
door options and details. \Where the existing construction will not support

t he
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door change-out, upgrade of the existing door nay be possible. The upgrade
should follow the requirenments of par. 5.5.5.

Tabl e 44
Maxi mum Penetration Times (M nutes) by Threat Security Levels, Existing
Metal Roofs and Fl oors

+3332133333331131331133131311331313113311311331131113113311311331301331313313113113111113111)1))) .,
* Maxi mumm Penetrati on *

* Times (mn) By Threat =
Bui | di ng Conponent * Severity Level *
/3331>>>>033>33333)0)))))))1
* Low * Medium=> H gh =
/))))))))0))))))))))))))))))))))))))))))))))))))))3)))))))3)))))))))3)))))))l

ok ox X %

* Roofs = Steel plate (a) (a) *1to 2*
* * 1/4 inch (6.25 nm) to 1 inch (25 * * * *
* * mT) * * * *
/))))))))3))))))))))))))))))))))))))))))))))))))))3)))))))3)))))))))3)))))))l
* Ribbed Steel 2 * <1 =

* 18 to 12 gauge (1.2 mmto 2.7 m) * * * *

* Corrugated Metal * 2 * 1.5 * <1 =

* 18 gauge (1.2 M) * * * *
/33313333333333333333333333333333333333333333333333))3)3))))3)))))))1

Floors = Steel Plate * (a) = (a) *1to 2*

* 1/4 inch (6.25 mm to 1 inch (25 * * * *

/))))))))))))))))))))))))))))))))))))))))3)))))))3)))))))))3)))))))l
* Riveted Steel Gate (a) (a)

/))))))))))))))))))))))))))))))))))))))))3)))))))3)))))))))3)))))))l
* Wl ded Steel Grate (a) (a) * <1

/))))))))))))))))))))))))))))))))))))))))3)))))))3)))))))))3)))))))l
* Expanded Steel Grate

-))))))))2))))))))))))))))))))))))))))))))))))))))2)))))))2)))))))))2)))))))—
(a)

oob % % ok X % ok F X % F % X

t is not practical for these level threats to attack roofs or
I

|
floors.

5.6.5.2 Magazi ne Door s

1) Typical Existing Door Construction. For magazi ne doors,
Tabl e 16 shows exanpl es of typical door panel construction required by DOD
5154.4 to achi eve explosive safety in the storage of Risk Categories I
through IV ammunition and expl osives (see Table 15 for a description of risk
categories.) At present, the shrouded shackl e padl ock shown in Figure 40,
together with the shrouded hasp shown in Figure 41, is to be used with these
doors. Note in Table 31 that although the door panel is capable of providing
a penetration delay time of 4 mnutes, the | ock/hasp provides less than 1
m nute's del ay against a high-severity threat.

183



M L- HDBK- 1013/ 1A

PINS TO BE 8 {150mm} FROM
TOP AND BOTTOM OF DOOR
AND 18" (450mm; 0.C.

DOORSTOP —
1-1/2" (38mm) DIAMETER
STEEL PINS FILLET-WELDED
TO DOOR AS SHOWN,
(GRIND OFF TO CLEAR SOCKETS
DRILLED IN JAMB), AS SECURITY

ADJUSTABLE NEOPRENE
WEATHER SEAL //{ o
\% : / GUARD

_— 1/4" {(6mm)

%/ TYPICAL CLEARANCE
EXISTING
DOOR PLAIR\ N S

. m /'..‘ Sl ..' Y .

Y S S SS 7 >

Fa

N
s

-
\}‘"“ N
e

. .-
““:'-\\_‘. '.

SN SN N

HINGE ASSEMBLY

et | -] O
H(38mm)

Figure 52
Hinge Side Protection Plan for Using a Pin-In-Socket Technique

2) Hinge-Side Protection. The standard door designs used in
exi sting magazi ne structures for AA&E storage are, in npst cases, vul nerable
to physical attack on the hinge side of the door. Attacks consist of cutting
t he hinge nmounting bolts, cutting and driving out the hinge pintle pin, or
cutting the hinge assenbly. A positive door-to-janb interlock is, therefore,
required. Figures 52 through 55 show the cross sections of hinged doors and
door frames. Various options of passive hardware for positive interlocking
at the hinge edge are shown that are designed to prevent entry by physica
attack at the hinge edge. This approach prevents the hinged edge from being
pushed in or pulled out when the door is closed and | ocked. The design
options shown have the advantage of not producing a safety hazard by
extendi ng the interlocking hardware into the clear opening of the door

184



M L- HDBK- 1013/ 1A
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Figure 53
Hinge Side Protection for Doors Using a Forward Doorstop with Angle

185




M L- HDBK- 1013/ 1A

5.6.6 W ndow Retrofit Construction. It nmay be possible to replace
exi sting wi ndows with new wi ndows; see par. 5.5.6 for w ndow design options.
As an alternative, elimnation of windows will provide enhanced penetration

delay time if the retrofit is acconplished properly. The nost
straightforward method is to seal the wi ndow opening with the sane
construction used in the wall or building section being seal ed.

5.6.7 Uility Opening Retrofit Construction

5.6.7.1 Overview. |In conventional building designs, utility openings,
manhol es, tunnels, air conditioning ducts, filters, and equi pment access
panel s can provide intruders with an attractive entrance or exit route with
no significant delay. Either such openings nust be elimnated or delay tines
i ncreased significantly, if consistent physical security integrity of the
overall structure is to be provided. The follow ng paragraphs provide a
brief description of typical utility openings and the factors and issues that
require special consideration in determ ning and enhanci ng del ay times.

5.6.7.2 Hardening Uility Openings for Conventional Buildings. Methods for
hardening utility openings greater than 96 square inches (0.06 sq m are
described in par. 5.5.6 under New Construction. These openings include

el ectrical systemconduits, nechanical systemconduits for air conditioning,
heating, and venting systens, roof-nmounted equiprment, filter banks, and
manhol es.

5.6.7.3 AA&E Ventil ation Openi ngs

1) Overview. Door, wall, or roof ventilators in an earth-covered
arns, anmunition, and explosives (AA&E) storage nagazi ne often provide the
best neans of penetrating the structure. Any AA&E ventilator that is 96
square inches (0.06 sq m or larger nmust, therefore, be secured agai nst high-
severity level attacks.

2) Door Ventilators. Modst nmagazine door ventilators are shrouded,
shrouded and | ouvered, or sinmply | ouvered. These openings can be quickly and
easily penetrated because of inherent weaknesses in the external nounting,
quality of the nounting, or because, in sone cases, the steel of the
ventilator is considerably |lighter than the door. All external shrouds
shoul d be nmounted with a conti nuous bead-weld along all edges. Many door
ventilators can be reinforced on the inside with riveted steel grating,

M L- G 18014 Type A, Cass B, as shown in Figure 56. Where design of the door
permts, this cover should be welded flush with the inside of the door. |If
door stiffeners and ventilator frames do not permt flush nmounting, this
cover should be of fset nmounted, using 1/4-inch (6-m) flat bar or angle stee
at the mnimum possible offset. An alternative to the welding of this grate
to the door is to mount it with 1/2-inch (13-mm steel bolts and a 1/4-inch
(6-mm flat bar in the manner shown in Figure 57, with the ends of the
grating extending 6 inches (150 mm) beyond the opening and the bolts and nuts
wel ded to prevent renoval
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Figure 54
Hinge Side Protection for Hardening Typical Thick Doors by Using an Angle Stop
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Hinge Side Protection for Hardening Typical Thick Doors by Using an Angle Stop
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3) Wall Ventilators. All wall ventilators should be externally
shrouded using, as a mninmum 3/8-inch (9-m) steel plate (see Figure 58).
The shroud shoul d extend well bel ow the bottom edge of the ventilator, and
t he m ni mum possi bl e di stance should be between the wall face and the shroud
plate. It should be noted, however, that a solid steel plate placed in front
of the ventilator will restrict the air flow because of the blockage in front
of the open area. Conpensation for this air flow reduction should be made.
The security engi neer should determ ne whet her the di stance between the wall
face and the shroud plate and the shroud attachment mechani smpernmits the
required air flow. Internally, a cost-effective nethod of increasing
resistance is to use riveted steel grating, ML-G 18014, Type A, Class B, cut
with a mninm6-inch (150-nmm) overlap on all sides of the ventilator
opening. Two installation techniques are shown in Figure 58. One technique
requires welding the steel grating to an existing steel frame surrounding the
vent. The other technique requires no welding. Flat steel bars, 1/4 by 2
inches (6 by 50 mm), drilled to accept 1/2-inch (13-nm expansion fasteners,
shoul d be used to hold the grating to the wall. Any concrete anchor neeting
the requirenents of ASTMor mlitary specifications may be used. To ensure
maxi mum pul | out strength, the holes nust be drilled carefully to ensure tight
fit of the fastener. The fastener must not be installed closer than 4 inches
(100 nm to the edge of the concrete. The bolt should be welded to the
frame.

4) Roof Ventilators. Roof ventilators in older nagazi nes may open
directly into the magazine ceiling or may open high on the rear of the
magazi ne wall. These ventilators should be protected through the internally
nmount ed vent covers. The |ight sheet nmetal and ceramic tile construction of
t he ol der magazi ne vents precludes reinforcing the roof ventilators at any
poi nt other than the inside opening. In concrete arch magazi nes, use of
riveted steel grating nounted as shown in Figure 59, sinilar to the technique
used for wall ventilators, can be used for enhanced penetration resistance.
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1/2" (13mm) CARRIAGE
BOLTS (LENGTH AS RE~
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NOTE: Penetration times of 4 minutes against medium and
1.5 minutes against high severity threat.

Figure 57
Security Intrusion Protection Plan for Hardening a Typical Door Ventilator
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Figure 58
Installation Details of Hardening a Typical Riveted Steel Grating and Shrouded
Louver for Walls or Ceilings
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Figure 59
Security Intrusion Protection Plan for Hardening a Typical Wall or Ceiling
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Section 6: BALLI STIC ATTACK HARDENI NG

6.1 Introduction. This section provides a summary of the avail abl e
information on the ballistic resistance of comrercial construction
structural barriers, doors, and glazing materials against small arns and
mlitary threats, i.e., the ballistic attack. 1In a ballistic attack, the
aggressor fires various small arms such as pistols, rifles, submachine guns,
and shotguns from a di stance determ ned by the range of the firearm and
accessibility to the asset. A ballistic attack requires |ine-of-sight access
to the asset being attacked, at as close a range as practicable. Firearns,
which may be civilian or military, are described in terns of ballistic

st andards devel oped for testing the resistance of building conponents to the
weapons' effects. These standards generally specify weapons, anmunition,
nmuzzl e velocity of the round, and nunber of rounds fired at the target.

6.2 Ballistic Threat Characteristics. The ballistic threat posed by a
bul |l et depends on its caliber, type, shape and wei ght, inpact velocity, angle
of inpact, muzzle energy, multiple versus single inpact, and target range.
The nopst probable threat is frompistol, rifle, submachi ne gun, or machi ne
gun fire. Coverage of the ballistic threat in this handbook is linmted to
bull ets or projectiles fired fromsmall arns; the penetrati on nechanics of
these bullets or projectiles, and the architectural application of ballistic-
resistant materials or armor. The term"ballistic-resistant” refers to
protecti on agai nst conpl ete penetration, passage of projectile fragnents, or
spal l ation (fragmentation) of the protective material to the degree that
injury woul d be caused to an asset or a person standing directly behind the
bal listic barrier.

6.2.1 Caliber. The caliber of a bullet refers to its dianeter and is
expressed either in decimals of an inch or in mllineters. Typical exanples
i ncl ude the 0.303-caliber high-power rifle and 7.62-nm NATO rifl es.

6.2.2 Bull et Characteristics. Bullets vary in their characteristics.

6.2.2.1 Arnor-Piercing (AP). A bullet having a hardened netal core, a soft
nmetal envel ope, and a bullet jacket. When the AP bullet strikes arnor, the
envel ope and jacket are stopped, but the arnor-piercing core continues
forward to penetrate the arnor. The AP bullet is characterized by high
accuracy in flight and high velocity.

6.2.2.2 Ball. A non-arnor-piercing bullet having a lead or nild stee
core.

6.2.2.3 Qther Characteristics. The different bullet designs are spire
point, round nose, flat point, full netal jacket, boat-tail holl ow point,
short jacket, cast bullet, and wadcutter. Ballistic performance of a
material is sensitive to a projectile's shape and construction, e.g., whether
or not the bullet is jacketed, the length, thickness, and hardness of the
jacketed material, the presence of a hollow nose, a cavity and hol | ow base,
and the hardness of the |ead.
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An ogi ve-shaped projectile would be expected to initiate fracture
of the target. By conparison, a flat-nosed projectile would favor "pluggi ng"
of the target around the projectile as it advances into the target nedium A
lighter bullet will slow down nore readily while a heavier bullet wll
penetrate further into the target. An AP-type bullet has a greater capacity
to penetrate than the ball type because the AP bull et has a hardened stee
core that resists deformati on upon inpact.

6.2.3 Ballistic Limit. The ballistic linmit of a material is an

approxi mati on of the velocity at which 50 percent of the inpacts would result
in conplete penetrations and 50 percent in partial penetrations. Ballistic
limt generally is expressed as V sub 50. |In evaluating the V sub 50
ballistic limt, it is necessary for the definition of penetration to be
specific. Currently, there are three criteria of penetration or ballistic
limts: the Navy, the Arnmy, and Protection Ballistic Limt (PBL),
illustrated in Figure 60. The PBL has received greater recognition since it
defines the limting velocity at which danage occurs beyond the arnmor. As
the striking velocity is increased froma very low velocity to the ballistic

l[imt of the material, theoretically no conplete penetration will occur at
| east 50 percent of the time. When the inpacting or striking velocity is in
excess of the ballistic limt, the projectile will pass through the arnor

with a residual velocity at |least 50 percent of the time. When the striking
velocity coincides with the ballistic Iimt, maxi mumenergy is extracted from
the projectile by the arnor.

6.2.4 bl ique Attack Affects. Arnor resistance to penetration is not
only affected by the angle at which a plate is mounted but also by the angle
at which the projectile strikes the target. The greater the obliquity, the
greater the thickness of arnmor the projectile nust travel through to
perforate it. Figure 61 illustrates the increasing thicknesses a projectile
must travel through at varying obliquities for arnors of specific

t hi cknesses.

6.2.5 Projectile Energy. A projectile in notion is stopped when its
kinetic energy is dissipated on inpact with the arnmor. The kinetic energy of
the projectile is resisted by an inmpul se equal and opposite to that of the
projectile at inpact. The rate of projectile energy |oss increases as the
surface area of the projectile in contact with the arnor increases. The
application of the kinetic energy of the projectile over the smallest cross-
sectional area possible will result in less projectile energy loss. If the
arnor is rigid and very hard, a portion of the projectile's kinetic energy
will be diffused in fragnents produced by shattering of the inpacting
projectiles, and the kinetic energies of these fragments nay be enough in

t hemsel ves to cause danmge.

6.2.6 Miltiple Inpacts. The effect of multiple hits on arnor depends on
t he di spersion of the points of inpact and the degree to which the arnor is
reinforced to offer resistance to later shots. A small area of dispersion
such that successive hits fall within the crater of the first projectile is
advant ageous for the attack and pronotes projectile penetration.
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6.3 Ballistic Threats. Four ballistic threat levels are used in this
handbook, reflecting their severity level: (1) low, (2) nedium (3) high
and (4) very high. These threats are summarized in Table 45.

6.3.1 Low Severity Threat. The lowseverity threat is the American

Nati onal Standards Institute (ANSI)/Underwiters Laboratories (UL) Medium
Power Small Arms (MPSA) threat described in ANSI/UL 752. This threat
normal Iy woul d be enpl oyed against facilities when the main objective of the
attacker is to persuade someone to turn over items of high value such as cash
or drugs. This threat also may be enployed in a hostage situation.

6.3.2 Medi um Severity Threat. The mediumseverity threat is the ANSI/UL
Super Power Small Arns (SPSA) threat described in ANSI/UL 752. This threat
normal |y woul d be enpl oyed when the attacker knows that ballistic-resistant
glazing is installed, e.g., teller cages.

6.3.3 Hi gh-Severity Threat. The high-severity threats are described in
the H P White Laboratory, Inc., (HPW HPW TP-0501.00, Ballistic Resistance of
Structural Mterials (Opaque and Transparent). Test Procedures and Acceptance
Criteria.

6.3.4 Very High-Severity Threat. The very high-severity threat is the
Mlitary Small Arms Miultiple Inmpact Threat (ML-SAMT) described in Nava
Civil Engineering Laboratory (NCEL) Report CR 80.025. This threat is defined
as 25 rounds of 7.62-mm NATO ball ammunition fired froman M 60 nachi ne gun
at a range of 25 yards (22.9 m.

6.4 Overview of Ballistic-Resistant Materials and Defeat Mechani sns.
Bal listic-resistant materials include various comercially avail able
structural materials, special arnor materials, and conposites. These
materials are used to inprove the ballistic resistance of walls, roofs,
ceilings, wi ndows, and doors of structures to protect the contents and the
occupants against ballistic attack. Ballistic-resistant materials are
divided into two categories: (1) transparent arnor, and (2) opaque arnor.
These are di scussed bel ow.

6.4.1 Ballistic Resistance. The term"ballistic resistance" denotes
protecti on agai nst conpl ete penetration, passage of projectiles, or
spal l ati on of the protective material to the degree that injury would be
caused to a person standing directly behind the bullet-resisting barrier
This definition is set forth in the ANSI/UL Standard for Bullet-Resisting
Equi prent, ANSI/UL 752. The ANSI/UL definition of bullet-resisting glazing
materi al specifies that there should be no penetration of the projectile,
fragments of the projectile, or fragments of the glazing assenbly with
sufficient force to embed into or damage 1/8-inch (3-mm-thick corrugated
cardboard indicators placed a distance of 18 inches (450 nm behind the
protected side of the test sanple. This conforns to the protection ballistic
[imt described in par. 6.2.3.
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Tabl e 45
FirearmBallistic Threats
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* (9.6 mm) Aut omati c FMJ (350-410)

* 5-in. (12.7-m)

* Barr el

/33333333333333331333333333333333133333313331333131333133313133313313131333133131313111)))
*MEDI UM Severity Level

*

*UL- SPSA . 44 Magnum Handgun 240 1323- 1544 3
* (11.2 mm) 6. 5-i nch Lead (403-471)

* (165-m)

* Barr el

73113333333333331333333333333333331313131333133133313313131333133131313331313331333131111)))
*H GH Severity Level

*

*HPW 7.62x51 mm Rifle 147 2700-2800 2 at
*Rifle NATO (M 14) M 80 Bal | (823-853) Speci fied
*St andar d (0.30 Locati ons
* cal i ber)

73113333333333333333333313333333333331333333133313313131333133131313331313331333131111)))
*VERY Hl GH Severity Level

*

ook ok b X Rk F X R X P % b Xk Rk ok X X X X % X

*M L- 7.62x51 mm Li ght Machi ne 152 2800 25
*SAM T NATO gun, 25.5-in. (647-M60 Ball (853)

* (0.30 mm)

* cal i ber) Barr el

* MBOE3 (US)

-33233333333333333333333333333333333333333133313313333313331331333133133313313313311I)I))-
ABBREVI ATl ONS:

AP - Arnor Piercing MPSA - Medi um Power Snall Arns
FMJ - Full Metal Jacketed SPSA - Super-Power Snall Arns
HPR - Hi gh-Power Rifle US - United States

BALLI STI C TESTI NG STANDARDS:

HPW - H P. Wite Laboratory, Inc.; HPWTP-0501.00, Ballistic Resistance
of Structural Mterials (Opague and Transparent): Test Procedures and
Acceptance Criteria, 1988.

ML-SAMT - Mlitary Small Arns Miltiple Inpact Threat; perfornmance
standard devel oped by the Naval G vil Engineering Laboratory (NCEL).

SD - Departnent of State; SD-STD-02.01, Ballistic Resistance of
Structural Muterials (Opagque and Transparent): Test Procedures, 1986.

UL - American National Standards Institute/Underwiters Laboratories,
Inc.; ANSI/UL 752-85, Rev. 13, Standard for Bullet Resisting Equi pnent,
1991, 8th edition with 30 Dec. 91 Rev.
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6.4.2 Transparent Arnor. Transparent arnor is conposed of materials with
dual properties of being virtually transparent while having a resistance to
penetration of small-arns projectiles and fragments. |In general, transparent
arnors are |am nate conposites of glass and el astonmers. Spallation has an

i mportant role in the inpact process of transparent arnors. A potentia

di sadvant age of glass is breakup on projectile inpact and the subsequent
shattering and formation of sharp, needle-like splinters which can prove to
be hazardous. Safety glass, which consists of two or nore sheets of tenpered
gl ass bonded together by synthetic resin, produces cubical pieces on inpact
that usually have rounded edges. The energy absorbing mechanics of plastic
materials offer an advantage over glass with regard to spallation. Plastics
often can be designed not to shatter, and when conbined with glass as a spal
shield or a | am nated gl ass/plastic configuration, can inhibit the shattering
of the glass by containing the glass particles. The suppression of

spal lation is a powerful nethod of enhancing inpact resistance of transparent
arnor. A | ami nated and bonded conposite transparent arnor consisting of
safety gl ass and pol ycarbonate |ayers provides visual clarity and
denonstrates resistance to small-arms projectiles.

6.4.3 Opaque Arnor. Opaque arnmor is arnor that obstructs transmni ssion of
light. Various types of opaque arnor are described in the follow ng
par agr aphs.

6.4.3.1 Conmon Structural Materials. Various tests have been performed on
conmon structural building el enents and concrete walls to deternmine their
ballistic resistance to small-arnms fire. Concrete masonry units, reinforced
concrete, and steel/plywod wall systens have been ballistically tested
against small-arnms fire. Exanples of these tests are covered later in this
section.

6.4.3.2 Fibrous Materials. Fibrous arnor is arnor which incorporates the
use of fibers or fabrics in a plastic matrix. The fibers work as an
excel l ent reinforcing material for polymers. Three types of |ani nated
fabrics include fiberglass, nylon, and Kevlar. d ass-fiber-reinforced-pol yner
(GRP) | am nate consists of a nunber of | am nations of woven rovings of glass
fibers bonded with a polyester resin. |Its performance at close range is
limted mainly to protection against fragmentation. Test data indicate that
a 2.5-inch (63.5-mm-thick GRP can defeat a 0.30-caliber (7.62-mm) AP round
at a range of 110 feet (34 m. Kevlar has a high tensile strength conpared to
nyl on, but neither material is considered a satisfactory armor with regard to
a 0.30-caliber (7.62-mm projectile fired at 25 yards (22.9 m. Its principa
attribute, as with lam nated glass fibers, is to shield against scabbing and
fragnentati on by absorbing the | ow kinetic energy of the ballistic threat.

6.4.3.3 Ceranmic Conposite Materials. Ceranics enconpass all inorganic
materials except nmetals and netal alloys. Ceranic conmposite arnor systens
usual |y consi st of alunmi num oxi de or boron carbide tile bonded to a rear
panel , usually a GRP | am nate, which acts as a shield against ceramic
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fragnentation. Ceramc arnors can provide ballistic protection at |ess
wei ght per square foot, but high unit costs have limted their application

6.4.3.4 | norganic Nonnetallic Materials. |norganic nonnetallic arnmor can
range fromsand, dirt, and gravel, to snow. Protection of small-arns fire

of fered by earth materials is avail able and effective, but costs of equi pnent
and | abor present a di sadvantage. \When gravel is placed in |ayers between
two wooden panels, the inpacting bullet usually shatters a piece of gravel in
its path. Small gravel |acks the effectiveness of |ayer gravel or crushed
rock since a bullet nmust be stopped by sonething conparable to its own mass.
For equal thicknesses, the ballistic protection offered by wet sand is about
one-hal f the protection of dry sand. No spalling and ricocheting occurs with
snow as arnor material. Snow nust be packed to be effective, with | oose or
natural snow providi ng about one-half the protection of packed snow for
resisting small-arns fire.

6.4.3.5 Metallic Materials. The majority of arnor materials currently used
are netallics. Metal arnor falls into three general categories: (1) steel
(2) alum num and (3) titanium

1) Steel Arnor. Rolled honbgeneous steel arnor conforming to
specification ML-S-12560 has beconme the standard steel arnor material, and
is used for conparison when considering the ballistic performance of other
arnors. Honogeneous steel arnmor should be nmade as hard as possible for
defeating small-arnms AP ammunition. However, as steel becones harder it also
becormes nore brittle and is nore prone to severe fractures. This has forned
t he basic gui dance for inproved steel arnor, that is, to increase stee
arnor's hardness without increasing its tendency toward brittle fracture.

2) Al um num Arnor. Al uminum al | oys have been considered for
potential armor application due to their |ow weight. Al um num alloys have
been desi gned for specific arnmor applications which were strengthened by
strain hardening to increase their resistance to fragnent penetration
However, as with nmetallic arnor, high-strength alum num all oys becone nore
brittle as the strength | evel increases and inproved protection agai nst AP
amuni ti on acconpani es a reduction in resistance to fragmentation

3) Titanium Arnor. As with aluminum titaniumalloys offer
excell ent ballistic protection against fragnent type anmunition while
af fording | ow wei ght conpared to steel. Titaniumarnor, specified in ML-T-
46077(MR), shows ballistic superiority over the nmajority of fragnentation and
smal | -arms threats

6.5 Bal | istic Hardening Option Recommendations. The deternination of
the category of security required against ballistic threats is discussed in
Section 2. In general, the level of ballistic-resistant hardening required in
a facility design depends upon the type of facility and the category of the
threat.
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6.5.1 Threat Severity Levels of Protection. Threat severity levels of
protection range fromlow to very high. For the general case, the |level of
protection will correspond to the threat |evel described in par. 6.3.

6.5.2 Protection Measures: New Construction. Both siting and buil ding
el ements or neasures are used to negate the effects of the ballistic attack

6.5.2.1 Siting Measures. Limit sightlines to the asset being protected.
The ballistic attack, to be successful, nust have uninterrupted |ine-of-sight
vi sual access to the target. Protective nmeasures are facility siting and
obscurati on.

1) Facility Siting. The initial site selection should consider
the ballistic attack. Obviously, some sites are better than others with
respect to conditions related to the ballistic attack. For example, site
facilities on high ground to force attackers to shoot upward. Under this
condition, targets inside the facility are nore difficult to see and as a
result, cause the bullets to strike building surfaces at an angle, decreasing
their effectiveness. Site facilities away fromeither natural or mannade
vantage points to limt an attacker's ability to see assets. Exanples of
potential vantage points include nearby structures or elevated | and
formations.

' BY) bcﬁn . [I—_‘] W
ASSET
Ohscurauon—d/y
Fence SECTION
Figure 62

Sightlines Blocked From Potential Vantage Points
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2) Qbscuration. Block sightlines with | andscapi ng features,
obscuration fences, walls, or noncritical structures as illustrated in
Figure 62. Consider blocking sightlines with other less critical facilities
or earth berms. Obscuration fences include chain-link fences with slats
woven through the fence fabric, and wooden fences with m ni mal spaces between
pl anks. Many other types of fences also could be effective. However, the
fence nust be constructed and | ocated such that an attacker cannot easily
overcome the obscuration features of the fence. |If trees are used as part of
t he | andscaping, or if they already exist near the fence, locate themat a
sufficient distance fromthe fence so that attackers cannot use themto scale
over the fence.

6.5.2.2 Bui |l di ng Measures. Building elenents include the building s |ayout
and its walls, doors, wi ndows, and utility openings. Since bullets are fired
fromline-of-sight weapons, they ordinarily pose no threat to roofs.

1) Layout. To reduce exposure to bullets, house critical assets
at the center of the facility. |If assets are effectively conceal ed, no other
protective nmeasures are needed to protect critical assets for the |low | eve
of protection. Locate bullet-resistant walls around assets, as shown in
Figure 63, to elimnate sightlines through doorways. This arrangenment all ows
conventional doors to be used while providing a conplete hardened encl osure
around the asset. Arrange entryways to elimnate sightlines.

2) Walls. Wall construction is dependent upon the threat
severity. Representative exanples of types of wall construction to defeat
each threat severity level are described in the follow ng paragraphs.

a) Low level of threat protection. There are no specific
wal | requirements for the low | evel of protection. Standard construction
sel ected for other reasons, applies. Table 46 shows a representative |ist of
materials that could be used for the | owseverity threat. Note that all of
the materials shown are standard materials that would be appropriate for new
construction. Any single material could be used. O, if a conbination of
materials is used, such as 4-inch (101.6-m) grouted CMJ with 4-inch (101.6-
nm) brick, increased ballistic resistance will result.

b) Mediumlevel of threat protection. Table 46 shows
representative wall materials for the mediumlevel of threat. Note that the
mat eri al thickness increases only slightly over the | owseverity threat.
Only a 1/2-inch (12.7-mm) increase in thickness is required for reinforced
concrete and only an additional 1/16 inch (1.6 nmm) is required for steel
Even the bullet-resistant fiberglass thickness only needs to be increased by
1/8 inch (3.2 m) to defeat the mediumlevel threat.
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Tabl e 46
Construction for Ballistic Resistance

+))))))))))0)))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))

* Wal | Thickness, inches (nmillineters)

> /))))))))))))))0)))))))))))0)))))))0))))))))))))))))))0)))))))))))l
* * Reinforced = CM,

* * Concrete *  Nor mal * * Steel Plate * Bullet- =
* Threat > (3,000 psi) * Thickness = ZDDOIIIID)))1 Resistant *

Severity *= (21,000 kPa)* (Grouted) = Brick = MId = Arnor * Fi bergl ass>
/))))))))))2))))))))))))))3)))))))))))3)))))))3)))))))2))))))))))3)))))))))))l

*LOW * * * *
* (50) * (100) *(100) * (6n) (4.8nn) * (8) *
*Medi um 2 1/2 * 4 * 4 * 5/16 1/4 * 7/ 16 *
* (64) * (100) *(100) > (8m (6mm) = (14) *
*Hi gh 4 * 8 * 8 * 9/16 7/16 = 11/8 *
* (100) * (200) *(200) *(14.3m (14m) = (28.4) =
*Very Hi gh 12 * (a) * (a) * 13/ 16 11/16 = (a) *
* (300) * * * (21mm (17.4mm = *

0000000000000 00000000 000 50000 DDYIDDIIDDY-IDDIDDIIDIDIIDIIIIIDISDDIIIIIDIDID I
(a) Not applicable.

c) High level of threat protection. Select wall
construction which resists the high-severity ballistics fromTable 46. WAl
materials include reinforced concrete, CMJ, brick, mld steel or rolled
honobgenous arnor plate, or bullet-resistant fiberglass.

d) Very high level of threat protection. The SAMT threat
is difficult to protect against. Effective protection, however, can be
provided with appropriate design. Use a 10-gauge (3.4-mm) face plate over
sui tabl e cast concrete or filled concrete walls as shown in Table 47.
Application of the 10-gauge (3.4-m) steel plate on the back side of the
wal |, instead of the front, is not sufficient to stop penetration.

3) Doors. Because openings often are perceived by attackers to
be nmore vul nerable than walls, minimze the nunber of exterior doors to linmt
potential targets. Bullet-resistant doors are available in a variety of
sizes and styles, but nost fit into one of two categories: opaque or
transparent doors. Opaque doors normally are constructed of steel or
al um num arnor plate and in sone cases thicker plates of nmld steel
Bul l et-resistant plates are either on the face of the door and frame or are
part of the core of the door and frane. Door frames normally are constructed
of steel or alum numsections and are filled with nmetal or plastic to ensure
ballistic integrity.

VWere a gl azed door is required for safety, e.g., to avoid opening
a door into a pathway, use the smallest possible glazing area to reduce
exposure
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BULLET RESISTANT WALLS of assets. Transparent bullet-resistant
’/’ doors/frames usually are constructed
of steel or alum num sections with
gl azi ng panel s of transparent arnor
consi sting of glass, glass/plastic
ASSET conposites, or glass and plastic
separated by an air gap. Each of the
transparent arnor types can be sized to

\‘\\ different types of ballistic threats
\i shown in Table 45. Installation (or
CONVENTIONAL DOOR i
%— TR D repl acement)of the transparent arnor is
critical in the overall protection

e af forded by
~

t he door assenbly.
SIGHTLINE

A transparent bullet-resistant door
Figure 63 is not an attack-resistant door unl ess
Wall Arrangement to Block Sightlines specifically designed against a
forced-entry threat. Many of the
features

Tabl e 47
WAl | Construction Capable of Defeating the ML-SAMT Very Hi gh Threat

+))))))))))))))))))))))))))))))))gg))?)))?)))))))))))))))))))))))))))))))))),
* nstruction *
/333333333333333333333333333333333333333333333333333333333333333333)))))))))1
*8-inch (203-mm) cast concrete wall. Rebar [5/8 inch (16 nmm)] placed in *
*the center of the wall both horizontally and vertically on 6-inch (152-nm =*
*centers. Single sheet of 10-gauge (3.4-nm steel on the outside face. *
/3333333333333333333333333333333333333333333333333333333333333333333))))))))1
*10-inch (254-m) cast concrete wall. Rebar [5/8 inch (16 nm] placed in *
*the center of the wall both horizontally and vertically on 6-inch *
*(152-m) centers. Single sheet of 10-gauge (3.4-m) steel on the outside =
*f ace. *

/33333333333333333333333333333333333333333333333333333333333333333)3))))))))1
*12-inch (305-m) grout-filled CMJ bl ock. Rebar [5/8 inch (16 mm)] placed =

*the full height of the wall in each bl ock opening. Single sheet of 10- *
*gauge (3.4-nmm steel on the outside face. *

=233333333333333333333333333313331313133313313131313331313131313133331331313131313333313111)1I)))-

i ncorporated into bullet-resistant doors are very beneficial to resist
attack; however, the glazing systens of sonme transparent bullet-resistant
doors are still vulnerable to tool attacks. Tests have shown that sone
transparent arnors and framework can be penetrated within a short time when
basi ¢ attack tools are used agai nst the gl azing.

A bull et-resistant door should provide protection with all door

conponents. The lock area, frame, and sill plate should be arnored to
protect against the sanme type of threats as the door itself. Full length
hi nges or
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hi nges with self-engaging [1-inch (25-m)] | ock pins should be used with one
or nore high-security |ocks and dead bolts. Locks may be surface-nmounted on
the inside of the door or nortised into and around a cutout in the arnor
plate. Miltiple and different | ocks and dead bolts should be considered.
Grouting or overlapping steel plates also should be specified for the frame-
to-wal |l gap.

Al ternatively, for the high level of protection, provide bullet-
resistant walls a short distance in front of the door, extending several feet
to either side as shown in Figure 64. Use the same wall construction as
required for the building exterior

4) Wndows. Mninmize the number of wi ndows and the wi ndow areas
tolimt available targets. Wndows for the |ow |l evel of protection depend
on conceal nrent to protect assets. For the nedium and high | evels of
protection, provide bullet-resistant wi ndow assenblies to protect assets.

a) Low level of threat protection. Provide narrow wi ndows

oriented obliquely to the exterior surfaces of the facility as illustrated in
Figure 65. Oblique windows limt the line-of-sight into the facility and
decrease the wi ndow target areas. In the design and in practice arrange

furniture and assets within the facility so that no occupants or assets
within the facility are within the direct |ine-of-sight through w ndows.
Provide reflective 0.004-inch (0.1-m) fragment-retention filmon w ndow

gl ass to obscure the interior of the facility fromoutside visibility during
daylight. The filmalso limts the spread of glass fragments throughout a
roomif a bullet shatters the wi ndow. Provide drapes, shades, or blinds to
obscure vision through the wi ndows at night when the filmis ineffective. As
an alternative to the oblique wi ndows, place all w ndow openings at |east 6
feet (1.8 m) above the floor to limt an attacker's ability to see activity
bel ow the sightline. Elevated wi ndows al so renmove the constraints on
furniture or asset locations. Provide transparent fragment-retention filmon
the el evated wi ndows to mnimze fragments entering the protected space.
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Walls to Block Sipghtlines at Doors

b) Mediumlevel of threat protection. Follow guidance
given for defeating the lowlevel threat. In addition, specify and provide
bul l et- resistant w ndow assenblies that are designed to defeat the nedi um
severity threat |evel shown in Table 45.

c) Hugh level of threat protection. Specify and provide
bul | et -resi stant wi ndow assenblies that are designed to defeat the high |leve
threat shown in Table 45. Standard bullet-resistant wi ndow assenblies are
avai | abl e from manufacturers of bullet-resistant conponents. Because bullet-
resi stant wi ndow assenblies are extrenmely heavy and expensive, mnimze their
nunber and size. Coordinate wall construction to ensure adequate structura
support for the w ndows.

Bul | et -resi stant wi ndow assenblies are all simlar, enploying
| am nat ed construction designed to defeat the specified threat. An exanple
is illustrated in Figure 66. This assenbly uses |aminated gl ass backed with
a 0.5-inch (12.7-mm-thick pol ycarbonate spall shield to resist the
0. 30-caliber (7.62-m) high-severity threat. Safety glass lam nated with

pol yvi nyl
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butyral is used. A space separates the bullet-resistant glass fromthe spal

shield. The nunber of hits that can be defeated is a function of the nunber
of | am nati ons:

Nunber of Hits M ni mum Nunmber of Lam nations
1 6
2 7
3 8

The bull et-resistant glass and spall shield should be nmounted so
that it can be renoved for cleaning and can be easily replaced if chipped,
crazed, of scratched. The sanme should apply to the protective shield if
enpl oyed on the exterior of the window. Munting should be coordinated with
the wal |
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17N/
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(a) (b))
{a) Bullet resistant safety glass laminate with polyvinyl butyral.
(b} Polycarbonate spall shield.

Figure 66
Example of High-Severity-Ballistic-Threat Bullet-Resistant Glass
Cross Section

construction to avoid a weak ballistic boundary. Sonme other exanples of

bul | et-resi stant wi ndow assenblies designed to defeat the high-severity
threat are shown in Table 48.

d) Very high level of threat protection. Elimnate
wi ndows in facilities that nust withstand the very high-level threat.

5) Utility Openings. Protect utility openings where assets could
be targeted through them Specify sight-proof fixed |ouvers for all levels
of protection. Bullet-resistant |ouvers or danpers shall be used to resist
the appropriate severity level for the higher |evels of protection.

Coordi nate wall construction to ensure adequate structural support for
bullet-resistant utility opening protection.

6) Roof Protection. Provide roof protection only where there are
potential sightlines to the roof. For the low level of protection, elimnate
skylights or obscure sightlines through skylights and use opaque roof
scuttles. For the nediumthrough very high levels of protection, harden the
roof construction using concrete conmponents which provide equival ent
construction to the rated wall assenblies shown in Table 46. Specify bullet-
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Tabl e 48
Transparent Arnor Capable of Defeating the Hi gh-Severity Threat

+)))))))))))0))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))
* Thi ckness * Construction

/)))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))1
* Goodyear |am nated transparent arnor (Type 73-30) consisting

*|nches * of two 0.5-inch (12.7-mm-thick plies of soda-linme plate glass

*(35.3 mm * (front) and one 0.25-inch (6-nm-thick ply of polycarbonate

* * (rear). Total thickness of adhesive between plies is 0.1 inch

* * (2.5 m). Exterior of rear is coated with 0.04-inch (1-mm-

* * thick conpound to protect polycarbonate from abrasion.

/)))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))
* NCEL transparent sandwi ch (described in 6.5.2.2(4)(c), above)

*|nches * consisting of six 0.25-inch (6-mm-thick plate glass plies

*(44.5 mm > (front), 0.5-inch (12.7-mm-thick air space, one 0.25-inch (6-

* * m) -thick Lexan sheet (rear); transparent adhesive (between

* * glass plies) and air space.

/)))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))1
* Anerada gl ass (al so known as Safe-Ray gl ass) consisting of

*|nches * eight 0.25-inch (6-m)-thick plate glass |am nae; transparent *

*(50.8 m) * adhesive between | am nae. *

/)))))))))))3))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))1
* Armagl as (series T, level 4) consisting of 0.5-inch (12.7-mm)-

ok ok F R R X X X X % %

*|nches * thick plate glass lam nate (front), 1-inch (25-mm-thick *
*(53.8 m) * acrylic (internediate), and 0.375-inch (9.5-mm-thick *
* * pol ycarbonate (rear); transparent adhesive between | aninae. *

-233233333332>33333333333333333333333333333333333333333313313313313313313313I)))-

resi stant roof scuttles and skylights for the required severity threat |eve
or elimnate skylights. As an alternative for the high |level of protection
provi de high bullet-resistant parapet walls to block sightlines as shown in
Fi gure 67.

6.5.3 Protection Measures: Retrofit. Retrofit protection neasures are
conponents and buil ding systens added to the existing facility construction
Movi ng of assets to nore secure or secluded areas is another nethod for
enhanci ng protection. Retrofit nmeasures are discussed in the follow ng

par agr aphs.

6.5.3.1 Walls. There are three methods for upgradi ng existing walls.
First, a stand-up reinforced concrete wall section can be added either to the
outer or inner surface of an existing wall. A wall thickness equal to the

wal | section necessary to prevent single-round inpacts at published nuzzle
velocities is recomended, although thinner add-on wall sections could be
used if the conposite (existing wall plus add-on section) wall is tested
against the projectile threat and proven to be effective.
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Figure 67
Parapets to Block Sightlines

Second, various other construction materials can be used to upgrade
existing walls. These materials include wood, dirt, sand, gravel, brick, and
concrete bl ocks. To upgrade hollow block walls, materials such as dirt,

sand, and gravel should be added to a fill height of 6 feet (1.8 m or nore.
O her materials such as brick or concrete blocks coul d be added either to the
inside or the outside of existing weak walls to defeat a projectile threat.

It appears feasible to upgrade walls with brick or block on the outside
because: (1) footers to support the added wei ght of the new wall can be
installed nore easily on the outside than the inside; (2) usually fewer
obstructions such as pipes, receptacles, vents, or doors are found on the
outside of a building rather than the inside; (3) usable work space is not
reduced; (4) interference with daily operations of the protected areas is
m nimal ; and (5) the upgraded walls sonetines can inprove the appearance of
the structure. Conversely, it

is possible that the existing structure might
be ornate or unusually decorative,

in which case upgrading it with brick or
bl ocks coul d cause sone degradati on of its appearance.
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A third upgrade suggestion is to use steel sheets or plates to
achi eve the degree of ballistic hardening required, as determ ned by the
sel ected ballistic threat (Table 45). Some results of tests on upgraded
wal s using mild steel are shown in Table 49. Other types of steel such as
hi gh- har dness, dual - hardness, or roll ed-honbgeneous steel plates, also could
be used.

Tabl e 49
Upgraded Walls for Hi gh-Severity Threat
+))))))))))))))))))))))))))))))))))))))))))0)))a)))))))))))))))))))))))))
* pgr ade
/33323)3I333333332313331313131313313331131313D3DIIIDIIII0II0II0II0000I0)0I00I)I)))))1
* Hollow 8-inch (200-mm concrete bl ock * 1/8-inch (3-m) steel(a) =

/33333333331113333333333313331311333331331333313331313133331313113113331313)1))33))))1

* 4-inch (100-nm face brick * 3/8-inch (9.5-m) steel *
/))))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))))))))))))l
* 2-inch (50-m) concrete T-beam 3/8-inch (9.5-m) stee

0000000000000 00000000000000000000000DD DD D I
(a) MId steel per QQ S-741D.

Al t hough steel arnmor can be used either on the inside or outside of
wall's, its use on the inside of a wall appears nore appealing because: (1)
the arnor prevents spalling of the original wall material; (2) it occupies
little interior space; (3) it can be cut and fitted at the site; (4) it can
be installed with only hand and power tools, or in some cases, with only
thermal tools; (5) when installed in a location protected fromthe weather
it requires very little maintenance; (6) no noticeably hardened areas can be
seen by outsiders; and (7) ornate exteriors are not affected by the upgrade.
Sone di sadvantages include: (1) critical cutouts for pipes, vents,
receptacl es, doors, w ndows, and swi tches nmust be made in the steel; (2)
wal | s and footers may not be strong enough to support the additional |oad;
and (3) daily operations nmay be affected by the arnor installation.

When deci di ng what type of upgrade options can be applied to
exi sting walls, consideration should be given to the availability of
materials and installation hardware, |abor requirements (skilled or
unskill ed), aesthetic appearance, degree of interference with daily
operations, structural l|oads, installation tinme, and cost. Because of
variation in threat definitions, every structure has unique ballistic
hardeni ng requirements, but a conprom se usually can be nmade to satisfy both
the functional and the protective el enents of buildings. Table 50 provides
addi ti onal exanples of retrofit construction.

6.5.3.2 Doors. Elimnating all unnecessary doors is the first step in
upgradi ng existing facilities. Steel pedestrian doors nmounted in stanped
steel franes frequently are found in existing facilities. Wile these doors
provide little ballistic resistance, they can be upgraded. Steel sheets,
described in the previous paragraph, can be used to upgrade these doors.
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Tabl e 50

Retrofit Construction Capabl e of Defeating

the Very High-Severity Level

*333333333333333333333333331313133313311))

Construction >
/333333333333333333333333333333))))))))1
* 8-inch (200-nmm holl ow concrete *
* Bl ock, 3 sheets 10-gauge (3.4-m) =
* steel, 2 sheets 3/4 inch (19 nm *
/333333333333333333333333333333))))))))1
* 6-inch (150-mm cast concrete, No. =*
* 5 (15.9-mm rebar at 6 to 8 inches =*
* (200 m o.c., to 10-gauge (3. 4- *

* nm) steel front and back *
/3333333333333333333333333333)33)))))))1
* 8-inch (200-nmm concrete bl ock, *
* No. 5 (15.9-m) rebar at 8 inches =
* (200 nm o.c., horizontal joint *
* rei nforcenment, 10-gauge (3.4-mm *
* steel front and back *

-233333333333333333333133131333333331)))))-

However, it is necessary to provide bal anced neasures in the upgrade of
doors. Suggestions are found in par. 6.5.2.2 (3).

Normal |y, because of construction constraints,
not renmoved and replaced with ballistic-resistant door assenblies.
The addition of a bullet-resistant wall
can be effective in obscuring an

such a possibility may exist.
assenbly, such as shown in Figure 64,

attacker's vi sua

access to a door.

6.5.3.3 W ndows. See par. 6.5.2.2.4.
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Section 7: STANDOFF WVEEAPONS HARDENI NG

7.1 Introduction. This section begins with a description of the threat
froma standoff Rocket Propelled Grenade (RPG type of attack, followed by

t he general mechani sms by whi ch RPGs can be stopped, and ends w th hardening
design options available for both new and retrofit construction. An RPG
attack is a very high-severity level attack directed primarily toward killing
or injuring personnel inside a building, although some critical assets might
al so be subject to destruction. An RPGis not used to gain entrance or cause
significant danage to a building. A high-velocity jet of material is created
by the RPG which penetrates significant distances and kills or injures by
direct inmpact and spallation. The jet itself creates only a snall hole.

7.2 The RPG Thr eat

7.2.1 RPG Characteristics. An RPG like the Soviet built RPG 7 antitank
grenade, is a rocket-assisted projectile fired fromlight hand-held | aunchers
(see Figure 68). The grenade is first ejected fromthe |auncher at a

vel ocity of about 390 feet (120 n) per second by a small strip powder charge.
Approximately 36 feet (11 m) fromthe |launcher a sustainer rocket ignites and
boosts the rocket to a maxi mum vel ocity of about 980 to 1310 feet (300 to 400
m per second. The general characteristics of the weapon are sumarized in
Table 51. The RPG warhead consists of a conical -shaped charge within an
outer steel casing called the ogive. On detonation, the material of the

i nner lining of the cone of the shaped charge coll apses and fornms a netallic
jet having a very high velocity. The follow ng gives a brief sumary of the
jet formation and target penetration mechani snms associated with a shaped
charge of this type as background.

7.2.2 RPG Jet Formation. On detonation of the shaped charge, the netal
jet isinitially in a continuous stretching condition sinmilar to a
Wi re-drawi ng process. Because there is nore explosive near the tip of the

conical liner than around the base, there is an inherent variation in the

vel ocity of each element of the jet. This results in stretching of the jet
along its length until it eventually breaks up and separates into a col um of
small rod-like particles aligned one after another in tandem fashion

7.2.3 RPG Jet Penetration. Wen the jet is inits early continuous
state, it can penetrate virtually any material regardl ess of the hardness of
that material. The density of the target material is its nost significant

protective property. However, once the jet is broken into discrete
particles, the penetration mechani smchanges, and factors such as target
hardness becone nore inportant to the penetration process. Maximum depth of
penetration is achieved when the jet is absolutely straight with each el enent
exactly following its predecessor. As the jet inmpinges on a target materi al
the pressure exerted by the jet tip pushes the material away in al
directions. The tip is used up continuously and converted into a

hi gh-tenperature liquid with possibly some vapor forned and pressure
generated at the contact point. New jet material continuously cones into
contact at the rapidly noving
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"working face" as the jet drives through the material. The penetration
process continues until either all the jet particles are consumed, the energy
of the unused jet particles is insufficient to overcone the target's own
strength, the target material rebounds on the jet reducing its effective

l ength, or the particles otherw se inpact the side of the penetration cavity
due to axial msalignment of the jet.

Tabl e 51
Exanpl e Operational Characteristics of an RPG (Soviet RPG 7)

+)))))))))))))))))))))))))))))))))0)))))))))))))))))))))))))))))))))))))))))
Characteristic Val ue

/)))))))))))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))l
* Launcher Length

* Unl oaded * 37.8 inches (960 nm *
* Loaded * 52.6 inches (1340 mm *
/33333333333333333333333333333333333333333333333333333333333333333)3))))))))1
* Launcher Wi ght * *
* Unl oaded * 14.5 pounds (32 kg) *
* Loaded * 19. 0 pounds (42 kg) *

/))%;?)g))))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))1
* i ber

* Tube * 1.57 inches (40 mm *
* Round * 3.35 inches (81 m) *
/)))))))))))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))l
* Rate of Fire 4.6 rounds per mnute

/))é?)))3)))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))l
* enade

Length * 36.61 i nches (930 mm *
Wei ght * 4.6 pounds (10 kg) *
Fuse * Point inpact with base detonator =*
Pr opel | ant * Smokel ess powder *

23333333333333333333333333333333333131313331313131313133313131313113313313131311333I3131))))1

* *

Range
Arm ng
Si ghti ng Range (Max)
Maxi mum Range

16.4 feet (5 M
1,640 feet (500 m
2,950 feet (900 m
* Sel f destructs

))%)?)))?))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))l
elocity

L S ]
o ox X %

Initial * 384 ft/s (117 m's) *
Rocket Assi st * 965 ft/s (294 ms) *

/)))))))))))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))l
* Type War head HEAT

/)))))))))))))))))))))))))))))))))3)))))))))))))))))))))))))))))))))))))))))l
* Lead Capability 20 nmph (32 km h)

-23333333333333333333333333331333131323>3313333133333133131313333133131313113333313111I1I)))-
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Sustainer
Booster Motor Warhead
S F.Y R

The grenade is carried in two parts: (1) warhead and sustainer motor and (2) hooster
charge. The two must be screwed together before the grenade is ready to fire.

A. Grenade —— Prelaunch Configuration

Optical Sight

Wooden Heat Shield

Breech Front Iron Sight

Dust Cover Trigger

B. Launcher

Figure 63
Example Antitank Grenade Launcher Weapon—the Soviet RPG-7
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7.3 RPG Def eat Mechanism |Inportant characteristics that limt the
penetration of an RPG jet are primarily material density, strength, and the
tendency of certain materials to rebound on the jet. |In addition

predetonation of the RPG at a standoff distance fromthe material or creating
an oblique line of attack can limt RPG effects.

7.3.1 Material Density. |In general, the anpbunt of penetration achieved
by a continuous jet is approximately inversely proportional to the square
root of the density of the material. Consequently, materials with greater
density have a greater stopping capability.

7.3.2 Material Strength. Material strength becomes increasingly

i mportant as the jet slows down and/or becones particulated, i.e., when the

pressure exerted by the jet is no |onger |arge conpared to the strength of
the target. An approximate indicator of strength is the Brinell Hardness
Nunber (BHN) of the material. 1In general, materials with higher BHN have
better stopping ability.

7.3.3 Rebound Def eat Mechani sms. Rebound or hole "closure" is a
phenonena where target material noves back into the cavity caused by a jet
and interferes with subsequent portions of the jet, reducing its effective

| ength and penetrating capability. Only certain materials |ike steel

ceram cs, alum num and glass-reinforced plastics exhibit rebound. In
general , this phenonmenon effects jets that have particul ated. Rebound occurs
when the material flows back toward the cavity axis and cl oses the hole
behi nd each particle. Thus, the next particle nust penetrate the closed
cavity before inpacting the cavity bottom

7.3.4 Ohliqgue Attack Effects. Barrier surfaces that are at some angle to
the Iine of attack of the jet create a thicker material cross section for the
jet to penetrate.

7.3.5 RPG Def eat By Predetonation and Standoff. Screens can be used to
predetonate an RPG at a standoff distance away fromthe barrier. At large
standoffs the jet particul ates and sl ows down before hitting the target and
consequently is easier to stop

7.4 Har deni ng Design Options. This section provides guidelines for
hardeni ng both new construction (par. 7.4.1), as well as the retrofit of
exi sting construction (par. 7.4.2) against an RPG attack

7.4.1 New Construction. |In designing a new building agai nst an RPG
attack, one or nore of the follow ng should be considered: (1) proper site
layout to mninmize attack line-of-sight; (2) the use of building sacrificia
areas; and (3) appropriately designed barriers with or w thout predetonation
screens.

7.4.1.1 Site Layout. Since the RPGis a |line-of-sight (LOS) weapon, the
facility should be sited to Ilinit, or preferably block, RPG attack sightlines
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from potential vantage points. Options include: (1) the use of natural or
manmade obstructions such as trees, fences, land-forns, or buildings to
obscure sight paths; (2) siting the facility at a high point, if possible, to
force aggressors to fire up toward the target; and (3) causing the RPG to
strike protective surfaces at an angle, reducing the effectiveness.

7.4.1.2 Sacrificial Areas. Sacrificial areas in the building can be

enpl oyed above, bel ow, and around the critical area in the building to be
protected. The walls, doors, etc., of this sacrificial area may be danmged,
but will provide a standoff region to reduce the effectiveness of the RPG jet
for the critical area. In general, to facilitate this the critical area
should be low and internal to the building and well away from exterior walls.

7.4.1.3 Barrier Construction and Predetonation Screens

1) Wills. The only practical wall construction material to stop a
direct RPG attack is the use of massive concrete in conbination with sand and
a predetonation screen. The design tradeoffs are shown in Figure 69. In
general, the use of sand is nore appropriate to a tenmporary situation where
the function of the facility may change and the sand can be renpved | ater
If an RPG threat against the building is likely to be permanent, the use of
concrete by itself or in combination with a predetonation screen is nore
appropri ate.

a) Predetonation screens. Predetonation screens may
consi st of wood fences, chain-link fencing, expanded nmetal nesh, or heavy
woven-fiber fabric. Wod fences can be made of wood slats or plywod panels
a mnimmof 3/8 inch (9.4 m) thick. |If they are nade of slats, the slats
shoul d be spaced no nore than 1/4 inch (6.4 mm) apart. Spaces in netal
fabric screens must be 2 inches (50 mm by 2 inches (50 nm maxi num and the
fabric a mnimum of 9 gauge (3.8 mm). The effectiveness of screens of
various sizes is shown in Table 52. This data suggests that 2-inch (50-mm
chain link presents the mninmumrisk of an RPG passing through the screen
with no effect. An RPG which strikes a predetonation screen either detonates
on inpact or is dudded. Dudded refers to a round being damaged so that it
will not detonate. The residual effects of a predetonated round on a
buil ding are nore severe than the effects of a dudded round. Therefore, in
t he desi gn one need be concerned only with predetonated rounds. After
predetonation, the RPG jet and the spent rocket engine fromthe RPG continue
past the screen. The screen should be |ocated away fromthe wall a standoff
di stance appropriate to the concrete wall construction (see Figure 68). For
other materials allow a mininumof 40 feet (10 m.

b) Predetonation walls. Solid walls constructed of CMJ or
other material can also be used if they can be constructed at the proper
hei ght and | ocation. These are 100 percent effective in predetonating RPGs.
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Figure 89
RPG Hardening—Concrete/Sand Thickness Verses Standoff Distance

Tabl e 52
Predet onati on Screen Effectiveness

+))))))))))))))))))))))))))))))))))))))))))))))0))))))))))))0))))))))))))

Screen Size * No Effect *= Detonating *
/))))))))))))))))))))))))))))))))))))))))))))))3))))))))))))3))))))))))))l
* 2-inch (50-mm Chain Link 36% * 64% *

/))))))))))))))))))))))))))))))))))))))))))))))3))))))))))))3))))))))))))l
* 3- by 3- by 0.2-inch (76- by 76- by 5-mm)

* Wel d Mesh * 48% * 52% *

/))))))))))))))))))))))))))))))))))))))))))))))3))))))))))))3))))))))))))l
* 3- by 6- by 0.2-inch (76- by 152- by 5-nm 58% 42%

* Wel d Mesh * * *

/))))))))))))))))))))))))))))))))))))))))))))))3))))))))))))3))))))))))))l

* 3- by 12- by 0.2-inch (76- by 305- by 5-mm) 62% 38%

* Wel d Mesh * * *

-223333333333333333333333333333313131333313313131333332331313333133131313231333311))))-
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c) Wall construction. New construction options for walls
i ncl ude concrete/sand conbi nations as shown in Figure 69. This figure shows
the concrete wall thickness required versus standoff distance for sand depths
(if used) ranging fromO to 28 inches (700 m). An exanple of the use of
this figure is as follows. |If no sand and no predetonation screen are used,
about 44 inches (1.1 m) of concrete are required. |If the concrete wall
thickness is limted to 12 inches (300 mm) and no sand is used, the m ni num
standof f di stance required for the predetonation screen is about 11 feet (3.3
m. |If 16 inches (400 nmm of sand is enployed, the standoff distance is
reduced to 5 feet (1.5 n). These conbinations of depths of sand and concrete
used with an effective predetonation screen have been found adequate to stop
t he penetration of the predetonated RPG

Anot her wal |l concept is the 32-inch (810-m) sandwi ch ASP Wl ling
design shown in Figure 70. The ASP WAl ling system consists of formed netal
sheets joined together to constitute both the permanent formwork, while at
the sane tine acting as antispalling plates to contain fragments. The basic
conponent of the ASP Walling systemis a wall el enent consisting of
i nterl ocked external sheets. The two faces are tied to each other by diagona
l aci ng panel s which, in zig-zag fashion, forma rigid permanent formwrk into
which 1.5-inch (40-nm) hard stones are placed (see Figure 70).

2) Roofs and Fl oors. Because of the large quantities of materia
required to stop an RPG jet, structural considerations will Iikely preclude
their application to roofs or floors open from above and below. In this
case, critical assets may only be protected from above and bel ow usi ng
sacrificial areas as discussed in par. 7.4.1.2.

3) Wndows. Areas to be protected against an RPG attack shoul d be
free of any w ndows.

4) Doors. Foyers should be provided at protected entrances or
door openi ngs shoul d be offset so that each door is opposite a solid wall
construction associated with a sacrificial area. Exanples of possible
configurations are illustrated in Figures 71, 72, and 73. The design of
exterior concrete walls should be of the same construction as other protected
wal I s. Predetonation screens at the proper standoff can also be provided if
necessary (see Figure 69).

7.4.2 Retrofit Construction. The npst cost-effective retrofit concept
i nvol ves the use of sand and predetonation screens or walls. Sand bags or
sand-grids used in combination with properly |ocated predetonation screens
can stop an RPG from penetrating into high-security areas constructed of
concrete and certain CMJ construction.
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Figure 70
ASP Walling System
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Figure 71
Building Layout Example

7.4.2.1 Retrofit of Walls

1) Concrete \al
Retrofit. Sand in combination with
predet onati on screens can be used
i n sandbags or in sand-grid
revetments to
retrofit concrete walls.
Sand-grids (see Figure 74) are nore
easily transported and require | ess
construction tine than sandbags.
The expanded configuration shown in
Figure 74 is placed in a vertica
configuration and filled wi th sand.
The required thickness of sand for
concrete and a predetonation screen
at various standoffs is summarized
in Figure 75. A spall plate
consisting of 0.5 inch (12.5 mm of
pol yet hyl ene is al so enpl oyed
on the interior wall. This plate
reduces the concrete thickness
required to stop the RPG from
penetrating. Choices of standoff

di stance, sand depth, and wall thickness will vary with user
requirements. Figure 75 allows the user to determine the conbinations that

best fit his needs.

2) CMJ WAIl Retrofit.

reduce the jet penetration of an RPG

Sand can al so be used with CMJ to
For exanple, test results for 12-inch

(300-nm) - thick CMJ require 32 inches (812 mm) of sand on the exterior with
0.5 inch (12.5 nm of polyethylene on the inside (as a spall plate) to

successfully stop the jet. Presently,

wal | sizes.

3) Oher Mterials.

there is no test data for other CMJ

Ocher materials such as wood cannot

effectively be retrofit-hardened agai nst an RPG attack

7.4.2.2 Retrofit of Roof and Floors.

material required to stop an RPG jet,

Because of the large quantities of
structural considerations preclude

their application to roofs or floors open from above or below. Critica
assets can only be protected from above and bel ow using sacrificial areas as

di scussed in par. 7.4.1.2.

7.4.2.3 W ndows. Areas to be protected against an RPG attack shoul d be

free of w ndows.
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7.4.2.4 Retrofit of Doors.

Foyers shoul d be provided at

o CTIPIOLAL smEs | — a0, svammory protected entrances or openings
q L_(‘:"""“‘)m;. conc. shoul d be offset such that each
FROTECTED AREA /%(mlgrmm door is opposite a solid-wall
Commrr | (MINTWUM) o construction associated with a
T RRSST TXPLOSIVES BLAST sacrificial area. Exanples are
,~ rorem given in par. 7.4.1.3.
1 IL
CONVENTIONAL METAL DOORS
PLAN YIEW
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-rnm-mn ARKEA
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Figure 72

Building Layout Example
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Figure 73
Building Layout Example
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Figure 74
Standard Sand-Grid Materials (from Army Technical Report S5L-88-39, Expedient

Field Fortifications Using Sand-Grid Construction)
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Figure 75
Retrofit Hardening-Concrete/Sand Thickness Versus Distance

225




M L- HDBK- 1013/ 1A

Section 8: BOVB BLAST HARDEN NG

8.1 Introduction. This section summarizes the design approach for
har deni ng agai nst bomb bl ast effects. A brief summary of desi gn approaches
for both new and existing construction is provided. The intent is to
illustrate the basic standoff distance versus blast hardening tradeoff for
desi gni ng agai nst such threats. See the Navy Terrorist Vehicle Bonb
Survivability Manual and the Arny Security Engineering Manual for details.

8.2 Desi gn Threats

8.2.1 Stationary Bonb Threats. Stationary bonb threats may consist of
ei ther a bonb-| adened vehicle parked near perineter fence lines or entry
poi nt areas or dropped-off, conceal ed packages. In these cases, the design

t hreat explosive | evel can range from 50 pounds (22.5 kg) of trinitrotoluene
(TNT) for the lowlevel threat up to 1,000 pounds (450 kg) for the high-leve
threat as shown in Table 53. In this regard, one operational requirenent
focuses on the higher order threat requiring protection against detonation of
1, 000 pounds (450 kg) net explosive weight fromat |east 400 feet (122 m;
however, it is also indicated that this is not absolute, but nmust be adapted
to site conditions.

Tabl e 53
Stationary Bonmb Threats

*33233333333303333333333133131333))),

* Threat * Expl osi ve Level, =
* * |b (kg) of TNT =
/3133333333333333333333))3))3))))))1
* Low * 50 (22.5) *
* Medi um > 220 (100) *
*  High * 500 (225) *

Very High = 1000 (450)
-2222333333332)31333111111111)))))))-

8.2.2 Movi ng Vehicle Bonb Threat. There are al so four levels of noving
vehicl e design threats ranging vehicle design threats ranging from

low to very high, as shown in Table 54. Explosives range from50 to 1,000
pounds (22.5 to 450 kg) of TNT. Vehicle weights are 50 (22.5) 4,000 pounds
(1,800 kg) for automobiles and up to 10,000 pounds Medi um 220 (100)

(4,500 kg) for trucks, with speeds varying from15 to 50 nph (24 to 80 km h).
In general, the basic tradeoff is to design vehicle barriers to stop such
threats at a standoff distance that is consistent with the hardness of the
bui | di ng agai nst bl ast effects. Kinetic energy (KE) equivalents for the
vehi cl e can be conputed using the expression

EQUATI ON KE(ft-1b)=0.033 WV_.2- (1)
wher e W = vehicle weight in pounds
V = the vehicle velocity in miles per hour

or
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EQUATI ON KE(M KG = 0.0497 W.2- (2)
wher e W = vehicle weight in kil ograns
V = vehicle velocity in kilonmeters per hour

Agai n, one operational requirement requiring detonation of 1,000 pounds (450
kg) net expl osive weight fromat |east 400 feet (122 m shoul d be consi dered,;
however, it is also indicated that this is not absolute, but nmust be adapted
to site conditions.

Tabl e 54
Movi ng Vehicle Transported Bonb Threats

+))))))))))))))))))))0)))))))))))))))0))))))))))))))))))))))))))))))))))))))
Vehi cl e Transport

* *  Explosive /))))))))))0)))))))))))0)))))))))))))))l
* * Level Speed, *Kinetic Energy =*
* * |b (kg) of * GYWIb = nph * Equi val ent, *
* Threat Severity * TNT * (kg) * (kmih) = ft-1b (kg-m =
/333333333333333333332>3333333333333333333333333333)333)33333)33333))))))))))1
* Low 50 (22.5) > 4,000 = 15 (24) =* 30, 000 *
* * (1,800) =* * (40, 000) *
/))))))))))))))))))))))))))))))))))))3))))))))))3)))))))))))3)))))))))))))))l
* Medi um 220 (100) *= 10,000 > 15 (24) = 75, 000

* * (4,500) =* * (100, 000) *
/))))))))))))))))))))))))))))))))))))3))))))))))3)))))))))))3)))))))))))))))l
* Hi gh 500 (225) * 4,000 = 50 (80) = 334, 000

* * (1,800) =* * (450, 000) *
/))))))))))))))))))))))))))))))))))))3))))))))))3)))))))))))3)))))))))))))))l
* Very High 1000 (450) *= 10,000 = 50 (80) = 836, 000

* * (4,500) =* * (1,140,000) =
0000000000000 0000000000000 000D DD Y-SDDDIIIIIIDIYIDDDIIIIIIIDIDIDID L
8.3 St andof f / Har deni ng _and Protection Levels. Figure 76 shows the

geonetry of a bonb-blast wave. |In general, the pressure |evels of bonb

blasts fall off approximately as the inverse square of the distance fromthe
bl ast. Consequently, the larger the standoff distance, the |ower the
pressure delivered to the structure. To illustrate, Figure 77 shows the
pressure froma bl ast wave versus standoff distance for several different
charge wei ghts. For exanple, the pressure froma 100-pound (45-kg) charge at
a standoff distance of 10 feet (300 cm) is about 280 psi (1,900 kPa). |If the
standoff distance is increased to 100 feet, the pressure is reduced to about
2.8 psi (19 kPa).
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ANGLE > 45
USE INCIDENT

N

BACKWALLS
AND BUILDING SIDES
USE INCIDENT

STANDOTF TO FRONT WALL
USE REFLECTED

Flgure 76
Blast Wave Geometry

8.3.1 Protection Levels for New Construction. In the Army Security
Engi neering Manual there are three levels of protection to which facilities
can be hardened: a low |l evel in which damage is unreparable; a mediumleve
in which the damage can be repaired; and a high level in which the facility
suffers only superficial danmage.

8.3.2 Protection Levels Existing Structures. The Navy Terrorist Vehicle
Bonb Survivability Manual describes two [ evels of protection for existing
structures: Rebuild or Repair. These are provided for charge weights from1
to 4,000 pounds (0.45 to 1,800 kg) and standoff distances from1 to 1,000
feet (0.3 to 300 m for 12 different building types intended to be
representative of facilities used by the Armed Services worl dwi de. Exanpl es
are provided in par. 8.4.3.1.
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Figure 77
Pressure Levels Versus Standeff Distance
8.4 Desi gn Approach
8.4.1 Introduction. This section summarizes the design approach

contained in the Navy Terrorist Vehicle Bonmb Survivability Manual and the
Armmy Security Engineering Manual whereby one can establish the |evel of
protection provided by various conbi nati ons of standoff distances and
structural hardening. Vehicle barriers required to maintain standoff

di stances are al so sunmmari zed.
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Wall
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Figure 78
Reinforced Concrete Wall Design For 220-Pound {(100-kg) Explosive Effects
(Army Security Engineering Manual)

8.4.2 Design _of New Construction

8.4.2.1 Structure Hardening. The Arny Security Engineering Manual provides
techni cal data regarding structure hardening for plain and reinforced CMJ,
and for reinforced concrete structures. Data is available for explosive
charges from50 to 1,000 pounds (22.5 to 900 kg). Figure 78 shows sone
exanpl e results for reinforced concrete walls of thickness from4 to 30
inches (100 to 762 mm). Three levels of reinforcenment are considered: |ight,

noderate, and heavy. Levels of protection are shown versus required standoff
di st ance.
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Simlar results are available for plain and reinforced CMJ. Tabular results
are al so avail able for doors, w ndows, roofs, and frames. W ndow hardening
techni ques and tabul ar results (see Figure 79) of |oad resistance versus
charge wei ght and standoff distance are also provided in the Navy Terrori st
Vehicl e Bonb Survivability Mnual

+)))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))))
Charge weight = 100 | b (45kg) Aspect Ratio =1

Pl at e
Di mensi on
i nches (neters) St andof f Di stance, feet (neters)
b a 25 50 75 100 125 150 200 300

(7.6) (15) (23) (30) (38) (46) (61) (91)
2333333333333333333113333313333333331313333313313131313313313131313333I1313111)I))
12 12 60 16 9 7 7 7 7 7

(0.3) (0.3) (18 (5 (3) (2) (2) (2 (2) (2

14 14 59 16 9 6 5 5 5 5
(0.36) (0.36) (18) (5 (3) (2) (2) (2 (2) (2
16 16 57 15 9 6 4 4 4 4
(0.4) (0.4 (17) (5 (3) (2) () (1) (1 (1)
18 18 56 15 9 6 5 4 3 3

(0.46) (0.46) (17) (5  (3) (2) (2) (1) (1 (1)

20 20 54 15 9 6 5 4 3 3
(0.5) (0.5 (17) (5  (3) (2) (2) (1) (1) (1)

22 22 53 15 9 6 4 4 3 2
(0.56) (0.56) (16) (95) (3) (2) (1) (1) (1) (1)

FooF o o R X o b X kR kX ok R X X R NOX X R F X % %

oo % o R X ok o ok ok X X ok X X R X ok F X X X

-)))))))))))))))))))))))))))))))))))))))))3)))))))))))))))))))))))))))—
Figure 7
Exanmpl e M ni mum Thi ckness [feet (meters)] of Thernal - Tenpered d ass
G azing to Resist Reflected Overpressusre

8.4.2.2 Vehicle Barriers for Mintaining Mving Vehicle Standoff. Mving
vehicles carrying | arge weights of expl osives pose a trenendous problem
Currently, nost vehicle barriers are designed to stop vehicles through one or
a conbi nation of the follow ng nmethods. (See the Navy Terrorist Vehicle Bonb
Survivability Manual for details.)
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1) Vehicle Arrestor. Absorbs virtually all of a vehicle's
ki netic energy and applies a low to noderate resistive force to gradually
stop a vehicle over a relatively Iong distance. Exanples are weights that
are dragged by a vehicle and accunulate with distance travel ed, and piles of
| oose sand.

2) Crash Cushion. Absorbs a large portion of a vehicle's kinetic
energy and provides a stiff resistive force to stop a vehicle in a reasonable
di stance. Exanples are liquid-filled plastic containers and arrays of enpty
steel barrels that are backed by strong supports.

3) Inertia Device. Exchanges nonentum and kinetic energy with a
vehicle during inpact. This device provides a stiff resistive force to stop
a vehicle in a reasonabl e distance. Exanples are relatively small concrete
shapes and sand-filled barrels that are not anchored.

4) Rigid Device. Provides very high resistive force to stop
vehicles in very short distances. The vehicle dissipates alnost all of its
own kinetic energy as it deforms during inpact. Exanples include nassive
concrete shapes and steel structures that are well anchored.

The above general types of barriers may be active or passive.
Active barriers require action by personnel or equipnment to pernmt entry.
Passive barriers can be used as traffic obstacles as shown in Figure 80.
Barriers may al so be fixed, novable, or portable. Fixed barriers include
hydraulically operated rotating or retracting systems. NMovable barriers
i ncl ude 55-gallon (200-liter) drums, highway nmedians, etc. Portable barriers
i ncl ude ropes, chains, and cables used as tenporary barriers. |n general
all the above types of barriers have been designed and tested agai nst
conbi nati ons of vehicle size, weight and velocity. Paragraph 8.2 shows that
the kinetic energy (KE) of such vehicles scales as the velocity squared;
hence reducing the velocity by a factor of 2 reduces the KE by a factor of 4.
Figures 81 and 82 (fromthe Arny Security Engineering Manual) show the
ef fecti veness of both active and passive barriers against threats of various
KE. Figure 80 shows an exanple of one of the hydraulically activated
security plate type barriers. This barrier is 31 inches high and conmes in a
standard wi dth of 10 feet (other widths are also available). Nornal
operation is 4 to 8 seconds (field-adjustable). This barrier has been crash
tested. A 14,980-pound (6, 800-kg) vehicle traveling at a velocity of 50.3
nph (80 kmh) failed to penetrate the barrier. For further details on this
and other barriers shown in Figures 81 and 83, see the Navy Terrorist Vehicle
Bonb Survivability Manual. To use Figures 81 and 82, identify the vehicle
approach velocity and nove upward to the curve associated with the vehicle
wei ght at the given threat severity. Read across to determine the kinetic
energy the barrier must resist. The kinetic energy capacities for the tested
barriers shown are indicated by horizontal lines. The barriers will stop any
ki netic energy bel ow the associated horizontal lines. Vehicle barriers with
capacities below that required to stop the threat vehicle will probably
di sabl e the vehicle, but the barrier will be penetrated. The vehicle wll
t hen continue noving toward the
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facility and may approach cl ose enough to cause damage on detonation of its
expl osi ves.

8.4.3 Retrofit Hardeni ng of Existing Construction

8.4.3.1 Requi red Standoff for Level of Building Protection. Although the
wi ndows and doors can be changed for existing structures to increase their

bl ast hardness, the only practical option for the rest of a building is to
mai ntain the required standoff distance between the facility and the point of
explosion, i.e., it is not normally practical to structurally harden existing
walls, ceilings, etc. The Navy Terrorist Vehicle Bonmb Survivability Manua
provi des a met hodol ogy to evaluate the vulnerability of existing structures
to bomb blast and to establish the required standoff distance. The reader is
referred there for details. Briefly, the maxi mum standoff distance that can
be attained for a given site is established first. Building conponents such
as walls, interior and exterior columms, beams, joists, and roofs are then
listed. For the blast design threat |evel, blast |oading in various
structural elenents is evaluated using data such as that shown in Figure 77.
Damage expected is then determ ned using diagrans as illustrated in Figure
84. The standoff distance can be iterated to obtain a tolerable |evel of
damage. Figure 84 shows a typical exanple of the rebuild/repair criteria for
charge wei ght versus standoff distance of a typical building. The "rebuild"
condition is left of the solid line. The "repair" condition is right of the
line. The nunerical values on the chart (not on the axes) are percent of
damage value, i.e., the further one is away fromthe solid line, the |less the
damage.

8.4.3.2 Vehicle Barriers. Vehicle barrier options for existing
construction are the same as for new construction, see par. 8.4.2.2.
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Figure 80

Application of Traffic Obstacles

Figure 81
Securitcty Barrier
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{Passive Barrlers)

235




M L- HDBK- 1013/ 1A

T ENERGY (1000 ft-Ib)

il
4

IMPAC

n

KE = 0.03344 Wv*

1600 ~

1400

i200

1000

800

800

2.0

220
VECAMICLE WEICHT. Ibh {(kg}
190
BRIUNE PLATE. SLIODING GQATES AND
CABLE RESTRAINING SYSTEMN HARRIERS
LZ. 060
(B 00} 180
VERY HIGA 138
109
54.0
RETRACTABLE BOLLARD HIGH
\ ENCT
(a 270)
27.0
(l. !lll
CABLE BEAM—
13.5

TOW <+ WNMEOIUM

a

L9
(18} {32) (45} (54) (80)

VEHICLE YELOCITY, mph (km/h)

IMFACT ENERGY (1000kg-m}

KE = 0.0487 WV°

Figure 83

Mowving Vehicle Impact Energy Versus Velocilty

fActive Barriers).

236




M L- HDBK- 1013/ 1A

BUILDING TYPE 2

E.

z. 1 0 (a) AL B

&= 1 5 7

=g

= | P

- REBUILD ’,q/

= 1000 ‘, Alpg | | i |8

2 (454) i = .

20 pd FEP - ’

= Pl

g |

in

-

: L

2 100 e ——— R

2 {45.4) i :

. '

&

=

=3

T

p—)‘ 10 - i 14 1 H . -

= (4.5) — : — -

ES 1] ng Co b0 [ i
1 10 100 1000
0.3 3.0 30.5 305

STANDARD DISTANCE, feet (meters)

{a) Percent of damage

Figure 84
Repair Levels Versus Standoff Distance For Various Charge Weights
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APPENDI X A

PHYSI CAL SECURI TY DESI GN WORKSHEETS

Thi s Appendi x contains worksheets to be used with the security
desi gn procedure described in par. 3.4.

Table A-1 is a worksheet applicable to the design of a new
facility, and Table A-2 to the retrofit of an existing facility. These
wor ksheets provide a format for entering and evaluating site and buil di ng
construction options with correspondi ng penetration tines and ingress/egress
times to allow conparison to guard response times.
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TABLE A- 1.
Wor ksheet For New Buil di ng Construction

Page 1 of 6
(1) Project Nunber:

(2) Project Nane:

(3) Design Threat (check appropriate box):

+))))))))))))))))))))))))0))))))))))))))))))))))))))))))))))))))))))))))

Severity
* Type /)))))))))0))))))))))))0)))))))))0)))))))))))))l
* * Low = Medi um > Hgh = Very Hgh =

/))))))))))))))))))))))))3)))))))))3))))))))))))3)))))))))3)))))))))))))l
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* Stationary Bonbs *
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* Covert Entry
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(4) Mnimum Del ay Tine Required To Match Threat Assessnent and Guard
Response:

D). (4)
-2I3I3)3)))-
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TABLE A- 1.
Wor ksheet For New Buil di ng Construction (continued)

Page 2 of 6

+)))?)?)))0))))?)?))))0))))))))))))?)?))))))))))))0)))))?)?)))))

* * * *
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TABLE A-1.
Wor ksheet For New Bui |l di ng Construction (continued)

Page 3 of 6
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TABLE A- 1.
Wor ksheet For New Buil di ng Construction (continued)

Page 4 of 6
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TABLE A- 1.
Wor ksheet For New Buil di ng Construction (continued)

Page 5 of 6
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TABLE A- 1.
Wor ksheet For New Buil di ng Construction (continued)

Page 6 of 6
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TABLE A- 2.
Wor ksheet For Retrofit Construction of Existing Building

Page 1 of 6

(1) Project Nunber:

(2) Project Name:

(3) Design Threat (check appropriate box):
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* Type /)))))))))0))))))))))))0)))))))))0))))))))))))1
* * Low = Medi um > Hgh = Very Hgh =

/)))))))))))))))))))))))))3)))))))))3))))))))))))3)))))))))3))))))))))))l
* Car/ Truck Expl osives *

/)))))))))))))))))))))))))3)))))))))3))))))))))))3)))))))))3))))))))))))l
* Stationary Bonbs

/)))))))))))))))))))))))))3)))))))))3))))))))))))3)))))))))3))))))))))))l
* Standof f Weapons

/))%)??))?))))))))))))))))3)))))))))3))))))))))))3)))))))))3))))))))))))1
* Ballistics

/)))))))))))))))))))))))))3)))))))))3))))))))))))3)))))))))3))))))))))))l
* Forced Entry

/)))))))))))))))))))))))))3)))))))))3))))))))))))3)))))))))3))))))))))))l
* Covert Entry

-22333333333333333333333132>3333313323331313133313332311313131313132313333131))))-

(4) MninmmDelay Tinme Required To Match Threat Assessnment and Guard
Response:

+II)))). (4)
-2)I)))-
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