6. Port Mirroring (1/4)

Step 1. Configuring PC settings

Important Information
(1) The monitor PC and the monitored IPCMPR card mus t belongto the same layer-2
broadcast domain (It is not possible to monitor remotely with this function).
(2) The monitor PC needs a static IP address. Please  set the monitor PC as shown below.
- IP address (FIXED) - Subnet mask (same as IPCMPR’s)
(3) If you require a static IP address, please asky our network administrator.

PC needs FIXED IP address.

*Assign a static IP address or create a DHCP reserva  tion with NO Lease expiration on the DHCP server

/)

Same L2 broadcast domain
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6. Port Mirroring (2/4)

Step 2. Connection

Secondary Port
PC used for Login Command (See Step.3 — (Maintenance Port)

static IP required)

PC used for Ethereal (See Step.4 — No static
IP required)

SW / Hub

& &
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6. Port Mirroring (3/4)

Step.3. Set maintenance LAN port to packet mirrorin g mode

(1) Set Hyper Terminal property (From PC for login command) (2) Start Hyper Terminal

TDE Properties : llll

Conneot Ta | Setings | #g TDE - HyperTerminal
%ms Eile Edit Yew Cal Transfer Help
——— ] I« 2) ICPMPR IP Address D= &5 =
[Foam F ] @ 3) Login Port = 33321 (Default) L ocm | Enter “LOGIN .
[ ey 3] — 1) Select TCP/IP 'Eu;g:; Password: " 4 Enter passwor
3) Set LANMON command
ak, Cancel ( )
“& TDE - HyperTerminal
File Edit Wiew Cal Transfer Help
D= 52| 0|5l The port mirror configuration
oom is NOT saved on restart of
WRE: LaMON the TDE.
‘e ;; g.lllsgla]:::ﬁet Monitoering
3) Signaling Packet Monitoring
Enter “LANMON” / Coter tompersy
n I- er_ umber:
tO Select mode ;&::::t Monitoring Status Set
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6. Port Mirroring (4/4)

Step 4. Start Ethereal

(@ (Wntitled) — Ethereal

@ Ethereal: Gapture Options

Eile Edit Miew Go Captwe @nabee Statistics Help

Capture
- : oo xS QesoF e |[HE QAR
Interface: | Realtsk RTLA138/810x Family Fast Ethernet NIG i = | -
Eitter: [ v Expression. Glear Apply
IP address: 192168100101 T = e e &
[ | Buffer size:[1 & megabytels) : TuTie
2 0.016257 152.168.100.100 152.168.100.103 Status: 100 Trying
i i 3 0.010784 102.158.100.100 152.168.100.103 SIP  Status: 407 Proxy Authentication Reguired
Gapture packets in promiscuous made 4 0,126261 192,168.100,103 192.168.100.100 SIP REQUEST: ACK 51p:204€192,168.100,100
. 5 0.127970 192.168.100.103 192.168.100.100 SIP/SD REqUEST: INVITE 5ip:204€152.168.100.100, wit
[] Limit each packet to l:l bytes 60.150025 152.168.100.100 1097.168.100.103 SIP Status: 10 i
7 0.162501 102.168.100.100 152.168.100.104 SIP/SD Raguest: It 1204@192.168.100.104, wit
- § 0.168918 102.158.100.104 192.168.100.100 SIP  Status: 10
[Qapture Filter: ] |not top port 3389 |E 9 0.172057 192.168.100.104 152.168.100.100 SIP  Status
10 0.187138 192,168.100.100 192.168.100.103 SIP  Status: 180 Ringing
11 0.732401 192.168.100.104 192.168.100.100 SIP/SD Status: 200 OK, With session description
Gapture File(s! Display Options 12 0.745977 102.168.100.100 102.168.100.104 SIP REQUEST: ACK 57 204&192 168.1.00.104 : 5060

Fil ‘ | [EI ] 13 0.753220 1062,168.100.100 192.168.100.103%
(L= Drowse... 14 ©0.791060 192.168.100.103 192.168.100.100
EI gpdate list of DaCKEtS Ll 15 0.822636 SnomTech_253:73:8¢ Broadcast

1

session description
;168.100.100:3060
211 192.168.100.0

0,1047
16 2.631702 192.168.100.103 192.168.100.100 p: 155 100,100 5060
] W il iz 17 2.641261 102.168.100.100 192.168.100.103 :
18 2.648564 102.168.100.100 192.168.100.104 vg 51p 2046192.168.100.104 1 5060
78 7.R52016 197 16R.100.104 107 _16R.100.100 <19  STaTus: 200 &

< I >

| | [[] Hide capture info dislog @ Frame 1 (1233 bytes on wire, 1233 hytes captured)

® Ethernet II, Src: SnomTech_25:73:89 (00:04:13:25:73:89), Dst: Panasoni_30:0a:aa (00:80:F0:30:0a:aa)
M Resolut = Internet protocol, Src: 192.168.100.103 (192.168.100.103), Dst: 192.168.100.100 (192.168.100.100)
ame hesalution & User Datagram Protocal, Src Port: 2051 (2051), DSt POrT: 5060 (506G)

% Session Inftiation Protocol

Enable MAG name resolution

Stop Gapture = p J | &
0000 00 B0 10 30 02 aa 00 04 13 25 73 85 05 00 45 40 -~
a8 =]
Ouaer [ ] [ Enable network rsme resolution 3
0:
[ .after | [l
] .. after | | ‘ | Enable fransport name resolution
Help Start Cancel 4 b >
]P2|D21MDDrDDsD i |

Step 5. Duplicate the problem

Step 6. Send Ethereal capture data for analysis at PCC/PCCUK
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