Panasonic Panasonic System Networks Co., Ltd.

Technical Guide Ref No. 14KA0012

Model: IP Softphone
Title: Allow IP Softphone to communicate through Windows Firewall

1- Requirement
The operation of IP Softphone must be accepted by Windows Firewall.

2- How to allow IP Softphone to communicate through Windows Firewall

Windows7 (or Windows8)
Step 1 : Open Control Panel.

72 TP Softphone

Command Prompt

D its
Getting Started e

Pictures
Connect to a Projector

. Music
"‘:ﬁ Paint

Computer
Caleulator

Control Panel
= WordPad

Devices and Printers
Sticky Motes
Default Programs

(% Snipping Tool
Help and Support

‘ Wireshark

¥ AllPrograms

| |Search programs a

"‘:\' ,-—};" @ » Control Panel »

Adjust your computer’s settings (by:  Category ~

@ Category

User Accounts Large icons
'@'Change account type < Small icons >

R
Appearance and Personalization
Change the theme

&h Network and Internet 5 Change desktop background
-2,
Lﬁ

g  System and Security
4’@ Review your computer's status

Back up your computer
Find and fix problems

View network status and tasks . .
. . Adjust screen resolution
Choose homegroup and sharing options

./ Hardware and Sound Clock, Language, and Region

%‘ View devices and printers Change keyboards or other input methods
Add a device -
L
Connect to a projector l.-’ \ Easf-‘_ of Access .
Adjust commenly used mobility settings u Let Windows suggest settings

Optimize visual display

p—% Programs
k ﬂ Uninstall a program

Get programs
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Step 2 : Open Windows Fierwall.

"(-\' . @ 3 Control Panel » All Control Panel lterns » - Search Control Panel

Adjust your computer’s settings View by:  Small icons ~

P Action Center Administrative Tools g AutoPlay

@ Backup and Restore i Color Management Credential Manager

_‘:5[' Date and Time @ Default Programs & Dell Touchpad

[ Desktop Gadgets &= Device Manager @ Devices and Printers

= Display @ Ease of Access Center Folder Options

A Fonts el Getting Started @ HomeGroup

(ﬁ, Indexing Options B Intel(R) Graphics and Media Internet Options

E2 Keyboard Location and Other Sensors Q Mail (32-bit)

F Mouse S+ Network and Sharing Center = Notification Area Icons

M Performance Information and Tools Q Personalization [ Phone and Modem

3 Power Options Programs and Features {fi' Recovery

& Region and Language ™5 RemoteApp and Desktop Connections ﬁi Sound

@ Speech Recognition @ Sync Center 18 System

1Taskbar and Start Menu [ Troubleshooting 82, User Accounts

e ime Upgrade a Windows CardSpace 8 Windows Defender
<: @ Windows Firewall @Windows Mobility Center Ej Windows Update

Click this menu
@ -

Control Panel H . . .
e e . Help protect your computer with Windows Firewall

Allow a program or feature

. . Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall

through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

Update your Firewall settings

Windows Firewall is not using the recommended

- Use recommended settin
settings to protect your computer. [ @ 2=

Troubleshoot my netwark

What are the recommended settings?

m

. @ Domain networks Not Connected '3:\__",."
. @ Home or work (private) networks Not Connected 'ifi'
. @ Public networks Connected (&)

Metworks in public places such as airports or coffee shops

Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on the
Seealso list of allowed programs
Action Center Active public networks: ¥ Unidentified network
| Metwork and Sharing Center

Motification state: Maotify me when Windows Firewall blocks a new
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Step 3 : Add the program of IP Softphone

-

,(—-\ > 0« AIIControI Panel ltems » Windows Firewall » Allowed Programs - Search Control Panel

What are the risks of allowing a program te communicate?

Allowed pregrams and features:

MName

A fast, secure and flexible webserver

[ BranchCache - Content Retrieval (Uses HTTP)
[JBranchCache - Hosted Cache Client (Uses HTTPS)
[JBranchCache - Hosted Cache Server (Uses HTTPS)
[ BranchCache - Peer Discovery (Uses W5D)
CAServer

Communication Assistant

[ Connect to a Network Projector

Core Networking

CSTAMux

DCCServer

DCCSupervisor

Dom

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

ain

Ooo0rROOOOooOoOais

¥ Change settings

Home/Work (Private]  Public =
O =
O O
O O
O O
O O
O
O
O O
™

L‘CMkmemmn

| Details..

] [ Remave

[ Allow another program... ]

— a
@uv|0 <« All Control Panel terns » Windows Firewall » Allowed Programs

- |4, | | Search Control Panel

Allow prOgTd-Md a Program P — M
I To add, change, _—_
- Select the program you want to add, or click Browse to find one that is not T
What are the risk listed, and then dlick OK. L nge settings
(] _
Allowed progrd | programs:
| Name [ -*acieopopp ] Public *
A fast, secy | ECC Agen.t ) =
[ Connection Monitor = =
[ BranchCad| & PP O
L-, Create a System Repair Disc
[ BranchCad| ?Ecyglaunch O
O BranchCad)| 5 GoldMine Popup O
OBranchCagll| | Enternet Explorer
e H 13 ”
CAServer (E Internet Explorer (54-bit) ‘ Clle the BI"OWSG bUttOn .
Communiq| | Z#IP Softphone
O Connect t % Manual
Core Netwll| | ¥ Microsoft Siverlight
CSTAMu Path: C:\Program Files (x85)153 NOVA Communica Bm
DCCServer
| DCCSupens| What are the risks of unblocking a program?
You can choose which network location types to add this program to.
1 Metwork location types... | Add ! [ Cancel ]
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Go to “C:\Program Files\Panasonic\KX-NCS8100 IP Softphone”.

. el
i = = e W
Organize * MNew folder =+ [ @
9 Favorites “ Name . Date modified Type
B Desktop aiclin [£/2014 11:06 AM File folder
‘ﬂ. Downloads Flnd usoftphoneGUIZexeu 14 3:40 PM File folder
1= Recent Places 14 3:48 PM File folder
. media 9/18/2014 3:48 PM File folder
7l Libraries [2] mt 12/21/20111:19 PM  Application
%) Documents @ SoftphoneGUL2 I 10/1/2014 8:19 PM  Application
J’ Music i7# software_ippt 10/1/2014 8:14 PM Application I
[ Pictures {5 uninst 0/18/2014 3:48 PM  Application
E Videos
N
18 Computer
'E-? Volume (C:)
== Volume (D) | <1 LI | [
File name: SoftphoneGUL2 - lAppIications (*.exer*.com;*.icd) v] [

[ Open || concel | ||

-
Add a Program e g

Select the program you want to add, or did Browse to find one that is not
listed, and then dick QK.

-

Programs:

@Gnldh‘line Popup -
S Internet Explorer

@Inb&met Explorer (&4-bit) v
@IP Softphone
? Manual

m

w
()

lect “SoftphoneGUI2.exe”.

I ﬁouﬂook 2003 Popu

LE Softpho

Path: C:\Program Fil ClICk the “Add" button_

| What are the risks of unblo

‘You can choose which netwark location types to add this progr

MNetwork location types... ] F Add ]D Cancel ]
e
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Step 4 : Modify the setting.

f(-: . ﬂ <« All Control Panel ltems » Windows Firewall » Allowed Programs - Search Control Panel Fo

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and perts, click Change settings.

What are the risks of allowing a program to communicate? ¥ Change settings

Allowed programs and features:

MName Domain  Home/Work (Private]  Public  #
Remote Desktop

Remote Desktop - RemoteFX

O Remaote Event Log Management | O O

O Remote Scheduled Tasks Management | O O

O Remaote Service Management |

O Remote Valume Management | All of these check boxes
[ Routing and Remote Access O should be ticked.
[ Secure Socket Tunneling Protocol O

serialtap.exe O

LSMKAD Tran I l_l l_l
SoftphoneGUL2

software ippt [

[ Details... ][ Remawve ]

Click the “OK” button. |

| [ ok |]) cance |
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Windows8
The following procedure will be needed before the above step 3.

Click this button before adding the program.

Allow apps to communicate through Windows Firewsa
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

% Change settings

Name Private  Public ™
Bing Foed & Drink

Bing Health & Fitness

[ BranchCache - Content Retrieval {Uses HTTP)
[BranchCache - Hosted Cache Client (Uses HTTPS)
[ BranchCache - Hosted Cache Server (Uses HTTPS)
[JBranchCache - Peer Discovery (Uses WSD)

[ CheckPoint.VPN
] Communication Assis

Allowed apps and features:

[ Communication A
Communication A

[ Communication A
v

HOROREOOOO®
OEOROROOO00®

Communication Assistant

Details... Remove

Allow another app...

QK Cancel
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