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Notice

While reasonable efforts have been made to ensure
that the information in this document is complete and
accurate at the time of printing, Avaya assumes no
liability for any errors. Avaya reserves the right to
make changes and corrections to the information in
this document without the obligation to notify any
person or organization of such changes.

Documentation disclaimer

“Documentation” means information published in
varying mediums which may include product
information, operating instructions and performance
specifications that are generally made available to
users of products. Documentation does not include
marketing materials. Avaya shall not be responsible
for any modifications, additions, or deletions to the
original published version of Documentation unless
such modifications, additions, or deletions were
performed by or on the express behalf of Avaya. End
User agrees to indemnify and hold harmless Avaya,
Avaya's agents, servants and employees against all
claims, lawsuits, demands and judgments arising out
of, or in connection with, subsequent modifications,
additions or deletions to this documentation, to the
extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability
of any linked websites referenced within this site or
Documentation provided by Avaya. Avaya is nhot
responsible for the accuracy of any information,
statement or content provided on these sites and does
not necessarily endorse the products, services, or
information described or offered within them. Avaya
does not guarantee that these links will work all the
time and has no control over the availability of the
linked pages.

Warranty

Avaya provides a limited warranty on Avaya
hardware and software. Refer to your sales agreement
to establish the terms of the limited warranty. In
addition, Avaya’s standard warranty language, as
well as information regarding support for this product
while under warranty is available to Avaya customers
and other parties through the Avaya Support website:
https://support.avaya.com/helpcenter/getGenericDeta
ils?detailld=C20091120112456651010 under the link
“Warranty & Product Lifecycle” or such successor
site as designated by Avaya. Please note that if You
acquired the product(s) from an authorized Avaya

March 2017

Channel Partner outside of the United States and
Canada, the warranty is provided to You by said
Avaya Channel Partner and not by Avaya.

“Hosted Service” means an Avaya hosted service
subscription that You acquire from either Avaya or
an authorized Avaya Channel Partner (as applicable)
and which is described further in Hosted SAS or
other service description documentation regarding the
applicable hosted service. If You purchase a Hosted
Service subscription, the foregoing limited warranty
may not apply but You may be entitled to support
services in connection with the Hosted Service as
described further in your service description
documents for the applicable Hosted Service.
Contact Avaya or Avaya Channel Partner (as
applicable) for more information.

Hosted Service

THE FOLLOWING APPLIES ONLY IF YOU
PURCHASE AN AVAYA HOSTED SERVICE
SUBSCRIPTION FROM AVAYA OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE), THE
TERMS OF USE FOR HOSTED SERVICES ARE
AVAILABLE ON THE AVAYA WEBSITE,
HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO
UNDER THE LINK “Avaya Terms of Use for
Hosted Services” OR SUCH SUCCESSOR SITE AS
DESIGNATED BY AVAYA, AND ARE
APPLICABLE TO ANYONE WHO ACCESSES OR
USES THE HOSTED SERVICE. BY ACCESSING
OR USING THE HOSTED SERVICE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON
BEHALF OF YOURSELF AND THE ENTITY FOR
WHOM YOU ARE DOING SO (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS
“YOU” AND “END USER”), AGREE TO THE
TERMS OF USE. IF YOU ARE ACCEPTING THE
TERMS OF USE ON BEHALF A COMPANY OR
OTHER LEGAL ENTITY, YOU REPRESENT
THAT YOU HAVE THE AUTHORITY TO BIND
SUCH ENTITY TO THESE TERMS OF USE. IF
YOU DO NOT HAVE SUCH AUTHORITY, OR IF
YOU DO NOT WISH TO ACCEPT THESE TERMS
OF USE, YOU MUST NOT ACCESS OR USE THE
HOSTED SERVICE OR AUTHORIZE ANYONE
TO ACCESS OR USE THE HOSTED SERVICE.

Licenses THE SOFTWARE LICENSE TERMS
AVAILABLE ON THE AVAYA WEBSITE,
https://support.avaya.com/LICENSEINFO, UNDER
THE LINK “AVAYA SOFTWARE LICENSE
TERMS (Avaya Products)” OR SUCH SUCCESSOR
SITE AS DESIGNATED BY AVAYA, ARE
APPLICABLE TO ANYONE WHO
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DOWNLOADS, USES AND/OR INSTALLS
AVAYA SOFTWARE, PURCHASED FROM
AVAYA INC., ANY AVAYA AFFILIATE, OR AN
AVAYA  CHANNEL  PARTNER  (AS
APPLICABLE) UNDER A COMMERCIAL
AGREEMENT WITH AVAYA OR AN AVAYA
CHANNEL PARTNER. UNLESS OTHERWISE
AGREED TO BY AVAYA IN WRITING, AVAYA
DOES NOT EXTEND THIS LICENSE IF THE
SOFTWARE WAS OBTAINED FROM ANYONE
OTHER THAN AVAYA, AN AVAYA AFFILIATE
OR AN AVAYA CHANNEL PARTNER; AVAYA
RESERVES THE RIGHT TO TAKE LEGAL
ACTION AGAINST YOU AND ANYONE ELSE
USING OR SELLING THE SOFTWARE
WITHOUT A LICENSE. BY INSTALLING,
DOWNLOADING OR USING THE SOFTWARE,
OR AUTHORIZING OTHERS TO DO SO, YOU,
ON BEHALF OF YOURSELF AND THE ENTITY
FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE
(HEREINAFTER REFERRED TO
INTERCHANGEABLY AS “YOU” AND “END
USER”), AGREE TO THESE TERMS AND
CONDITIONS AND CREATE A BINDING
CONTRACT BETWEEN YOU AND AVAYA INC.
OR THE APPLICABLE AVAYA AFFILIATE
(“AVAYA”).

Avaya grants You a license within the scope of the
license types described below, with the exception of
Heritage Nortel Software, for which the scope of the
license is detailed below. Where the order
documentation does not expressly identify a license
type, the applicable license will be a Designated
System License. The applicable number of licenses
and units of capacity for which the license is granted
will be one (1), unless a different number of licenses
or units of capacity is specified in the documentation
or other materials available to You. “Software”
means computer programs in object code, provided
by Avaya or an Avaya Channel Partner, whether as
stand-alone products, pre-installed on hardware
products, and any upgrades, updates, patches, bug
fixes, or modified versions thereto. “Designated
Processor” means a single stand-alone computing
device. “Server” means a Designated Processor that
hosts a software application to be accessed by
multiple users. “Instance” means a single copy of the
Software executing at a particular time: (i) on one
physical machine; or (ii) on one deployed software
virtual machine (“VM?”) or similar deployment.

License types

Designated System(s) License (DS). End User may
install and use each copy or an Instance of the
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Software only on a number of Designated Processors
up to the number indicated in the order. Avaya may
require the Designated Processor(s) to be identified in
the order by type, serial number, feature key,
Instance, location or other specific designation, or to
be provided by End User to Avaya through electronic
means established by Avaya specifically for this
purpose.

Named User License (NU). You may: (i) install and
use each copy or Instance of the Software on a single
Designated Processor or Server per authorized
Named User (defined below); or (ii) install and use
each copy or Instance of the Software on a Server so
long as only authorized Named Users access and use
the Software. “Named User,” means a user or device
that has been expressly authorized by Avaya to
access and use the Software. At Avaya’s sole
discretion, a “Named User” may be, without
limitation, designated by name, corporate function
(e.g., webmaster or helpdesk), an e-mail or voice
mail account in the name of a person or corporate
function, or a directory entry in the administrative
database utilized by the Software that permits one
user to interface with the Software.

Shrinkwrap License (SR). You may install and use
the Software in accordance with the terms and
conditions of the applicable license agreements, such
as “shrinkwrap” or “clickthrough” license
accompanying or applicable to the Software
(“Shrinkwrap License™).

Heritage Nortel Software

“Heritage Nortel Software” means the software that
was acquired by Avaya as part of its purchase of the
Nortel Enterprise Solutions Business in December
2009. The Heritage Nortel Software is the software
contained within the list of Heritage Nortel Products
located at https://support.avaya.com/Licenselnfo/
under the link “Heritage Nortel Products,” or such
successor site as designated by Avaya. For Heritage
Nortel Software, Avaya grants Customer a license to
use Heritage Nortel Software provided hereunder
solely to the extent of the authorized activation or
authorized usage level, solely for the purpose
specified in the Documentation, and solely as
embedded in, for execution on, or for
communication with Avaya equipment. Charges for
Heritage Nortel Software may be based on extent of
activation or use authorized as specified in an order
or invoice.
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Copyright

Except where expressly stated otherwise, no use
should be made of materials on this site, the
Documentation, Software, Hosted Service, or
hardware provided by Avaya. All content on this site,
the documentation, Hosted Service, and the product
provided by Avaya including the selection,
arrangement and design of the content is owned
either by Avaya or its licensors and is protected by
copyright and other intellectual property laws
including the sui generis rights relating to the
protection of databases. You may not modify, copy,
reproduce, republish, upload, post, transmit or
distribute in any way any content, in whole or in part,
including any code and software unless expressly
authorized by Avaya. Unauthorized reproduction,
transmission, dissemination, storage, and or use
without the express written consent of Avaya can be
a criminal, as well as a civil offense under the
applicable law.

Virtualization

The following applies if the product is deployed on a
virtual machine. Each product has its own ordering
code and license types. Note that each Instance of a
product must be separately licensed and ordered. For
example, if the end user customer or Avaya Channel
Partner would like to install two Instances of the
same type of products, then two products of that type
must be ordered.

Third Party Components

“Third Party Components” mean certain software
programs or portions thereof included in the Software
or Hosted Service may contain software (including
open source software) distributed under third party
agreements (“Third Party Components”), which
contain terms regarding the rights to use certain
portions of the Software (“Third Party Terms”). As
required, information regarding distributed Linux OS
source code (for those products that have distributed
Linux OS source code) and identifying the copyright
holders of the Third Party Components and the Third
Party Terms that apply is available in the products,
Documentation or on Avaya’s website at:
https://support.avaya.com/Copyright or such
successor site as designated by Avaya. The open
source software license terms provided as Third Party
Terms are consistent with the license rights granted
in these Software License Terms, and may contain
additional rights benefiting You, such as modification
and distribution of the open source software. The
Third Party Terms shall take precedence over these
Software License Terms, solely with respect to the
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applicable Third Party Components, to the extent that
these Software License Terms impose greater
restrictions on You than the applicable Third Party
Terms.

The following applies only if the H.264 (AVC) codec
is distributed with the product. THIS PRODUCT IS
LICENSED UNDER THE AVC PATENT
PORTFOLIO LICENSE FOR THE PERSONAL
USE OF A CONSUMER OR OTHER USES IN
WHICH IT DOES NOT RECEIVE
REMUNERATION TO (i) ENCODE VIDEO IN
COMPLIANCE WITH THE AVC STANDARD
("AVC VIDEO") AND/OR (ii) DECODE AVC
VIDEO THAT WAS ENCODED BY A
CONSUMER ENGAGED IN A PERSONAL
ACTIVITY AND/OR WAS OBTAINED FROM A
VIDEO PROVIDER LICENSED TO PROVIDE
AVC VIDEO. NO LICENSE IS GRANTED OR
SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION MAY BE
OBTAINED FROM MPEG LA, L.L.C. SEE
HTTP://WWW.MPEGLA.COM

Service Provider

THE FOLLOWING APPLIES TO AVAYA
CHANNEL PARTNER’S HOSTING OF AVAYA
PRODUCTS OR SERVICES. THE PRODUCT OR
HOSTED SERVICE MAY USE THIRD PARTY
COMPONENTS SUBJECT TO THIRD PARTY
TERMS AND REQUIRE A SERVICE PROVIDER
TO BE INDEPENDENTLY LICENSED
DIRECTLY FROM THE THIRD PARTY
SUPPLIER. AN AVAYA CHANNEL PARTNER’S
HOSTING OF AVAYA PRODUCTS MUST BE
AUTHORIZED IN WRITING BY AVAYA AND IF
THOSE HOSTED PRODUCTS USE OR EMBED
CERTAIN THIRD PARTY SOFTWARE,
INCLUDING BUT NOT LIMITED TO
MICROSOFT SOFTWARE OR CODECS, THE
AVAYA CHANNEL PARTNER IS REQUIRED TO
INDEPENDENTLY OBTAIN ANY APPLICABLE
LICENSE AGREEMENTS, AT THE AVAYA
CHANNEL PARTNER’S EXPENSE, DIRECTLY
FROM THE APPLICABLE THIRD PARTY
SUPPLIER.

WITH RESPECT TO CODECS, IF THE AVAYA
CHANNEL PARTNER IS HOSTING ANY
PRODUCTS THAT USE OR EMBED THE G.729
CODEC, H.264 CODEC, OR H.265 CODEC, THE
AVAYA CHANNEL PARTNER
ACKNOWLEDGES AND AGREES THE AVAYA
CHANNEL PARTNER IS RESPONSIBLE FOR
ANY AND ALL RELATED FEES AND/OR
ROYALTIES. THE G.729 CODEC IS LICENSED
BY SIPRO LAB TELECOM INC. SEE
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WWW.SIPRO.COM/CONTACT.HTML. THE
H.264 (AVC) CODEC IS LICENSED UNDER THE
AVC PATENT PORTFOLIO LICENSE FOR THE
PERSONAL USE OF A CONSUMER OR OTHER
USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO: (I) ENCODE VIDEO IN
COMPLIANCE WITH THE AVC STANDARD
("AVC VIDEO") AND/OR (Il) DECODE AVC
VIDEO THAT WAS ENCODED BY A
CONSUMER ENGAGED IN A PERSONAL
ACTIVITY AND/OR WAS OBTAINED FROM A
VIDEO PROVIDER LICENSED TO PROVIDE
AVC VIDEO. NO LICENSE IS GRANTED OR
SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION FOR H.264 (AVC)
AND H.265 (HEVC) CODECS MAY BE
OBTAINED FROM MPEG LA, L.L.C. SEE
HTTP://WWW.MPEGLA.COM.

Compliance with Laws

You acknowledge and agree that it is Your
responsibility for complying with any applicable laws
and regulations, including, but not limited to laws
and regulations related to call recording, data privacy,
intellectual property, trade secret, fraud, and music
performance rights, in the country or territory where
the Avaya product is used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your
telecommunications system by an unauthorized party
(for example, a person who is not a corporate
employee, agent, subcontractor, or is not working on
your company's behalf). Be aware that there can be a
risk of Toll Fraud associated with your system and
that, if Toll Fraud occurs, it can result in substantial
additional charges for your telecommunications
services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll
Fraud and You need technical assistance or support,
call Technical Service Center Toll Fraud Intervention
Hotline at +1-800-643-2353 for the United States and
Canada. For additional support telephone numbers,
see the Avaya Support website:
https://support.avaya.com, or such successor site as
designated by Avaya.

Security Vulnerabilities

Information about Avaya’s security support policies
can be found in the Security Policies and Support
section of https://support.avaya.com/security

Suspected Avaya product security vulnerabilities are
handled per the Avaya Product Security Support
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Flow
(https://support.avaya.com/css/P8/documents/100161
515).

Trademarks

The trademarks, logos and service marks (“Marks”)
displayed in this site, the Documentation, Hosted
Service(s), and product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its
affiliates, its licensors, its suppliers, or other third
parties. Users are not permitted to use such Marks
without prior written consent from Avaya or such
third party which may own the Mark. Nothing
contained in this site, the Documentation, Hosted
Service(s) and product(s) should be construed as
granting, by implication, estoppel, or otherwise, any
license or right in and to the Marks without the
express written permission of Avaya or the applicable
third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their
respective owners.

Linux® is the registered trademark of Linus Torvalds
in the U.S. and other countries.

Downloading Documentation

For the most current versions of Documentation, see
the Avaya Support website:
https://support.avaya.com, or such successor site as
designated by Avaya.

Contact Avaya Support

See the Avaya Support website:
https://support.avaya.com for product or Hosted
Service notices and articles, or to report a problem
with your Avaya product or Hosted Service. For a list
of support telephone numbers and contact addresses,
go to the Avaya Support website:
https://support.avaya.com/ (or such successor site as
designated by Avaya), scroll to the bottom of the
page, and select Contact Avaya Support.
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Chapter 1. Assumptions for installing
Avaya Aura® Device Services

e LDAP is configured with users for authentication.

e System Manager is installed and configured.

e One or multiple Session Manager instances are installed and configured.

e Avaya Aura® Device Services OVA is deployed on same or different host than the one
with Session Manager, but within a small latency.

o Avaya Aura® Device Services instance is added to System Manager inventory.

e Session Manager is paired with Avaya Aura® Device Services node.
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Chapter 2. Avaya Aura® Device
Services Pre-deployment

Adding Data Center

1. Login to System Manager Web Console.
2. Goto Elements -> Session Manager.

Administrators Avaya Breeze - Backup and Restore
Directory Synchronization Communication Manager Bulk Import and Export
Groups & Roles Communication Server 1000 Configurations
User Management Conferencing Events
User Provisioning Rule Device Services Geographic Redundancy
1P Office Inventory
Media Server Licenses
Meeting Exchange Replication
Messaging Reports
Presence Scheduler
Routing Security
Session Manager | Session Manager Shutdown
N Administration, Status,
Work Assignment Maintenance and Solution Deployment Manager
Performance Management Templates
Tenant Management

Figure 1: System Manager Web Console
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3. Inthe left navigation pane, click System Status tab.

L; on at D PM
# Loy off admin

Home | Session Manager *

4 Home / Elements / Session Manager / System Status [+]
Dashboard
System Status

Session Manager
Administration Sub Pages

Communication Action ‘ Description Help

Profile Editor SIP Monitoring

» Network SIP Ent Status Summary Page Fields
Confi ti Munit’;r‘i;vg View Session Manager SIP Entity Link monitoring status. Session Manager Link Status
Al Tieliay Page Fields
» Device and Location SIP Entity Link Status Page Fields
Configuration g;r:jiﬁjdth Displays system-wide bandwidth usage information for locations where usage is managed. The details Managed Bandwidth
» Application Usage expansion shows the breakdown of usage among Session Manager Instances. Page Fields
Configuration ;ifjlﬂ;v View Security Module status and perform actions on Security Modules for Core and Branch Session Security Module Status
¥ System Status Status Manager instances. Page Fields
5 i Page Fields
SIP Entity SIP Firewall View SIP Firewall rule execution status from Security Modules a .
Monitoring Status Auditing Configuration
- - Registrat Registration Summary
anag Sig:;;:un View per-Session Manager registration status and send notifications to AST devices. Page Fields
Bandwidth Usage Device Failback
Security Module User Registrations
Status g:zirstratmns View detailed user registration status and send notifications to AST devices. Page Fields
Device Failback
SIP Firewall Status
Session Counts
Registration iiii:tu: View per-Session Manager and system wide session counts. Export Session Counts
Summary Page Fields

User Registrations User Data Storage and Data
sion Coun
Cassandra clustering and data
replication overview
Lemlbels S s User Data View status, backup and restore Session Manager User Data Storage P
» System Tool Storage Data Server Status field
DG descriptions

descriptions

Figure 2: System Status
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4. Inthe System Status menu, in User Data Storage, click the Data Center tab, and then
click New. The system displays the Edit Data Center page.

off admin

x

Session Manager

q Home [ Elements / Session Manager / System Status / User Data Storage [+]
?
Dashboard Help ?

Session Manager User Data Storage
Ad rat Management, monitoring, backup and recovery of Data Storage on Session
Managers
. Data Server Status . Backup and Restore
Profile Editor Data Center

¥ Network
ation [@ New] | # Edit | Bl view [ @ Delete |

e and Location
2 Items
Configuration
O | Details | Data Center Description # of assigned SMs
c.],.ﬁg.,mﬁ.,,. O ~show AADS Dev AADS Dev DC 5
o a

Show Datal
System Status
Select : All, None

SIP Entity

SIP Firewall Status)
Registration
Summary

User Registrations

Figure 3: User Data Storage
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5. In the Name field, type the name of the data center. In the Description field type the
description about the data center. Click Commit.

off admin

x

Session Manager

‘ Home / Elements / Session Manager / System Status / User Data Storage [+]
Dashboard -
BRIV i pata center

Session Manager
Edit or view Data Center. Assign, reassign, and unassign SMs with Data
tration Centers.
Commun *Name |AADS_Dev_DC |
Profile Editor .
Description ‘AADS DC ‘
¥ Network
Configuration SMs in Data Center
e
~dalodnE S Data Center sM Description
Application No records Found
Configuration
SMs unassigned or assigned to other Data Center
System Status
SIP Entity 2Items &
Mol Data Center sM Description

Managed AADS_Dev . aads-55 AADS-SM-55

AADS_Dev AADS-5M-53 AADS Dev SM

Status

Registration
Summary

User Data Storage
} System Tools

Figure 4: Edit Data Center
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You can see the new Data Center added.

Dashboard

Communication

Profile Editor

Network
uration

SIP Firewall Status

ration

Summary

User Registrations
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4 Home / Elements / Session Manager / System Status / User Data Storage

User Data Storage

Management, menitoring, backup and recovery of Data Storage on Session
Managers

.Data Server Status. Data Center ,Backup and Restore.

[@ New | # Edit g Bl View [ @ Delete |

3 Items
O | Details | Data Center Description # of assigned SMs
O Show AADS Dev AADS Dev DC 2
O Show Datal 0
O Sshow AADS Dev DC AADS DC 0

Select : All, None

Figure 5: User Data Storage

Quick Install for Avaya Aura® Device Services

13



Assigning Session Manager to Data Center

1. Go to Session Manager -> Session Manager Administration.
2. Click the Session Manager Instances tab. Select a Session Manager instance and
click Edit. The system displays the Edit Session Manager page.

#Log off admin

Session Manager *

?
Dashboard Help ?

T —— Session Manager Administration

Administration This page allows you to administer Session Manager instances and configure
their global settings.

profile Editor uGlobal.Settings Session Manager Instances | Branch.Session.ManagerInstances.

Session Manager Instances
Configuration 1 (ol (el (]

2 New View Edit Delete
i tion
Configuration 2 Items (& Filter: Enable

¥ Application License
(O aads-55 Normal o 1 1 AADS-5M-55
() AADS-SM-53 Normal E 0 8 SHEE B S
Monitoring
Managed
Bandwidth Usage
Security Module
Status
Registration
Summary

User Registrations

Com on

Primary Communication Secondary Communication Maximum Active Communication

Profiles Profiles Profiles Description

Figure 6: Session Manager Administration
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3. To assign Session Manager to data center, under the General section, from the Data
Center drop-down list select the data center name that was created. Click Commit. This
will assign Session Manager to data center.

x

Home | Session Manager

?
Dashboard Help ?

Session Manager Edit Session Manager Commit | Cancel
Admw tration

General | Security Module | Monitoring | CDR | Personal Profile Manager (PPM) - Connection Settings | Event Server |
Communication
Expand All | Collapse All
P e Ed
(— General -
Configu n SIP Entity Name aads-55

Device and Location Description |AADS-SM-55 |
onfig ion

3
C - *Management Access Point Host Name/IP |10.11.12.125 |

» Application
Configuration *Direct Routing to Endpoints
o g

¥ System Status Data Center m

SIP Entity A N b s 3 . None

™ waya Aura Device Services Server Pailing | pane ey
Maintenance Mode [Laaitimesbe

Mana

Security Module Security Module -

Statu SIP Entity IP Address 135.27.175.49

*Network Mask |255.255.255.0 |

Reg " *Default Gateway | 10.11.12.1 |
Summary |

*Call Control PHB |46
User Registrations
* -
SIP Firewall Configuration | SM 6.3.8.0
User Data Storage ey
Monitoring «
} System Tools
Enable Monitoring

*Proactive cycle time (secs) |900 |

*Reactive cycle time (secs) |120 |

*Number of Tries |1 |

CDR ~

Figure 7: Edit Session Manager
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Chapter 3. Avaya Aura® Device
Services Deployment

OVA deployment through vSphere Client

1. Open the vSphere client and click File -> Deploy OVF Template.

File | Edit View Inventory Administration Plug-ins Help
New * htory bl Inventory
Deploy OVF Template... \
Export »
Report [l vimware-amm.apacavaya.com VMware ESXi, 5.5.0, 1331820
Browse VA Marketplace... Getting Started [JEVELa Il Vitual Machines | ResourceAllocation | Performance | Configuration | Local Users & Groups | Events | Permissions
Print Maps Configuration Issues
Exit 55H for the host has been enabled
General Resources
Manufacturer: Hp CPU usage: 1026 MHz Capadity
Modl: Proliant DL360 G7 “ 8x2.46H
CPU Cores: 8 CPUS X 2.4 GHz Memory usage: 16055.00 MB Capadity
Processor Type: Intel(R) Xeon(R) CPU IV N e 24565.73 MB
E5620 @ 2,40GHz
License: VMuare vSphere 5 Enterprise Storage .| DriveType Capacity
Plus - Licensed for 2 physic... B datestorel Non-53 S5125G8 10
Processor Sockets: 2
Cores per Socket: 4 < >
Logical Pracessars: 16 Network oo
Hyperthreading: Active & VMNetwork Standard port group
Number of NICs: 4
State: Connected < ’
Virtual Machines and Templates: 3
Fault Tolerance
vMation Enabled: N/A
VMware EVC Mode: Disabled Fault Tolerance Version: 5.0.0-5.0.05.0.0
vSphere HA State @NA B Fo{eﬁ'esh virtual Machine Counts
. [ 'rimary st
Host Configured for FT: A Powered On Primary YMs: 0
Active Tasks: Total Secondary VMs: 0
Host Profile: NfA Powered On Secondary VMs: 0
Image Prafile: ESXi-5.5.0-1331820-standard
Profile Compliance: @ N Host Management
DirectPath 1/0: Supported £ Manage this host through VMware vCenter,
Commands
(& Mew Virtual Machine
& New Resource Pool
):( Enter Maintenance Mode
[B Reboot
[By shutdown v
Recent Tasks Name, Target or Status contains: ~ Clear X
Name Target Status Details Initisted by | Requested Start Time < | Start Time Campleted Time
] Tasks

Figure 8: Deploy OVF Template
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2. Inthe Deploy OVF Template window, type the URL in the Deploy from a file or URL
field. Click Next.

File Edit View Inventory Administration Plug-ins Help
B8 ‘Eﬁ Home b g Inventory b [l Inventory
& &

[ 101112123 vmware-amm.apac.avaya.com VMware ESXi, 5.5.0, 1331820
Getting Starf

(@) Deploy OVF Template - u] X

Configura
S5H for the

Source
Select the source location.

General

Manufactur Source

Model: OVF Template Details

CPU Cores: Name and Location

Processor T|  Disk Format

Ready to Complete

License: Deploy from a file or URL

Browse...

Cores per 5 Enter a URL to download and install the OVF package from the Internet, or
Logical Proc specify a location accessible from your computer, such as a local hard drive, a
network share, or 3 CD/DVD drive,

Processor §

Hyperthrea
Number of I
State:

Virtual Mach
vMotion En
VMware EV(

vSphere HA
Host Config

Active Task
Host Profile
Image Profi
Profile Com|
DirectPath 1

Command

& New Vi
& NewR
{ Entert

Help < Back | Next > I Cancel |
[B Reboo

[y Shutdown 4
Recent Tasks Name, Target or Status contains: ~ Clear

Name Target | Status Details Initiated by | Requested Start Time = | Start Time | Completed Time |

| & Tasks | root

Figure 9: Deploy OVF Template Source
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3. Inthe OVF Template Details window, verify the details of the Avaya Aura® Device
Services OVF template and click Next. The system displays End User License
Agreement window.

File Edit View lnventory Administration Plug-ins Help

El | @y rome b g ventory b [El Inventory
+

o @

H 101112123 ¢

Vmware-amm.apac.avaya.

Configura
SSH for the

(%) Deploy OVF Template - m] x

OVF Template Details
Verify OVF template details.
General
Manufactr [ oo

Model: OVF Template Details
CPUCoresz|  End User License Agreement

Product: Avaya Aura Device Services

Processor T Name and Location
Deployment Configuration
License: Disk Format

Network Mapping
Processor S| Ready to Complete

Cores per §
Logical Proc
Hyperthrea Size on disk: 2.5 GB (thin provisioned)
Number of I 85.0 GE (thick provisioned)

State:
Virtual Mact Description: Avaya Aura Device Services Version - 7.0.1.0.3345

Version: 7.0.1.0

Vendor: Avaya, Inc.

Download size: 1.3GB

vMotion Eni
VMware EV(

vSphere HA
Host Config

Active Task
Host Profile
Image Profi
Profile Com|

DirectPath 1

Command

& Mew Vi
& NewR

il Entert
Help <Back | Mext > I Cancel
[ Reboo

Y
[Ey shutdewn v
Recent Tasks Mame. Target or Status contains: Clear X

Name Target Status Details Initisted by | Requested Start Time < | Start Time Completed Time

& Tasks root

Figure 10: OVF Template Details
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4. Read the license agreement and click Accept. Click Next. The system displays the
Name and Location window.

B |& rome b g] mwentory b Rl ventory
o @

[ 101112123 vmware-amm.apac.avaya.com VMware ESXi, 5.5.0, 1331820
Getting Starf
= (& Deploy OVF Template a x n
Configura L\ \iser License Agreement
Skt Accept the end user license agreements.
General
Manufactur
Mindel = Acceptlicense 10f 2,
CPUCores:|  End User License Agreem« [y oo s o Deyice Services Support Todls License Agresment ~
Processor T Name and Location Version 1: April 2014
Deployment Configuration
License: Disk Format THIS SUPPORT TOOLS LICENSE AGREEMENT ("AGREEMENT) GOVERNS THE USE OF
Network Mappin AVAYA'S PROPRIETARY SUPPORT SOFTWARE TOOLS AND DOCUMENTATION. READ THIS
ork Mapping AGREEMENT CAREFULLY, IN ITS ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR
Processor 5 Ready to Complete USING ANY OF THE PACKAGE CONTAINING THE PROGRAM OR THE TOOLS THEREIM, THE
Cores per 5 SOFTWARE AND/OR THE ACCOMPANYING USER DOCUMENTATION (COLLECTIVELY, THE
Logical Froc “TOOLS?). BY INSTALLING, DOWNLOADING, OR USING THE TOOLS, OR
OPENING THE PACKAGE CONTAINING THE TOOLS, OR AUTHORIZING OTHERS TO DO ANY
Hyperthrea OF THE FOREGOING, YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU
Number of 1 ARE DOING SO (HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU"), AGREE TO
N THIS AGREEMENT AND ITS TERMS AND CONDITIONS AND CREATE A BINDING CONTRACT
State: BETWEEN YOU AND AVAYA INC. OR THE APPLICABLE AVAYA AFFILIATE ("AVAYA").
Virtual Mack IF YOU ARE ACCEPTING THIS AGREEMENT ON BEHALF OF A COMPANY OR OTHER LEGAL
WMotion Ene ENTITY, YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY TO
THIS AGREEMENT. IF YOU DO NOT HAVE SUCH AUTHORITY OR DO NOT WISH TO BE
VMware EV( BOUND BY THIS AGREEMENT, YOU MUST ETTHER (1) RETURN THE PACKAGE UNORENED,
OR IF ALREADY OPENED AND INSTALLED, DELETE THE TOOLS WITHIN TEN (10) DAYS
vSphere HA OF DELIVERY, OR (2) IF THE TOOLS ARE ACCESSED ELECTRONICALLY, SELECT THE
Host Confia "DECLINE” OR EQUIVALENT BUTTON AT THE END OF THIS AGREEMENT OR WHEREVER IT
APPEARS, AND IN EITHER INSTANCE, RECEIVE A REFUND OF THE LICENSE FEE, IF
ANY, YOU PAID FOR THE TOOLS.
Active Task
Host Profile 1. Grant of License. Avaya grants you, a limited, persanal, non-exdlusive,
nonsublicenseable, non-transferable license to install and use the Tools
Image Profi anly on & single designated computer only as authorized in this Agreement
Profile Comy solely for internal use (the "License™). Without limiting the
DirectPath 1 generality of the above, except as spedifically allowed herein you may not
modify, or make any commerdial use of the Toals, or grant any third party
—— = any right to use the Tools, except for your contractors who (whether or
Command not for any consideration) are subject to obligations at least as
/= protective of the Tools as those contained herein and a) use the Tools on
your sole behalf, or b) provide any services to you based on your internal v
& Mew i
& nNewR|| € >
f] Entert
Help < Back Mext = Cancel |
[ Reboo Y
¥
[Ey shutdewn I v
Recent Tasks Mame, Target or Status contains: Clear %
Name Target Status Details Initisted by | Requested Start Time ~ | Start Time Completed Time
& Tasks root

Figure 11: End User License Agreement
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5. In the Name field, type the name of the new OVA and click Next. The system displays
the Deployment Configuration window.

File Edit View Inventory Administration Plug-ins Help

B |Q Home b g8 Inventory b [ Inventory ‘
+

g @
E[101112133 vmware-amm.apac.avaya.com VMware ESXi, 5.5.0, 1331820
Getting Starf
== (&) Deploy OVF Template - m} ® o
Configura e and Location
S Specify a name and location for the deployed tempiate
General
Manufactur[— oo o Name:
Madel: Vi
OVF Template Detais haDS 218
CPU Cores:|  End User License Aareement
brocessor 7| Name and Location The name can contain up to 80 characters and it must be unique within the inventory folder.
Deployment Configuration
License: Disk Format
Network Mapping
Processor 5| Ready to Complete
Cores per 5
Logical Proc
Hyperthrea
Number of |
State:
Virtual Mack
vMation Ene
VMware EV(
vSphere HA
Host Config
Active Task
Host Profile
Image Profi
Profile Com|
DirectPath 1
Command
& New Vi
& NewR
fi Entert
Help < Back | Next > I Cancel |
[B Reboo
By Shutdows I & v
Recent Tasks Name, Target or Status contains: - | Clear X
Name Target | Status | Details | Tnitiated by | Requested Start Time ~ | Start Time | Completed Time |
|97 Tesks | root

Figure 12: Name and Location
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6. Inthe Configuration field, click on the Avaya Aura® Device Services profile that
matches your requirement, and click Next.

File Edit View Inventory Administration Plug-ins Help

B |Q Home b g8 Inventory b [ Inventory ‘
+

& @

@ [10.1112123 vmware-amm.apac.avaya.com VMware ESXi, 5.5
Getting Starf
== (5 Deploy OVF Template - a x n
Configura \\  loyment Configuration
sSifnse Select a deployment configuration.
General
Manufactur— oo
Model: OVE Template Details
CPUCores:|  End User License Agreement Canfiguration:
Processor T lame and Location ) AADS 7.0 Profile 1 Max Devices 750 v |
ploy c AADS 7.0 Profile 5 Max Devices 5,240
s Disk Format R AT R = M0 devices. This deployment will need 6 vCPUS and 4,568
Network Mapping AADS 7.0 Profile 2 Max Devices 1,350
Processar 5| Ready to Complete AADS 7.0 Profile 3 Max Devices 2,100
AADS 7.0 Profile 4 Max Devices 3,000
Cores per §
Logical Proc
Hyperthrea
Number of I
State:
Virtual Mack
vMotion En:
VMware EVt
vSphere HA
Host Config
Active Task
Host Profile
Image Profi
Profile Com|
DirectPath ]
Command
& Mew i
& nNewR|| € >
il Entert
Help < Back | Next > I Cancel |
[ Reboo
[Ey shutdewn I K v
Recent Tasks Name, Target or Status contains: = X
Name Target | Status | Details | Initiated by | Requested Start Time ~— | StartTime | Completed Time |
[# Tasks | root

Figure 13: Deployment Configuration
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7. In the Disk Format window, select the desired disk format and click Next.

File Edit View Inventory Administration Plug-ins Help

B8 |Q Home b g8 Inventory b [l Inventory ‘
+
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[ [w0.1112125 vmware-amm.apac.avaya.com VMware ESXi, 5.5.0, 1331820
Getting Starf
(&) Deploy OVF Template - a x ~
Configura ¢,k Format
Skt In which format do you want to store the virtual disks?
General
Manufactur
Source Datastore: datastore1
Model: OVE Template Details
#|  EndUser License Agreement
CPUCores:|  EndlUser License Aqreement 0 oo o, ol
Processor T|  Name and Location
Deployment Confiquration
License: Disk Format
Network Mapping ' Thick Provision Lazy Zeroed
Processor 8| Ready to Complete
Cores per 5  Thick Provision Eager Zeroed
Logical Proc © Thin Provision
Hyperthrea
humber of |
State:
Virtual Mack
vMotion En:
VMware EVE
vSphere HA
Host Config
Active Task
Host Profile
Image Profi
Profile Com|
DirectPath ]
o 4
& New Vi
& NewR
fI Entert
Help < Back Next > | Cancel I
[Bp Reboa
Ey shutdows I & w
Recent Tasks Mame, Target or Status contains: = | Clear X
Name Target | status Details Initisted by | Requested Start Time = | Start Time | Completed Time |
|1 Tasks it

Figure 14: Disk Format

March 2017 Quick Install for Avaya Aura® Device Services 22



8. In the Network Mapping window, ensure that the correct network available for that virtual
machine is selected, and click Next. The system displays Ready to Complete window.

File Edit View Inventory Administration Blug-ins Help

|Eﬁ Home b g Inventory b Bl Inventory ‘

&
i)
@ [10.1112123 vmware-amm.apac.avaya.com VMware ESXi, 5.5.0, 1331820
Getting Starl]
== (3 Deploy OVF Template - o X .
«
onfigural . twork Mapping
ssig What networks should the deployed template use?
General
Manufactur [~ oo o
Model: OVF Template Detals Map the networks used in this OVF template to networks in your inventory
CPUCores:|  End User License Agreement
Processor 7| Name and Location Source Networks Destination Networks
Deployment Configuration Out of Band Management VM Network
License: Disk Format Public M Network
Network Mapping
Processor 8| Ready to Complete
Cores per §
Logical Proc
Hyperthrea
humber of |
State:
Virtual Mack
vMotion En:
VMware EVt
Sphere HA
Ve Warning: Multiple source networks are mapped to the host network: Vi Netwark
Host Config
Active Task
Host Profile
Image Profi
Profile Com|
DirectPath ]
Command
& Mew i
& NewR
il Entert
Help <Back | Next > I Cancel |
[E Reboo y
%
[Ey shutdeown I v
Recent Tasks Name, Target or Status contains: = Clear X
Name Target | status | Details | Initiated by | Requested Start Time ~ | Start Time | Completed Time |
[& Tasks | roct

Figure 15: Network Mapping
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9. (Optional) Click the Power on after deployment checkbox to start the Avaya Aura®
Device Services automatically after deployment. Verify the deployment settings and click
Finish.

File Edit View lnventory Administration Plug-ins Help
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== (&) Deploy OVF Template - u] X "
Configura
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Manufactur [~ oo

Madel: OVF Template Detsils When you dick Finish, the deployment task will be started.

CPU Cores:|  End User License Adreement  Deployment settings:

Processor 7| Name and Location OVFfile: http://10.135.144.251shares/exportfustxcopl_AAC Distr..

Deployment Confiquration ’

. Eekli men: Confiquration Downlaad sze: 1368

icense: isk Formal i
Fr— Size ondisk: 85.0 GB

Processor S| Ready to Complete Name: AADS_216

Cores per 5 Deployment Configuration: AADS 7.0 Profile 1 Max Devices 750

Logical Proc Host/Cluster: VMVare-amm.apac.avaya.com

Hyperthrea Datastore: datastorel

Number of 1 Disk pravisioning: Thick Pravision Lazy Zeroed

State: Network Mapping: "Out of Band Management™ to "VM Network”

Virtual Mad Network Mapping: "Public"to "VM Network”

vMotion En:

VMware EVt

vSphere HA

Host Config

Active Task

Host Profile

Image Profi

Profile Com|

DirectPath ]

Command

¥ Power on after deployment
& New Vi
& nNewR
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Help < Back | Finish I Cancel |
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By shutdown I & v

Recent Tasks Mame, Target or Status contains: - Clear X
Name Target | Status | Details | Initiated by | Requested Start Time ~— | Start Time | Completed Time |
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Figure 16: Ready to Complete
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10. After you click Finish, the system displays the progress of the tasks in the Deploying

AADS window.

File Edit View Inventory Administration Plug-ins Help

B |@ Home b g8 Inventory b [ Inventory

+

& &

= [ 1011.12.123 vmware-amm.apac.avaya.com VMware ESX
) AADS_216

AADS-OVA-218

Local Us

Configuration

performance & Groups

Events

Per

) AMM RHEL 6.6 (&) 7% Deploying AADS 216 - x ~
DEV_Avaya Aura(R]
{51 VMware Studio {2)  Deploying AADS_215
(3 VMware Studio Holt =
&) VMiware vCenter 5¢  Deploying disk Lof 3 Resources
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vSphere HA State @ NjA _— ™ SEﬁEsh Virtual Machine Counts
. otal Primary VMs:
Host Configured for FT: N/A Powered On Primary VMs: 0
Active Tasks: Total Secondary VMs: 0
Host Profile: Nf& Powered On Secondary VMs: 0
Image Profile: ESXi-5.5.0-1331820-standard
Profile Compliance: @ na Host Management
DirectPath 1/0: Supported 1 Manage this host through VMware vCenter.
Commands
& New Virtual Machine
& New Resource Poal
fl Enter Maintenance Mode
[B Reboot
< N By shutdown v
Recent Tasks Name, Target or Status contains: - | Clear X
Name | Target | Status | Details | Tnitiated by | Requested Start Time ~ | Start Time | Completed Time |

%9 Deploy OVFtemplats [FRECEEACESE I S —

12/8/2016 2:23:43 PM

12/8/2016 2:23:43 PM

|97 Tesks |
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11. After the deployment is complete, system displays Deployment Completed
Successfully box.
12. In the Deployment Completed Successfully window, click the Close button.

File Edit View Inventory Administration Plug-ins Help

B |Q Home b g8 Inventory b [l Inventory

+
& @
B [ 101112123 vmware-amm.apac.avaya.com VMware ESXi, 5.5.0, 1331820
(i AADS_216
AADS-OVA-218 s | Res performance | Configuration | Local Users & Groups | Events | Permissions
) AMMRHEL66 | (5] Deployment Completed Successfully - X ~

DEV_Avaya Aura(R]
{1 VMware Studio (2)  Deploying AADS_216
(3 VMware Studio Holt —

[ VMware vCenter se  Completed Successfilly Resources
CPU usage: 609 MHz Capacity
[ e e o “ 8x2.4GHz
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License: VMware vSphere 5 Enterprise Storage ~ | Drive Type | capacity |
Plus - Licensed for 2 physic... B datastorel Non-5 5512568 2%
Processor Sockets: 2
Cores per Socket: 4 < >
Logical Processors: 15 Network | Type
Hyperthreading: Active @ VMNetwork Standard port group
Number of NICs: 4
State: Connected « >
Virtual Machines and Templates: 7
Fault Tolerance
vMotion Enabled: NjA
VMware EVC Mode: Disabled Fault Tolerance Version: 5.0.0-5.0.0-5.0.0
vphere HA State @ Na Top - 2efresh Virtual Machine Counts
. otal Primary YMs:
Host Configured for FT: N/A Powered On Primary VMs: 0
Active Tasks: Total Secondary VMs: 0
Host Profie: N/A Powered On Secondary VMs: 0
Image Profile: E5Xi-5.5.0-1331820-standard
Profile Compliance: @ NA oot i uels
DirectPath 1/0: Supported 11 Manage this host through ViMware vCenter.
Commands
& Mew Virtual Machine
& New Resource Pool
f] Enter Maintenance Mode
[B Reboot
3 > [Ey shutdown v
Recent Tasks Name, Target or Status contains: = Clear X
Name | Target | Status | Details | Initiated by | Requested Start Time — | Start Time | Completed Time |
&Y Power On virtual mach... (§1 AADS_216 @ Completed roct 12/8/2016 2:26:53 PM 12/8/2016 2:26:53 PM  12/8/2016 2:26:54 PM
%) Deploy OVFtemplate B 13527.164138 @& Completed 12/8/2016 2:23:43 PM 12/8/2016 2:23:43 PM  12/8/2016 2:26:51 PM
| Tasks | root

Figure 18: Deployment Completed Successfully
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13. Power on VM and go to the console tab. Accept the End User License Agreement

(EULA).

File Edit View Inventory Administration Plug-ins Help
[«] @y Home b gB Inventory b Inventory
miy &8 &R E SR

© [ 101112123
{3 [ AADS_216
{3 AADS-OVA-218
{1 AMM RHEL 6.6
{3 DEV_Avaya Aura(R) Systen
1 VMware Studio (2)

Mware Studi Id
% VWSSO (1 THE FOREGOING, YOU, ON EEHALF OF YOURSELF AND THE ENTITY FOR LHOM Ol
ARE DOING SO (HEREINAFTER REFERRED TD INTERCHANGEABLY AS “YOU™), AGREE TO

AF PHCRRGE CURTH M IHG THE PRGEAT 1 s SR T TH
5 AND-/OR THE ACCOMPANYING USER DOCUMENTATION (COLLECTIVELY, THE
"TOOLS"). BY INSTALLING, DOWNLOADING, OR USING THE TOOLS, OR

IF YOU ARE ACCEPTING THIS AGREEMENT ON BEHALF OF A COMPANY OR OTHER LEGAL
[ENTITY, YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY TO
. IF YOU DO NOT HAVE SUCH AUTHORITY OR DO NOT WISH TO BE

BOUND BY THIS AGREEMENT, Y¥0U MUST EITHER (1) RETURN THE PACKAGE UNOPENED,
OR IF ALREADY OPENED AND INSTALLED, DELETE THE TOOLS WITHIN TEN (18) DAYS
OF DELIVERY, OR (2) IF THE TOOLS ARE ACCESSED ELECTRONICALLY, SELECT THE
“DECLINE" DR EQUIUALENT BUTTON AT THE END OF THIS AGREEMENT WHEREVER IT
APPEARS, AND IN EITHER INSTANCE, RECEIVE A REFUND OF THE LICENSE FEE, IF
ANY, YOU PAID FOR THE TOOLS.

1. Grant of License. Avaya grants you, a limited, personal, non-exclusive,
nonsublicenseable, non-transferable license to install and use the Tools
only on a single designated computer only as authorized in this Agreement
lsolely for internal use (the “License"). Without limiting the

enerality of the abouve, except as specifically allowed herein you may not
odify, or make any commercial use of the Tools, or grant any third party
ny right to use the Tools, except for your contractors who (whether or
not for any consideration) are subject to obligations at least as
protective of the Tools as those contained herein and a) use the Tools on
our sole behalf, or b) provide any services to you based on your internal
ige of the Tools. You agree that you may nwot assign, sub-license,
ransfer, pledge, lease, rent, loan or share your rights under this
greement, or otherwise allow third parties any use of the Tools. You
gree that you may not, and may not permit or aid others to, translate,
reverse engineer, decompile, disassemble, update, modify, reproduce,
uplicate, copy, create derivative works of, distribute or otherwise
isseminate all or any part of the Tools, or extract source code from the
ob ject code of the software in the Tools.

. Proprietary Rights: Confidentiality. You acknowledge and agree that the
ools are a proprietary product of Avaya, protected under copyright laws
nd international treaties. You further acknowledge and agree that all
right, title, and interest in and to the Tools, including associated

——More—-(19:))|
< > < >
Recent Tasks Name, Target or Status contains: = Clear X
Name Target Status Details Intiated by | Requested Start Time ~ | Start Time Completed Time
% Power On virtual mach... () AADS 216 @ Completed roct 12/8/2016 2:26:53 PM 12/6/2016 2:26:53 PM  12/8/2016 2:26:54 PM
&Y Deploy OVF template [ 13527.1641% @& Completd 12/8/2016 2:23:49 PM 12/8/2016 2:23:49 PM  12/8/2016 2:26:51 PM

7 Tasks

Figure 19: Power on the VM
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14. Read the End User License Agreement and type yes to accept the End User License

Agreement.

File Edit View Inventory Administration Plug-ins Help

[«] @y Home b g Inventory b [ Inventory
mip &8 &G B =3 @8
o [ 101112123

(3 | AADS_216

(i AADS-OVA-218
{51 AMM RHEL 6.6

vare Studio (2)

& vm

{3 DEV_Avaya Aura(R) Systen

[ VMware Studio Holden
{51 VMware vCenter Server Ap

n, mcluding
injunctive relief from a court of

rendered unenforceable or invalid as a whole, and the provision will be
hanged and interpreted so as to best accomplish the objectives of the
original provision within the limits of applicable law. The failure to
ssert any rights under the Software License Terms, including, but not
limited to, the right to terminate in the event of breach or default,
ill not be deemed to constitute a waiver of the right to enforce each
nd every provision of the Software License Terms in accordance with
heir terms. If you move any Software, and as a result of such move, a
jurisdiction imposes a duty, tax, lewy or fee (including withholding
axes, fees, customs or other duties for the import and export of any
isuch Sof tware), then you are solely liable for, and agree to pay, any
isuch duty, taxes, lewy or other fees.

. Agreement in English. The parties confirm that it is their wish that
hese Software License Terms, as well as all other documents relating
hereto, including all notices, have been and shall be drawn up in the
[English language only. Les parties aux présentes confirment leur volonté
ue cette convention, de méme que tous les documents, y compris tout
vis, qui s"y rattachent, soient rédigés en langue anglaise. Las

ratifican que es su woluntad que este Contrato, asi como cualquier otro
ocumento relacionado con el mismo, incluyendo todo tipo de

notif icaciones, han sido redactados y deberdn continuar siendo
redactados Onicamente en el idioma inglés.

flvaya Global Software License Terms

2812 Avaya Inc. All rights reserved. Avaya and the Avaya Logo are
rademarks of Avaya Inc. and may be registered in certain jurisdictions.
fill trademarks identified by the ® or ™ are registered trademarks,
iservice marks or trademarks, respectively, of Avaya Inc. All other
rademarks are the property of their respective owners.
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15. After the EULA is accepted, the system displays below screen. Type ‘y’ to Provide user
input configuration.

File Edit View Inventory Administration Plug-ins Help
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B @ 101112123
(1 [AADS_216

({3 AADS-OVA-218
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Starting system logger:
(Starting rpcbind:

IStarting NFS statd:
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Figure 20: User Input Configuration
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16. Enter the Network settings parameter for the new VM.

File Edit View Inventory Administration Plug-ins Help

<] ¢y Home b g8 Inventory b [l Inventory

nip &8 G
= [§ 101112123
s [y
{3 AADS-OVA-218
Gh AMM RHEL 6.6
(f3 DEV_fwaya Aura(R) Systen
Gh VMware Studio (2)
(3 WMuware Studio Holden
{Eh WMware vCenter Server Ap

A Tasks

March 2017

J&)

2 &

AADS_216

Please enter the
Please enter the

Flea:
Flea:
Plea:
Plea:
Plea:
Flea:
Flea:
Plea
1) A
Z) A
3) A
7 5

se enter the
se enter the
se enter the
se enter the
se enter the
se
se
se
frica
mericas
mtarctica

i

IP Address to assign to the UM :10.11.12.123

Netmask to assign to the UWM: 255.255.255.8

short hostname to assign to the UM:aadsZ16

domain name to assign to the WM:t i

IP Address of your default gateuwas

IP Address of your DNS server(s) [Multiple IPs separated by ,(comma) 1

provide NTP Server IF or FQDN [Multiple IP or FODN separated by ,(comma) 1:10.11.1
select the Time Zome Detai
select a continent or ocean.

4) Arctic Ocean 7)Y Australia 18) Pacific Ocean
5) Asia 8) Europe
6) Atlantic Ocean  9) Indian Ocean

Please select a country.

1
2)
3
1)
5)
6)

Afghanistan
Armenia
Azerbai jan
Bahrain
Bangladesh
Bhutan
Brunei
Cambodia
China
Cyprus
East Timor
Georgia
Hong Kong
India
Indonesia
Iran

18) Israel 35) Palestine
19) Japan 36) Philippines
ZA) Jordan 37) Qatar

21) Kazakhstan 38) Russia

22) Korea (North) 39) Saudi Arabia
Z23) Korea (South) 48) Singapore
Z4) Kuwait 41) Sri Lanka
25) Kyrgyzstan 42) Syria

26) Laos 43) Taiwan

2?7) Lebanon 44) Tajikistan
28) Macau 45) Thailand

29) Malaysia 46) Turkmenistan
38) Momgolia 47) United Arab Emirates
31) Myanmar (Burma) 48) Uzbekistan
32) Nepal 49) Vietnam

33) Oman 56) Yemen

Figure 21: Network Settings for new VM
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17. Type the group name for the admin account and press Enter.

File Edit View Inventory Administration Plug-ins Help

€] ¢y Home b g8 Inventory
|y 9B @& [

= @ 101112123
05 21g]
(T3 AADS-OVA-218
(1 AMM RHEL 6.6
(3 DEV_Avaya Aura(R) Systen
() VMware Studio (2)
{3 WMware Studio Holden
&0 VMware vCenter Server Ap

< >

A Tasks

b [ Inventory
2B &

Afghanistan
Armenia
Azerbai jan
Bahrain
Bangladesh
Bhutan
Brunei
Cambod ia
China
Cyprus
East Timor
Georgia
Hong Kong
India
Indonesia
Iran

[Please select a country.

Israel

Japan

Jordan
Kazakhstan
Korea (North)
Korea (South)
Kuuwait
Kyrgyzstan
Laos

Lebanon

Macau
Malaysia
Mongolia

Myanmar (Burma)

Nepal
Oman
Pakistan

Palestine
Philippines
Qatar
Russia

Saudi Arabia
Singapore
Sri Lanka
Syria
Taiwan

Ta jikistan
Thailand
Turkmenistan
United Arab Emirates
Uzbekistan
Uietnam
Yemen

IPlease provide the account login name for the applicatiom admin user [1: admin
IPlease provide the initial password for the application admin account [1:

Re-type admin Password:
Please provide a new group name for the application admin account [1: admingrp,

March 2017

Figure 22: Group name for the admin account
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18. Verify the Network Setting parameters. To continue, type “y” and press Enter.

File Edit View lnventory Administration Plug-ins Help
[«] €y Home b g8 Iventory b [l Inventory
nir a8 &R @b
B [ 1011.12.123

(3 [R5 215)

({3 AADS-OVA-218

{1 AMM RHEL 6.5

(3 DEV_Avaya Aura(R) Systen

{51 VMware Studio (2)

(i VMware Studio Holden

(51 VMware vCenter Server Ap

IP Address

fAdmin login password
fidmin group name

< >

Recent Tasks

March 2017

10.11.1
aadsZ16
t

1 1
255.255.255.8

1. 5

tconfig.com

10.11
fAsiasKolkata
admin
s
admingrp

Do you want to continue? [ysmliy_

Figure 23: Network Settings

Name, Target or Status contains: - ,7 C
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19. After all the steps are successfully completed, the system displays a login prompt for the

deployed Avaya Aura® Device Services VM.

File Edit View Inventory Administration Plug-ins Help
[«] @y Home b gf Inventory b [ Inventory
nir &t 6 DbeE e @i

o [ 01112123
£ [0 276)
({3 AADS-OVA-218
G AMM RHEL 6.6
{3 DEV_Avaya Aura(R) Systen his system is restricted solely to authorized users for legitimate business
& VHware Studio (2) purposes only. The actual or attempted unauthorized access, use, or
[T VMware Studio Holden odif ication of this system is strictly prohibited.
(51 VMware vCenter Server Ap

nauthorized users are subject to company disciplinary procedures and or
riminal and civil penalties under state, federal, or other applicable
omestic and foreign laws.

he use of this system may be monitored and recorded for administrative and
isecurity reasons. Anyone accessing this system expressly consents to such

mitoring and recording, and is advised that if it reveals possible evidence
of criminal activity, the evidence of such activity may be provided to law
enforcement officials. All users must comply with all corporate instructions
regarding the protection of information assets.

< >

Recent Tasks Name, Target or Status contains: ~

Figure 24: Avaya Aura® Device Services VM login
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Chapter 4. Avaya Aura® Device
Services Post-deployment

Adding an Avaya Aura® Device Services instance to
System Manager Inventory

1. On the System Manager Web console, click Services -> Inventory.

Aura” System Manager 7.0

Hor
I
Administrators Avaya Breeze™ Backup and Restore
Directory Synchronization Communication Manager Bulk Import and Export
Groups & Roles Communication Server 1000 Configurations
User Management Conferencing Events
User Provisioning Rule Device Services Geographic Redundancy
IP Office Inventory  Manage, discover, and

navigate to elements

Media Server Licenses

Meeting Exchange Replication

Messaging Reports

Presence Scheduler

Routing Security

Session Manager Shutdown

Work Assignment Solution Deployment Manager
Templates

Figure 25: Inventory
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2. Inthe left navigation pane, click Manage Elements. On the Manage Elements page,
click New. The system displays the New Elements page.

Aura” System Manager 7.

Home | Inventory *

4 Home / Services / Inventory / Manage Elements ]

Manage Elements Help ?
te Profiles and Manage Elements Discovery
over SRS/SCS N
Manage Elements
F Manage
Serviceal
¥ Synchronization Elements
© New | |@ Delete | | More Actions -
12 Items &Y Show All - Filter: Enable
0 |Mame Node Type Device Type
O aads-55 10.11.12.123 Session Manager Session Manager
O AADS-5M-53 10.11.12.134 Session Manager Session Manager
O AMM_10.133.32.6 aws-06 testconfig.com Other Applications
O Corporate Directory 10.11.12.135 UCMApp
O 1psec 10.11.12.125 UCMApp
O Numbering Groups 101112125 UCMApp
[0  Patches 10.11.12.125 UCMApp
O Secure FTP Token 10.11.12.135 UCMApp
O smagr-aads-215.apac.avaya.com (primary) 10.11.12.125 UCMApp
[0  SNMP Profiles 10.11.12.125 UCMApp
[0  Software Deployment 135.27.164.215 UCMApp
[0  System Manager 135.27.164.215 System Manager
Select : All, None

Figure 26: Manage Elements
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3. Inthe General section, from the Type field select Avaya Aura Device Services. The
system refreshes the page and displays a New Avaya Aura Device Services page.

Create Profiles and

¥ Manage
Serviceability Agents
¥ Synchronization

¥ Connection Pooling

| Manage Elements | Discovery

[ status

New Elements

Help ?

Commit | Cancel

General »

* Type ‘ Select Type

Select Type
Application Enablement Services
Avaya Aura Device Services

*Required

Avaya Breeze

CS 1000 Terminal Proxy Server
Communication Manager

Conferencing

IP Office

IP Office UCM or IP Office Application Server
Media Gateway

Meeting Exchange and Conferencing 6.0
Messaging

Other Applications

Presence Services

Session Manager

System Platform

Utility Services

WebLM

Work Assignment

Commit | Cancel

March 2017

Figure 27: Select type

Quick Install for Avaya Aura® Device Services

36



o oo s

Create Profiles and
Discover SRS/SCS

On the General tab, perform the following:

In the Name field, type the Name of the Avaya Aura® Device Services server
In the Node field, type the IP of the Avaya Aura® Device Services server.
In the Description field, type the description of the Avaya Aura® Device Services

servers.
Go to the Attributes tab.

Element Type Access
Subnet Configuration

» Manage
Serviceability Agents

¥ Synchronization
F Connection Pooling

March 2017

Manage Elements DISCOVEry
Help ?
4\ status
New Avaya Aura Device Services Commit | Cancel
General «
* Name [AADS_216
* Type |Avaya Aura Device Services Reset
Description
* Node | 10.11.12.123
Access Profile «
# Edit |@New‘ ‘@Copv‘ ¥ Delete
2 Items
Name | Access profile Type  Access Profile 5ub Type | Protocol Host |Port |order
() AADSGeoWSURL URI GRCommunication Iocalhost 443 0
e} Avaya Aura Device URI TrustManagement 1299 0
Services
Select : None
Port »
*Required Commit  Cancel

Figure 28: New Avaya Aura® Device Services
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5. On the Attributes tab, perform the following:

a. Inthe Login field, type the admin login name to access the Avaya Aura® Device
Services server This is the admin user provided during AADS OVA deployment.

b. Inthe Password field, type the admin password to access the Avaya Aura® Device
Services server This is the password provided during AADS OVA deployment.

c. Inthe Confirm Password field, retype the admin password to access the Avaya Aura®
Device Services server.

d. Inthe Version field, type the Avaya Aura® Device Services base version (7).

In the Location field, type the location of Avaya Aura® Device Services server. This is

an optional field.

f. Go back to the General tab.

®

‘Create Profiles and Manage Elements | Discovery

Discover SRS/SCS

Element Type Access 4 status

New Avaya Aura Device Services Commit | | Cancel

Help ?

F Manage
‘Serviceability Agents p
¥ Synchronization enera

» Connection Pooling Attributes »

* Login admin
* Password essessss
* Confirm Password sssessss
* Version 7

Location

*Required Commit  Cancel

Figure 29: New Avaya Aura® Device Services
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6. Select the TrustManagement access profile, and click Edit.

Create Profiles and

Discover SRS/SCS

Element Type Access
Subnet Configuration

¥ Manage
Service: ity Agents

¥ Synchronization
¥ Connection Pooling

| Manage tlements | Uiscovery

4\ status

New Avaya Aura Device Services

Help 7

[ e

General »

* Name [AADS_216

* Type |Avaya Aura Device Services | Reset

Description

* Node |10.11.12.123

Access Profile +

‘ﬂ View I |,/ Edit | |@ New I |@ CopyJ | @ Delete |
2 Items
| Name ‘Accass Profile Type ‘Accass Profile Sub Type | Protocol Host ‘ Port ‘Order‘
(O AADSGeoWSURL URI GRCommunication hitps localhost 443 0
Avaya Aura Device

@
®  oonviees URI TrustManagement inp 1299 ©

Select : None

Port »

*Required

March 2017

Figure 30: TrustManagement access profile
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7. Leave the Container type field blank.

Cancel

8. Inthe Host field, type the hostname of the Avaya Aura® Device Services server. Click
Save.
2 Items
Name Access Profile Type Access Profile Sub Type |Protocol Host Port | Order
O AADSGeoWSURL URI GRCommunication https localhost 443 0
® J;:i\’/iacatura Device URI TrustManagement np 1299 0
Select : None
Access Profile Details
* Name Awvaya Aura Device Serv
Access Profile Type | TrustManagement
* Container Type “
* protocol  |jnp v
* Host ,aadszlﬁ.testmnﬁg.mm
* port 1299
Path MNone
* Order 0
Description
Cancel
Port »
*Required Commit
Figure 31: Access Profile Details
9. To enable SSO login, you must add an access profile of type EMURL. To add an
EMURL access profile, on the General tab, in the Access Profile section, perform the
following:
a. Click New.
b. Inthe Access Profile Type field, click EMURL.
c. Inthe Host field, type the Avaya Aura® Device Services server FQDN.
d. Inthe Port field, type 8445.
e. Inthe Path field, type /admin.
March 2017 Quick Install for Avaya Aura® Device Services
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¥ Synchronization
* Connection Pooling

[ TSV [ TN [ TS W Uy [ DT

®  services

Select : None

2 Items
Name Access Profile Type | Access Profile Sub Type | Protocol Host ‘ Port | order
() AADSGeoWSURL URI GRCommunication https localhost 443 0
Avaya Aura Device URL it M prge e inp aads216 testconfig.com 1299 0

Application System Supported Protocol

* Protocol
Access Profile Details
* Name
Access Profile Type
* Protocol
* Host
* Port
Path
* Order

Description

Port »

AADS_SSO
EMURL

aads216.testconfig.com
bas ]

*Required

March 2017

Figure 32: Access Profile Details

Quick Install for Avaya Aura® Device Services

41



10. Click Commit.

¥ Synchronization
¥ Connection Pooling

I s

General »

* Name [AADS_216

* Type |Avaya Aura Device Services | Reset

Description

* Node |10.11.12.123

Access Profile «

Iﬂ V\ew} {f Ed\t} {@ New} {@ Cupy} | @ Delete |
3 Items
 Name | Access profile Type | Access Profile sub Type | Protocol Host |Port |order
() AADSGeaWSURL URT GRCommunication https localhost 443 0
® ;f\‘l’l:;“'a E=ce URT TrustManagement inp aads216.testconfig.com 1299 0
() AADS_SS0 URT EMURL https zads216 testconfig.com 8445 0
Select : None
Port »

*Required Commit | | Cancel

March 2017

Figure 33: Access Profile Details
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11. The Avaya Aura Device Services instance is added to System Manager Inventory.

Element Type Access

Manage Elements

) status

» Manage
Servi ity Agen

Hements
| &l view |[of # Edit | |@ New I |© Deletel | Get Current Status | ‘ More Actions ~
13 Items & Show m Filter: Enable
O |Mame | Node Type Device Type
AADS_216 10.11.12.123 Avaya Aura Device
- Services
O aadsss 101112125 Session Manager Session Manager
[0 Aaps-sm-sz 101112125 Session Manager Session Manager
O avm_ 101112126 awsdev.testconfig.com Other Applications
[0 Corporate Directory 1011.12.124 UCMApp
O 1psec 101112124 UCMApp
[0  Wumbering Groups 1011.12.124 UCMApp
O  Patches 101112124 UCMApPpR
[0  secure FTP Token 101112124 UCMApp
[0  sMgr-azds-123testconfig.com 1011.12.124 UCMApp
O sNMP Profiles 101112124 UCMApp
[0  Software Deployment 101112124 UCMApp
[0 system Manager 101112124 System Manager
Select : All, None

Figure 34: Manage Elements
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Pairing Session Manager with an Avaya Aura® Device

Services node

1. On the home page of the System Manager Web console, in Elements, click Session
Manager -> Session Manager Administration

System Manager 7.0

Administrators

Directory Synchronization
Groups & Roles

User Management

User Provisioning Rule

*» Elements

Avaya Breeze™
Communication Manager
Communication Server 1000
Conferencing

Device Services

1P Office

Media Server

Meeting Exchange
Messaging

Presence

Routing

Session Manager | Session Manager

N Administration, Status,
Work Assignment | waintenance and

Performance Management

Backup and Restore
Bulk Import and Export
Configurations

Events

Geographic Redundancy
Inventory

Licenses

Replication

Reports

Scheduler

Security

Shutdown

Solution Deployment Manager
Templates

Tenant Management

Figure 35: Session Manager Administration
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2. On the Session Manager Administration page, click the Session Manager Instances
tab. In the Session Manager Instances section, select a Session Manager instance, and
click Edit. The system displays the Edit Session Manager page.

r 8, 2016 1:15 PM

Aura” System Manager 7.0 0 # Log off admin

Home | Session Manager *

4 Home / EI / Session ger / Session q inistration ]
?
Dashboard Help 2
Sessi

Session Manager Administration

This page allows you te administer Session Manager instances and configure
their global settings.

‘Communication
Profile Editor uGlobal.Settingsy Session Manager Instances | Branch.Session.ManagerInstances.
b Network Session Manager Instances
Configuration
L New View Edit Delete

¥ Device and Location
Configuration 2 Items Filter: Enable

¥ Application N License Prlll{al’y Communication Secl?lldary Communication Ma)(l}llunl Active Communication Description
. Mode Profiles Profiles Profiles
Configuration
O aads-55 Normal 0 1 1 AADS-SM-55
| stemsto | . . ancs ey s
+ System Tools Select : None

Figure 36: Session Manager Instances

3. From Data Center select a data center if one is not already assigned. If you do not
assign the Session Manager instance to a data center, the system displays the following
message: Session Manager must be assigned to a Data Center to pair with an Avaya
Aura® Device Services Server.

4. From Avaya Aura Device Services Pairing field, select an Avaya Aura® Device
Services server to pair with Session Manager.

5. Click Commit.
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cel 016 1:15 PM
# Log off admin

Aura” System Manager 7.0

Home Session Manager ®

BTl v [ Eiements [ session Manager | Session Hanager Administcation o
?
Dashboard Help ?

P — Edit Session Manager Commit | | Cancel

Administration

o ion General | Security Module | Monitoring | CDR | Personal Profile Manager (PPM) - Connection Settings | Event Server |
Expand All | Collapse All
Prof Glg

5 T General -
Configurati SIP Entity Name AADS-SM-33

R
o *Management Access Point Host Name/IP | 10.11.12.125
» Application
Configuration *Direct Routing to Endpoints | Enable v

| systemstatus | pata Center | AADS_Dev_0C[
} System Tools
Avaya Aura Device Services Server Pairing | AADS_216 ~
Maint Mod.
aintenance Mode AAD57216

SIP Entity IP Address 10.11.12.125 |

Security Module «

*Network Mask 255.255.255.0
*Default Gateway 10.11.12.126
*Call Control PHB 46

*SIP Firewall Configuration | SM 6.3.8.0 ~

Monitoring ~
Enable Monitoring
*Proactive cycle time (secs) 900
*Reactive cycle time (secs) [120

*Number of Tries |1

CDR - v

Figure 37: Avaya Aura® Device Services Pairing

Installation of Avaya Aura® Device Services
(Standalone)

Pre-installation check

1. In System Manager Web Console -> Session Manager - > Dashboard and check the
Session Manager status. Ensure all the Session Managers in the cluster are up and
running.
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Last on st December 3, 2016 6:36 PM
Aura” System Manager 7.0 # Log off admin
Home | Session Manager ¥
~ Session Manager 4 Home / Elements / Session Manager [+]

?
Dashboard Help 2
Session Manager Session Manager Dashboard
Administration This page provides the overall status and health summary of each
administered Session Manager.
Col ication
Profile Editor Session Manager Instances
»
L Service State ~ Shutdown System ~ | As of 11:20 PM
Configuration
' Device and Location 2Items & Show All|v Filter: Enable
Configuration User
Tests Security | Service | Entity Active Data Data License
b _— . . . .
Application [ |session Manager Type | oo Alarms i Pt Tent E::ut Registrations Tt | S | e Version
Configuration Status

Accept

m O aads-55 Core &  0/0/0 Up New 0/0 0 0/0 v 4 Normal  7.0.1.2.701216
> System Tools Service
Accept

[0 AADS-sM-53 Core &  0/0/0 Up New 0/0 0 0/0 v 4 Normal  7.0.1.2.701216
Service

Select : all, None

Figure 38: Session Manager Dashboard

Additionally, we can also login to Session Manager nodes using putty and execute below
command to check the service status.

[craft@aads-sm-53 ~]$ statapp
Watchdog 9/ 9UP
logevent 13/ 13 UP

ncsd 4/ 4 UP
postgres-db 31/ 31 UP
mgmt 215/215 UP

WebSphere 220/220 UP
CDRService 16/ 16 UP
cassandra 122/122 UP
sal-agent 47/ 47 UP
secmod 4/ 4 UP

Start Avaya Aura® Device Services installation

Go to the Avaya directory by typing cd /opt/Avaya
Run the command app install

The system launches a blue installation tool.

A\

Steps to be performed in the blue configuration tool:

a. Select the Cluster Configuration menu and ensure that the Initial cluster
node option is set to y (yes). To return to the previous menu, select Return
Main Menu and press Enter.

March 2017 Quick Install for Avaya Aura® Device Services
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Cluster Configuratio

Front-end host, System Manager and Certificate Configuration
Cassandra Encryption

Session Manager Cassandra Configuration

Bdvanced Configuration

HoW oMM oMM oK MMM R NMNMKENMNK X

<Cancel Install>

Initial cli
2 Local node IP address

x
=
=
=
=
=
=
x
x
x
=
=
=
=
=
=
x
x
x
=
m

<gfleturn to Main Menu>

Figure 40: Initial Cluster Node

b. Select the Front-end host, System Manager and Certificate Configuration
menu and configure the settings that are accessible from the menu.

March 2017 Quick Install for Avaya Aura® Device Services 48



ddaaddaIaaaaaadaaqadaaaadaaaaaaaaaaaaaaaaaaaaqaaqaqaaqaqaaaaaqaaaaqaqaaqad
ation <]

Cluster Configuration
Front-end host, System Manager and Certificate Configuration
Cassandra Encryption

Session Manager Cassandra Configuration

Advanced Configuration

1
x
X
x
x
x
X
x
x
x
X
x
x
x
X
X
x
x
x
X
x
m

k Eelect < Continue <Cancel Installs

Q999999999999999999999g9ggggodgaagaeaaedeadadgadadqadaadadgadgagadggdgdagdaaaaaaagaaaaaaaqaqs)

Figure 41: Initial Installation Configuration

c. Type Front-end FQDN- If you need to extend the system to an AADS cluster;
it is advised to use the hostname corresponding to the virtual IP.

d. If you plan to have a standalone AADS, this field will be same as the Local
frontend host.

e. Type the System Manager details. Keystore password must be 6 or more
characters. This must be same on all nodes in cluster.
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va Aura Device Services Installer D
49999999999IId99ddIIadIIadqdIdIdadaadddaadaaddaaaaaaaaaaaaaaaa aaga 000d9dadadddgddddddaadadaaaaaaaaddadaadaaaddaaddaaaaaaadddaaadaaaaaaqd
nd = £ n "

Front—end FQDN [aads-dev-123.testconfig.com]
System Manager Version 6]

System Manager HITPS Port [443]

System Manager Enrollment Password 11

COverride port for reverse proxy n]

Use System Manager for certificates [¥]

Local frontend host [aads-dev-123.testconfig.com]
Keystore password 11

Vm e e wER

1
x
=
x
=
x
=
x
x
=
x
=
x
=
x
=
x
=
x
x
=
m

Figure 42: System Manager FQDN

Enter SMGR FQDN and press OK. The installer will try to check if the provided hostname is
valid or not.

e e L e L C e C L C L L L L L L L L L L L L LLELLEEE L L
end host ; T and Cex: figura

Pleasc enter the FQDN for the System Manager Server which will
sign the Avaya Aura Device Services certificates.

1
xSMgr—aads-123.testconfig.com

Figure 43: System Manager FQDN
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Verifying SSL
seconds.

Figure 44: SMGR Connectivity check

f. After entering all the details Return to Main Menu.

Aura Dx ce Servic aller D T c
AIIIAITIAAIIITIYIIAITIAIIIITIIIAAGIAAAIITAAIAAIIIAAIIIAIAIAAAIIAIAIIAAGIAAIIITAIAIIAAIIAAAIITAAIIAAIIAIAIIIIAIAAATIIIAIIIIAIIAITIAIAAY|

Front-end host, System Manager and Certificate Configuration ]

Front-end FQDN

System Manager FQDN [SMegr-aads-123 testconfig.com]
System Manager Version 171

System Manager HTTPS Port 1443]

System Manager Enrollment Password  [#####]

Override port for reverse Droxy In]

Use System Manager for certificates [y]

Local frontend host [aads-dev-123 testconfiz.coml
Keystore password [FEREEEEEE]

W oy s W N

HoMoM oW oMoM MMM KM KM KN K R KRN

Select <! rn to Main Men

Figure 45: Front-end host, System Manager and Certificate Configuration
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© Note:

At this point if System Manager is not being used for certificate, follow the procedure
given here Configuring Certificates without System Manager.

g. Session Manager Cassandra Configuration — Type the Session Manager
Management and Asset IP.

T ler DO T
4999999999999999999999999999999999999999IIIIT

Cluster Configuration
Front-end host, System Manager and Certificate Configuration
Cassandra Encryption

Session Manager Cassandra Configuratic

Advanced Configuration

1,
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
m

Figure 46: Initial Installation Configuration

h. Leave Cassandra Encryption and Advanced Configuration unchanged. Press
Continue.

e Installer )0 e cC e.
AaaqaaaIIqaaaIaqaaaIaqaaqaaqaaqaqaaaaaqaaaaadaaaaadaaaaaaaaaaaaaaaaaaaaqaaaaaaadaaaaadaaaaadaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaadaaaqaqaaaaaqaaaaaqaaaaaaaaqaaqaaqaaqaad)

Initial Install guration

Cluster Configuration
Front-end host, System Manager and Certificate Configuration
Cassandra Encryption

Session Manager Cassandra Configuration

Advanced Configuratio

HoMoMoMoMoM MMM K MK NN KN R KN R K

Select < ®ontinue > <Cancel Install>

JIIIIIIIIIIIIYIITAAIIAAAIIAAAAIIAAYAIIAAIAIIIAAAIIAIAAIIIAAGIITAAIIATAAIIAAYAIIIAYATITAAAIIA])
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Figure 47: Advanced Configuration

i. The installer performs pre-install checks. Press Continue.

CCELELElEEECEbrelErEeEtEeeret:

Results of Configuration Checks (Continue to proceed)
The application will install on this host as [ucapp] with UID [652].
The admininistration user for this host will be [admin] with UID [1005].
Checking iptables configuration .. oc [ OK 1
Checking SSH Configuration .. = OK
Hostname oc OK
Checking Linux Version oc OK
Checking Linux Kernel Patch Level = OK
Memory Check = OK
Checking provided Java path . = OK
Checking = OK
Checking 32 bit glibe libraries . . OK
Checking 32 bit libgce libraries. = OK
Checking 32 bit libstdc++ libraries . = OK
Checking keyutils component .. = OK
Checking libevent COmpONENt .. = OK
Checking nfs-utils component ... = OK
Checking nfs-utils-1ib component = OK
Checking python-argparse compnent . = OK
Checking xfsprogs component oc OK
Checking linux "dialog" component .. OK
Checking ntp installation / configuration .... OK
Checking SeLinux to be disabled ... = OK
Checking disk space on /opt/Avaya .. = OK
Checking for openssl libraries = OK
Checking for z1lib libraries .. = OK
Installation Check Complete ... oc OK

Figure 48: Results of Configuration Checks
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j- Read the End User License Agreement. Press Accept to accept the EULA.

Aura
QIIIIITIAFIATITIIIIAIITIAAIATIAIAIIAAAIIAAAIIAAAAIITAAIIAAAIIAAIAIITAAIIAAAIIAAAAIITAAIIAAAIIAAAAIIAIAIIAAAIIAAATIAAAAIITAAIIAAAIIAAIAIITAAIIAIIIIAAAAIITAAIIALIIIAAAL.
Please d accept the ; EULA c & 5
AVAYA GLOBAL SCFTWARE LICENSE TERMS
REVISED: FEBRUARY 2012

THIS END USER LICENSE AGREEMENT ("SOFTWARE LICENSE TERMS") GCVERNS THE
USE OF AVAYA'S PROPRIETARY SOFTWARE AND THIRD-PARTY PROPRIETARY
SOFTWARE. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THEIR
ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE AVAYA SOFIWARE (AS
DEFINED IN SECTION A BELOW). BY INSTALLING, DOWNLOADING OR USING THE
AVAYA SOFIWARE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE DOING SO (HEREINAFTER REFERRED
TC INTERCHANGEABLY AS "YOU"™ AND "END USER"), AGREE TO THESE SOFTWARE
LICENSE TERMS AND CONDITICNS AND CREATE A BINDING CONTIRACT BETWEEN YOQU
AND AVAYA INC. OR THE APPLICABLE AVAYA AFFILIATE ("AVAYA"). IF YOU BRE
ACCEPTING THESE SOFTWARE LICENSE TERMS ON BEHALF OF A COMPANY OR OTHER
LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE THE AUTHORITY IO BIND SUCH
ENTITY TO THESE SOFIWARE LICENSE TERMS. IF YOU DO NOT HAVE SUCH
AUTHORITY OR DO NCT WISH TO BE BOUND BY THESE SOFTWARE LICENSE TERMS,
YOU MUST RETURN OR DELETE THE SOFTWARE WITHIN TEN (10) DAYS OF DELIVERY
FOR A REFUND OF THE FEE, IF ANY, YOU PAID FOR THE LICENSE OR IF SOFTWARE
IS5 ACCESSED ELECTRONICALLY, SELECT THE "DECLINE" BUTTON AT THE END OF
THESE SOFTWARE LICENSE TERMS.

L. Scope. These Software License Terms are applicable to anyone who
installs, downloads, and/or uses Avaya Software and/or Documentation,
obtained from Avaya or an Avaya reseller, distributor, direct partner,
system integrator, or other partner authorized to provide Avaya Software
to End Users in the applicable territory ("Avaya Channel Partner™). You
are not authorized to use the Software if the Software was obtained from
anyone other than Avaya or an Avaya Channel Partner.

These Software License Terms govern your use of the Software and/ or
Documentation except to the extent 1) vou have a separate signed
agreement with Avaya governing your use of the Software, 2) the Software
is accompanied by a Shrinkwrap License, or 3) the Software is governed
by Third Party Terms. If you have a separate signed purchase agreement

Figure 49: End User License Agreement

k. The system configures the other settings such as required RPMs, download
certificates from System Manager, creates database schema, and does the
required initial configuration required for the Avaya Aura® Device Services
server installation. Select Continue to finish the installation.

2016-12-03_18:39: Setting INSTALL_PARENT to /opt/Avaya/DeviceServices/7.0.1.0.3345
2016-12-03_18:39: INSTALL DIR is /opt/Avaya/DeviceServices/7.0.1.0.3345/CAS/7.0.1.0.3345
2016-12-03_18:39: SILENT_ INSTALL is n

2016-12-03_18:33: UPGRADE _MODE is

2016-12-03_18:39: MIGRATE MODE i=

2016-12-03_18:39: SERVER UUID is 76d3dd8f-2373-4371-b157-86046dechb55

2016-12-03_18:39:34 NOTIFICATION UUID is 3aS50a8f4-45b4-42fc-88aa-Tade342edebl
2016-12-03_18:39: LYNC_UUID is laScfc35-5adf-41d0-9d8f-16fcedc2275¢c

2016-12-03_18:39: ACS_SERVER_UUID is e7blibad-5df5-4350-8234-82fc67668312
2016-12-03_18:39: INSTALL JAVA HOME=/etc/alternatives/jre

2016-12-03_18:39: Installing Build 3345

2016-12-03_18:39: Installing Postgres REM

2016-12-03_18:33: RPM file ./avCore-postgres-9.3.5-20160616.014923-3-rpm.rpm will be inst
2016-12-03_18:39: Successfully installed avCore-postgres-9.3.5_dev_20160616_0142-1.x86_64
2016-12-03_18:39: Installing keepalived RPM

2016-12-03_18:39: RPM file ./keepalived-1.2.9-5.x86_64.rpm will be installed
2016-12-03_18:39: Successfully installed keepalived-1.2.9-5.x86_ 64

2016-12-03_18:39: Installing Tomcat RPM

2016-12-03_18:39: RPM file ./avCore-tomcat-8.0.24_1-20160929.124254-1.rpm will be install
2016-12-03_18:39: Successfully installed avCore-tomcat-8.0.24 1 dev 20160927 1703-1.noarc
2016-12-03_18:39: Installing nginx RPM

2016-12-03_18:33: RPM file ./nginx-1.8.0-1.el6.avCore.x86_ 64-20160129.083604-2.rpm will b

Thanks for using nginx!

Please find the official documentation for nginx here:
* htep://nginx.org/en/docs/

Commercial subscriptions for nginx are available on:
* http://nginx.com/products/

2016-12-03_18:39:39 Successfully installed nginx-1.8.0-1.elé.avCore.x86 64
2016-12-03 18:39:40 rpmInstallCheck: COMP _RPM: ./net-snmp-5.6.1-3.el6.x86 64.rpm NEW VERSIO

Figure 50: AADS server installation
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[.  Select LDAP Configuration

Select Component to configure.
Then < Select > or ENTER to begin, < Continue > to proceed to restart menu.
1

Front—end host, System Manager and Certificate Configuration
CORS Support

Serviceability Agent Configuration

Session Manager Database Configuration

Clustering Configuration

Add a Certificate to the TrustStore

Advanced Configuration

@

HoM o MoM oM oMM KM MMM X KM MK KKK R

Figure 51: LDAP configuration

1. On the LDAP configuration page type values for each parameter manually.
© Note:

Do not cut/copy paste values in these fields, it might introduce some invalid
characters such as spaces in between.

2. After entering the values for each field manually navigate to Advanced LDAP
parameters and click Select.
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P Co

Set each of the configuration parameters.

Parameters marked with a "*" are mandatory.

When finished,

select <Apply> to configure.

To return to main menu without applying configuration, select <Cancel>

NOTE: An LDAP trusted certificate MUST be added FIRST if Secure LDAP is used
ldaps) . This can be done from the "Import Secure LDAP trusted certificate"™
option on this menu

(i.e.

1
x
x
X
x
X
x
X
x
x
X
x
x
X
x
X
x
x
X
x
X
™

Load LDAP properties from file
Import Secure LDAP trusted certificate

Directory Type

*URL for LDAP server
*Bind DN

*Bind Credential
*UID Actribute ID
Base Context DN
Administrator Role
Auditor Role

User Role

[ActiveDirectory 2012]

[Idap://10.11.12.123:3268]

[sca0\acsdvitadmin]

[EE2222 2200

[mail]

[ou=pun-server-test,dc=sca, dc=avaya, dc=com]
[punserveradmin]

[punserveraudit]

[punservercesc]

Services Administrator Role [punserverserviceadmin]
Services Maintenance & Support Role [punserverservicemaintenance]

Intergrated Windows
TestlUser

Authentication Configuration

<Apply > <Cancel>

Figure 52: Advanced LDAP configuration
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3. Inthe Advanced LDAP parameter screen, verify the default values for the
parameters and update if required. Select Return to previous menu and press Enter.

5] DO NOT

e (e (e e (e A e e e g (e (o =

Select Component to configure.
Then < Select > or ENTER to begin, < Continue > to procesd to restart menu.

*Role Filter [ (& (objectCl roup) (memb

*Role Attribute ID [cn]

Roles Context DN [ou=pun-server-test,dc=sca, dc=avaya,dc=com]
Role Attribute is DN (true/false) [false]

Role Recursion (true/false) [false]

Rllow Empty Pasawords (true/false) [falze]

Search Scope (0 - 2) 21

Language used in Directory [en]

Active users search filter string [ (&(objectClass=user) (objectCategory=Person) (! (u
Last updated time attribute [whenChanged]

Load parameter defaults

ERE R

kgleturn to previous menu>

Figure 53: Advanced LDAP configuration

March 2017 Quick Install for Avaya Aura® Device Services 57



4. Navigate to TestUser field and click Select.

Set each of the configuration parameters.

Parameters marked with a "*" are mandatory.

When finished, select <Apply> to configure.

To return to main menu without applying configuration, select <Cancel>

NOTE: An LDAP trusted certificate MUST be added FIRST if Secure LDAP is used
(i.e. ldaps). This can be done from the "Import Secure LDAP trusted certificate"
option on this menu

1

Load LDAP properties from file

Import Secure LDAP trusted certificate

Directory Type [ActiveDirectory_2012]

*URL for LDAP server [1dap://1011.12.123:3268]
#Bind DN [sca0\acsdvitadmin]

*Bind Credential [#E2333354)]

*UID Attribute ID [mail]

Base Context DN [ou=pun-server-test,dc=sca, dc=avaya,dc=com]
Administrator Role [punserveradmin]

Auditor Role [punserveraudit]

User Role [punservercest]

Services Administrator Role [punserverserviceadmin]
Services Maintenance & Support Role [punserverservicemaintenance]
Advanced LDAP parameters

Intergrated Windows Authentication Configuration

TestUser

T I R R T T AR
b o

2
5 R

’
[TR'S

X
x
x
X
x
x
x
x
x
x
X
x
x
X
x
x
X
x
x
X
m

erecto

JJ00gggagadaddaaaaaaaaaaaddaaaaaaaadddaaaaaaaaadddaaaaaaaadadaaaaaaaaaaadaaaaaaaaaaaaaa g ggaaad )

Figure 54: TestUser Selection

5. Add a LDAP test user. This will allow better validation of the LDAP parameters
provided.

6. The TestUser must be a valid user on LDAP and should be present in the provided
Base Context DN. The LDAP user should correspond to the UID Attribute ID
provided.

For example: If UID Attribute ID is sAMAccountName, in the TestUser field enter the
sAMAccountName of the user

7. After typing the value, click OK.

© Note:

TestUser may be left blank, in that case enhanced validation for LDAP parameters
will not be performed.
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Adding an LDAP test user allows better validation of the LDAP parameters.
Please enter the user ID (per the configured attribute) of a user who exists in the LDAP.
It is best if the user is configured with one or more of the user, administrator, or

auditor roles.
This may be left blank, in which case this validation will not be performed.
1
xpunperfacs10000@sca.avaya.com
m

Figure 55: LDAP TestUser
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8. Click Apply.

J9q99aqaa!
LDAP Configuratien

Set each of the configuration parameters.

Parameters marksd with a "*" are mandatory.

When finished, select <Apply> to configure.

To return to main menu without applying configuration, select <Cancel>

NOTE: An LDAP trusted certificate MUST be added FIRST if Secure LDAP is used
(i.e. ldaps). This can be done from the "Import Secure LDAP trusted cercificace"”
option on this menu

Import Secure LDAP trusted certificate

Directory Type [ActiveDirectory 2012]

*URL for LDAP server [1ldap://10.11.12.123:3268]
*Bind DN [sca0i\acadvitadmin]

#*Bind Credential [#EREEEEEE]

*UID Attribute ID [mail]

Base Context DN [ou=pun-server—test,dc=sca,dc=avaya, dc=com]
Administrator Role [punserveradmin]

Buditor Role [punserveraudit]

User Role [punserverusers]

Services Administrator Role [punserverserviceadmin]
Services Maintenance & Support Role [punserverservicemaintenance]
Advanced LDAP parameters

Intergrated Windows Authentication Configuration

Test User [punperfacs10000@sca.avaya.caom]

1
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
m

<Select> | <Cancel>

Figure 56: LDAP TestUser
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9. Click Yes. LDAP configuration is saved.

LDAP Configuration

WARNING! Changing LDAP parameters other than \;ha following:

- Bind DN
- Bind Credential

will likely invalidate existing user data in the system! Please consult the product
documentation for details.

Changing LDAP parameters will require a server or cluster restart. Proceed (Yes/No)?

Figure 57: LDAP TestUser
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10. Click Continue.

Loading configuration...
Performing an LDAP bind test to ldap://10.11.12 123:3268

NOTE: only the Bind DN and Bind Credential parameters are validated by this test.
Connection test successful.

Running LDAP parameters validation...

User punperfacsl0000@sca.avaya.com found on LDAP in ou-pun-server-test,dc—sca,dc—avaya,dc=c
Base Context DN wvalidation successful

Last update time attribute validation successful.

Role Attribute ID validation successful

Role Filter syntax validation successful

User punperfacal00008sca.avava.com found in the mapped roles:

[punserverusers, punserveraudit, punserveradmin]

Ldap parameter validation succeeded, saving configuration in database..

Saving base authentication parameters....

Getting old Server Config Paramaters....

Updating new Server Config Paramaters....

LDAP Configuration saved.

Bpplication Server configuration updated.
Press [Continue] to finish the reconfiguration and restart the Application Server.

Figure 58: LDAP Configuration saved
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m. Leave CORS Configuration and Serviceability Agent Configuration fields unchanged.

Select Component to configure.
Then < Select > or ENTER to begin, < Continue > to procesd to restart menu.

Front-end host, System Manager and Certificate Configuration
LDAP Configuration

Serviceability Agent Configuration

Session Manager Database Configuration

Clustering Configuration

Add a Certificate to the TrustStore

Advanced Configuration

[ERSIENTIN o [

1
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
m

<Exit Conf

Figure 59: CORS Configuration and Serviceability Agent Configuration

n. Press Continue.

Select Component to configure.
Then < Select > or ENTER to begin, < Continue > to proceed to Testart menu.

Front-end host, System Manager and Certificate Configuration
LDAP Configuration

CORS Support

Serviceability Agent Configuration

Session Manager Database Configuration

Add a Certificate to the TrustStore

Adwvanced Configuration

©IEG E 0N R

ERE R R R

Selsct
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0. After you configure the mandatory settings, you must restart the Avaya Aura® Device
Services. The system prompts for AADS service restart. Press Yes.

a ice Services Configuration Utility DO N E le.
99999dIIIIIIdIIdIqqIqIdIIdIIIqqIIIAIIIAIIAAIAAIAAIIAAIAAIAATAGAIAIIAAIAGAIIAAAAIAAAITAAAAIIAAIIATAAIIAAATAIAATIAAAIAIAAIIAIIIIIIITIAIITIAIITIIIAIIIIATIIIIIITIAATIIAT

Start (or restart) the Avaya Rura Device Services application now (Yes/No)?

Note: If you have just installed, but have not
configured the application (perhaps because you
plan to perform a restore), vyou should not start
the application at this time.

2016-12-03_1. e g va Aura Device Services App:

2016-12-03_1. 133 Stopping Avaya Aura Device Services Application

2016-12-03_1 :33 Stopping RecoveryManager Serviece .... [ OK

2016-12-03_1 :33 Stopping Tomcat o
2016-12-03_1 133 Tomcat was not running o I
2016-12-03_1 :33 Stopping Nginx o [
2016-12-03_1. 135 Stopping postgres

2016-12-03_19:25:35 Postgres was not running o I
Checking provided Java path o I
Checking JRE version ooo [
2016-12-03_19:25:35 Starting Avaya Aura Device Services Applicatic
2016-12-03_1 135 Starting postgres ooa
2016-12-03_1. :55 Starting Nginx ... o [
2016-12-03_1 156 Starting I
2016-12-03_19:26:01 Starting RecoveryManager Serviee .... [

Ry gy

g. The Avaya Aura® Device Services installation is complete.
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Installation of Avaya Aura® Device Services (Cluster)

Installing seed node
Pre-installation check

1. On System Manager Web Console-> Session Manager - > Dashboard check the
Session Manager status. Ensure that all the Session Manager instances are up and
running.

L n st December 2, 2016 5:36 PM
Aura® System Manager 7.0 #Log off admin

x

Home | Session Manager

~ Session Manager 4 Home / Elements / Session Manager (+]
rd Help ?
e Session Manager Dashboard
Administration This page provides the overall status and health summary of each
administered Session Manager.
Communication
Profile Editor Session Manager Instances
} Netwo
LT Service State ~ Shutdown System - | Asof 11:20 PM
Configuration
2Items < Show All ~ Filter: Enable
Configuration . User
Tests Security |Service | Entity RCI Dat: Data License
) o . . . .
Application [] | Session Manager Type o Alarms s | S Monitoring E::.:nt Registrations Replication | Storage | Mode Version
Configuration Status
Accept
- Status
vstem [0 aads-55 core '  0/0/0 Up New 0/0 0 0/0 v v Normal 7.0.1.2.701216
» System Tools Service
Accept
' Performance [0 AADS-SM-53 Core o0/0/0 uUp New 0/0 0 0/0 v v Normal 7.0.1.2.701216
Service

Select : All, None

v

Additionally, you can also login to SM nodes using putty and execute the following command to
check the service status.

[craft@aads-sm-53 ~|$ statapp
Watchdog 9/ 9 UP
logevent 13/ 13 UP

ncsd 4/ 4 UP
postgres-db 31/ 31 UP
mgmt 215/215 UP
WebSphere 220/220 UP
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CDRService 16/ 16 UP
cassandra 122/122 UP
sal-agent 47/ 47 UP
secmod 4/ 4 UP

Start Avaya Aura® Device Service Installation

Go to the Avaya directory by using cd /opt/Avaya
Run the command app install
The system displays a blue installation tool.

w0 NP

Steps to be performed in the blue configuration tool:
a. Cluster configuration

AIIIdIIIAAIAIAAIAIIAIIIITAAIITAAIITAIIIAAAIIAAIIIAAATIAAIIIITITIIAIAIITIAIIIIAAITIFIITIAAIT
ation "

Cluster Configuration
Front-end host, System Manager and Certificate Configuration
Cassandra Encryption

Session Manager Cassandra Configuration

Rdvanced Configuration

1
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
m

|k Eelecc < Continue > <Cancel Install>

March 2017 Quick Install for Avaya Aura® Device Services 66



b. Set Initial cluster node to [y]. Press <Return to Main Menu>

ura Dev vices Installer DO e th C .

49999999999999409999990999999a999999d999999999999999da9dgq9dqa9qd9adgddq9gdaddaeqqeddaqeqageqdgedagqaqgqaqqqa9qqegqqaeqaagdad9qqgqqadqaqaqadddq9qaa9dq99qa9q9q9qqaqaaqaaad
Clustering )

1qqqqqqqqqqiqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq

2 [10.11.12.123]

=
x
x
=
=
=
=
x
x
=
x
=
=
x
x
=
x
=
=
x
m

Select <Zleturn to Main Menu>

c. Front-end host, System Manager and Certificate Configuration

Aura Device icesz Installer D th on e.
AaqaaIIqaaaIqaaaIqaaaIqaaaaqaaaaadaaaaaaaaadaaaadaaaaqaaaaadaaaaaaaaqdaaaadaaaadaaagad

ial Installation

Cluster Configuration
Front-end host, -em Manager and Certificate Configuratio
Cassandra Encryption

Session Manager Cassandra Configuration

Advanced Configuration

HOM oM oMM oM OMOMOM MM MMM MMNNNNE

d. Enter Front-end FQDN- If you think you would need to extend the system to an
AADS cluster; it is advisable to use the hostname corresponding to the virtual
IP. If you are planning to have a standalone AADS, this field will be same as
the Local frontend host.
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e. Enter the System Manager details in this screen. Keystore password should be
6 or more characters. This should be same on all nodes in cluster.

449QgYeaaaaeaaadaadddaaaaaaadaaaaaaadddaaaadaaaaaaaaaaadadaadadaaaadaaaaaaadaaaddaagdaddaaadaaaaadaaaaadadaagaddaaadaaaaaaadaaaddaaadddaaaaaaaaaaadaaadadaaadd
F: n Config n

t—end host, System Manager and Certificate

Front—end FQDN [ aads213.testconfig.com ]
e el

e e Y e

System M Enrollment 1

Override port for reverse proxy n]

Use System Manager for certificates ¥l

Local frontend host [ aads216.testconfig.com ]
Keystore password |8}

wm - n s wEE

1
x
x
x
=
=
=
=
=
x
x
x
x
x
x
=
=
=
=
=
x
m

Enter SMGR FQDN and press OK. The installer will try to check if the provided hostname is

valid or not.

Aura D

B e e e e e e e e Gt

March 2017

ces I

lex Do
L e (e (o (o oo (o (o (e e o e e o o e e (o e (o e L e e e e e e e e e CCE EC C L CC L CE L L EE L L EEE CLEEEE T L
ost, System M = 1 i = ]
the System M
sign the Awaya Aura Device Services certificates.

1
xSMgr-aads—123.testconfig.com
™
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Press <O>

ZAura D =y

Q00Q9IggdIIaIdddgaIIIIIIIdaIaaddIaaddIaaddIdaddadd
Verifying SSL E g.com:443; this could take up to 15
seconds.

f. After entering all the details <Return to Main Menu>

© Note:

If System Manager is not being used for certificate, follow the procedure given here
Configuring Certificates without System Manager.

va Bure Services ller
99999999999999999999999999999999999I9eI9IIaI9dIaI9dgaIadaaqadaaaad 0994999999999999999999999999999999999adaadadaadadaadadaudy

149999999999999999999999999999999a9999IdIdeIdIdaddddaddydaqdddaydddqdaddadadaaddaaqagaaqadaad
Front-end FQDN [aads2: estconfipg.com]

System Manager FQDN [SMgr-aads-123. testconfig. com]!

System Manager Version [71

System Manager HTTPS Port [443]

System Manager Enrollment Password  [#3###]

Override port for reverse proxy n]

Use System Manager for certificates [y]

Local frontend host [aads216. testconfig. com]

Keystore password [#2338824%]

HoM oM oM oMM N MM M ON MMM OMOMMNMNMNNN
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g. Session Manager Cassandra Configuration —Provide Session Manager
Management and Asset IP here.

a Device Se ces ller DO e
@999999999999999999999999999999999999a999999999399999999999999399999999999999999993999999999999993999999999a9999999993999999999999993999999999999999999999999 99999999

ial Ins o}

Cluster Configuration

Front-end host, System Manager and Certificate Configuration
Cassandra Encryption

Session Manager Cassandra Configuratio

Bdvanced Configuration

CEEw o e

1
x
x
x
x
X
x
x
x
x
X
x
x
x
x
X
x
x
x
x
X
m

<Cancel Install>

h. Leave Cassandra Encryption and Advanced Configuration unchanged. Press
<Continue>

va Aura 3 ces ller DO e
49999499994999999999999999999999599 9999999999 9999999999999999999499999999q99999999999a99a9aqaaqagaaqaqaqqaqagdaqagdaqagdadagdadaqaqqaq9999q9999q9999qq994qqaqqaqaqqaqe
1 I 1 Cont ]

1al Install, G

Cluster Configuration

Front-end host, System Manager and Certificate Configuration
Cassandra Eneryption

Session Manager Cassandra Configuration

Advanced Configuratio:

BoM oM oM oMM oM oM oM MM MMM MMMNNNNME

< [®ontinue >
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i. The installer will perform pre-install checks . Press <Continue>

@999999999999999999999999999999999999a999999999399999999999999399999999999999999993999999999999993999999999a9999999993999999999999993999999999999999999999999 99999999

Results of Configur )

The application will install on this host as [ucapp] with UID [652].
The admininistration user for this host will be [admin] with UID [1005].
Checking iptables configuration [ oK 1

Checking SSH Configuration [ OK
Hostname [ ©OK
Checking Limux Version [ OK
Checking Linux Kernel Patch Level [ oK
Memory Check [ OK
Checking provided Java path [ OK
Checking JRE [ ©OK
Checking for 32 bit glibc libraries [ OK
Checking for 32 bit libgcc libraries [ OK
Checking for 32 bit libstdc++ libraries [ OK
Checking for keyutils COMPONENT ... ......eoeoeenenonnn... [ OK
Checking for 1ibevent GCOMDONEDT «..ueeeeeseriaensncannnns [ ©OK
Checking for nfs-utils component [ OK
Checking for nfs-utils-1ib component [ OK
Checking for python-argparse compnent [ oK
Checking for xfsprogs component [ OK
Checking for linux "dialog” component [ ©OK
Checking for ntp installation / configuration .. [ OK
Checking for Selinux to be disabled [ oK
Checking disk space on /opt/Avaya [ oK
Checking for openssl libraries [ OK
Checking for zlib libraries [ ©OK
Installation Check Complete [ OK

j- Press <Accept> to accept the EULA.

De rvices I ller DO C
499999999999999999I9999IdIdaIdIdeddadaddudadddddgddddgddddaddadqdaadadyadadaadadaagadaadadaddadaddadadaadadaddadaddadaddadaddddaaddddadadadaddaddadadaaqadaaqadadqadaad
Please read and accept the b
AVAYA GLOBAL SOFTWARE LICENSE TERMS
REVISED: FEBRUARY 2012

THIS END USER LICENSE AGREEMENT ("SOFIWARE LICENSE TERMS") GOVERNS THE
USE OF AVAYA'S PROPRIETARY SOFTWARE AND THIRD-PARTY PROPRIETARY
SOFTWARE. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THEIR
ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE AVAYA SOFTWARE (AS
DEFINED IN SECTION A BELOW). BY INSTALLING, DOWNLOADING OR USING THE
AVAYAR SOFIWARE, OR AUTHORIZING OTHERS TO DO 50, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE DOING SO (HEREINAFTER REFERRED
TO INTERCHANGEABLY AS "YOU" AND "END USER"), AGREE TO THESE SOFTWARE
LICENSE TERMS AND CONDITIONS AND CREATE A BINDING CONTRACT BEIWEEN YOU
AND AVAYA INC. OR THE APPLICABLE AVAYA AFFILIATE ("AVAYA"). IF YOU ARE
ACCEPTING THESE SOFTWARE LICENSE TERMS ON BEHALF OF A COMPANY OR OTHER
LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND SUCH
ENTITY TO THESE SOFTWARE LICENSE TERMS. IF YOU DO NOT HAVE SUCH
AUTHORITY CR DO NOT WISH TO BE BOUND BY THESE SOFIWARE LICENSE TERMS,
YOU MUST RETURN OR DELETE THE SOFTWARE WITHIN TEN (10) DAYS OF DELIVERY
FOR A REFUND OF THE FEE, IF ANY, YOU PAID FOR THE LICENSE OR IF SOFTWARE
IS ACCESSED ELECTRONICALLY, SELECT THE "DECLINE" BUTTON AT THE END OF
THESE SOFIWARE LICENSE TERMS.

A. Scope. These Software License Terms are applicable to anvone who
installs, downloads, and/or uses Avaya Software and/or Documentation,
obtained from Avaya or an Avaya reseller, distributor, direct partner,
system integrator, Or OTher partner authorized to provide Avaya Software
to End Users in the applicable territory ("Avaya Channel Partner"}. You
are not authorized to use the Software if the Software was obtained from
anyone other than Avaya or an Avaya Channel Partner.

These Software License Terms govern your use of the Software and/ or
Documentation except to the extent 1) you have a separate signed
agreement with Avaya governing your use of the Software, 2) the Software
is accompanied by a Shrinkwrap License, or 3) the Software is governed
by Third Party Terms. If you have a separate signed purchase agresment

k. AADS installation will begin now. It will install the required RPMs, download
certificates from System Manager, Create database schema and do the
required initial configuration. The screen will show the progress.
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I.  Once this step is complete, the following screen will be displayed. Press
<Continue>

49999499994999999999999999999999999 9999939999 999999999999999999999999999999999999999949999499999999999399 9939999399 9999939999 2da9999399993999999999999999999999999999G.
Results of Installa £ ( ue to d) X

2016-12-03_18:39:34 Setting INSIALL PARENT to fopt/Avaya/DeviceServices/7.0.1.0.3345
2016-12-03_18:39:34 INSTALL DIR is /opt/Avaya/DeviceServices/7.0.1.0.3345/CAS/7.0.1.0.3345
2016-12-03_18:39:34 SILENT INSTALL is n
2016-12-03_18:39:34 UPGRADE MODE is
2016-12-03_18:39:34 MIGRATE MODE is
2016-12-03_18:39:34 SERVER UUID is 76d3dd8f-2373-4371-b157-86046dechbb55
2016-12-03_18:39:34 NOTIFICATION_UUID iz 3250a8f4-45b¢-42fc-88aa-Tade3sZesssl
2016-12-03_18:39:34 LYNC UUID is laScfc35-5adf-41d0-9d8f-16fcedc2275¢
2016-12-03_18:39:34 ACS SERVER UUID is e7bllbad-5df5-4350-8234-82£c67668312
2016-12-03_18:39:34 INSTALL JAVA HOME=/etc/alternatives/jre
2016-12-03_18:39:34 Installing Build 3345
2016-12-03_18:39:34 Installing Postgres REM
2016-12-03_18:39:34 REM file ./avCore-postgres-8.3.5-20160616.014923-3-rpm.rpm will be inst
2016-12-03_18:39:38 Successfully installed avCore-postgres-9.3.5 dev 20160616 0142-1.x86 64
2016-12-03_18:39:38 Installing keepalived REM
2016-12-03_18:39:38 RPM file ./keepalived-1.2.9-5.%86 64.rpm will be installed
2016-12-03_18:39:38 Successfully installed keepalived-1.2.9-5.x%86_64
2016-12-03_18:39:38 Installing Tomcat REM
2016-12-03_18:39:38 RPM file ./avCore-tomcat-8.0.24 1-20160929.124254-1.rpm will be install
2016-12-03_18:39:39 Successfully installed avCore-tomcat-8.0.24 1 dev 20160927 1703-1.noarc
2016-12-03_18:39:39 Installing nginx REM
2016-12-03_18:39:39 REM file ./nginx-1.8.0-1.el6.avCore.x86_64-20160129.083604-2.rpm will b

Thanks for using nginx!

Please find the official documentation for nginx here:
* http://nginx.org/en/docs/

Commercial subscriptions for nginx are available on:
* nttp://nginx.com/products/

2016-12-03_18:39:39 Successfully installed nginx-1.8.0-1.el&.avCore.x86 64
2016-12-03 18:39:40 rpmInstallCheck: COMP RPM: ./net-snmp-5.6.1-3.e16.x86 64.rpm NEW VERSIO
1%

Select Component to configure.

Then < Select > or ENTIER to begin, < Continue > to proceed to restart menu.

1ggg9g999999999999999YegYYggYgg9999d9999999eee9eegg9999d99999999999999gg9gggd99999999999q
Front-end host, System Manager and Certificate Configuratio

LDAP Configuration

CORS Support

Serviceability Agent Configuration

Session Manager Database Configuration

Clustering Configuration

Add a Certificate to the TrustStore

Advanced Configuration

»

x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
m
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n. Go to LDAP Configuration menu.

Select Component to configure.
Then < Select > or ENTER to begin, < Continue > to proceed to restart menu.
1

Front-end host, System Manager and Certificate Configuration
CORS Support

Serviceability Agent Configuration

Session Manager Database Configuration

Clustering Configuration

Add a Certificate to the TrustStore

Advanced Configuration

CRRCIF TRNARY - TR

x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
m

11. Provide LDAP details (Do not cut/copy paste values in these fields, it might introduce
some invalid characters such as spaces in between). Enter the values for each field
manually.

12. After entering the values in below screen, click Advanced LDAP parameters.
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LDAP Co:
Set each of the configuration parameters.
Parameters marked with a "*" are mandatory.
When finished, select <Apply> to configure.
To return to main menu without applying configuration, select <Cancel>

NOTE: An LDAP trusted certificate MUST be added FIRST if Secure LDAP is used
{(i.e. ldaps). This can be done from the "Import Secure LDAP trusted certificate"
option on this menu

Load LDAP properties from file

Import Secure LDAP trusted certificate

Directory Type [ActiveDirectory 2012]

*URL for LDAF server [1dap://18.11.12.123:3268]
#Bind DN [sca0\acsdvitadmin]

*Bind Credential (2222222201

*UID Attribute ID [mail]

Base Context DN [ou=pun-server-test,dc=sca, doc=avaya, dc=com]
Administrator Role [punserveradmin]

huditor Role [punserveraudit]

User Role [punservertest]

Services Administrator Role [punserverserviceadmin]
Services Maintenance & Support Role [punserverservicemaintenance]
Advanced LDAP parameters

Intergrated Windows Authentication Configuration

TestUser 1

1
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
m

[<Elelect>] <Bpply > <Cancel>

QOQdddIgadaaadaaaaadaaaddaaaaaaaaaadaaaaaaaaadadaaaaaaaadddaaaaaaaaadaaaaaaaaaaddaaaaaaoaddaadd

March 2017 Quick Install for Avaya Aura® Device Services 74



13. Default values for Advanced LDAP parameters are already provided. Edit the fields if
you use some other configuration, and press <Return to previous menu>.

March 2017

Select Component to configure.
Then < Select > or ENTER to begin, < Continue > to proceed to restart menu.
1

*Role Filter [ (& (objectC:
%2  *Role Attribute ID [enl
x3 Roles Context DN [ou=pun-server—test, dc=aca, dc=avaya, de=com]
x4 Role Attribute is DN (true/false) [false]
x5 Role Recursion (true/false) [false]
X6 Bllow Empty Passwords (true/false) [false]
Search Scope (0 - 2) 121
Language used in Directory [en]
Active users search filter string [ (& (objectClass=user) (objectCategory=Person) (! (u
Last updated time attribute [whenChanged]
Load parameter defaults

x
x
x
x
x
x
x
x
x
m
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14. Go to TestUser field and click <Select>

Set e=ach of the configuration parameters.

Parameters marked with a "*" are mandatory.

When finished, select <Apply> to configure.

To return to main menu without applying configuration, selesct <Cancel>

NOTE: An LDAP trusted certificate MUST be added FIRST if Secure LDAP is used
(i.e. ldaps). This can be done from the "Import Secure LDAP trusted certificate"”
option on this menu

1

Load LDAP properties from file

Import Secure LDAP trusted certificate

Directory Iype [ActiveDirectory 2012]
*URL for LDAP server lldap://1@.11.12.123:3268]
#Bind DN [sca0\acsdvitadmin]
*Bind Credential [€2222222 201

*UID Attribute ID [mail]

Base Context DN [ou=pun-server-test, dc=sca, dc=avaya, dc=com]
Administrator Role [punserveradmin]
Auditor Role [punserveraudit]

User Role [punservertest]

R IR T T N

Services Administrator Role [punserverserviceadmin]
Services Maintenance & Support Role [punserverservicemaintenance]
Advanced LDAP parameters

Intergrated Windows Authentication Configuration

TestUser

[
RS T

x
x
x
x
x
x
x
x
x
x
x 1
x
x
x
x
x
x
x
x
x
m

(o1

15. Add a LDAP test user. This will allow better validation of the LDAP parameters
provided.

16. The TestUser must be a valid user on LDAP and should be present in the provided
Base Context DN. The LDAP user should correspond to the UID Attribute ID
provided.

For example: If UID Attribute ID is sAMAccountName, in the TestUser field enter the
sAMAccountName of the user

17. After entering the value, click <OK>

Note: TestUser may be left blank, in that case enhanced validation for LDAP parameters will
not be performed.
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e (e (e (eirie]

Adding an LDAP test user allows better validation of the LDAP parameters.
Please enter the user ID (per the configured attribute) of a user who exists in the LDAP.
It is best if the user is configured with one or more of the user, administrator, or

auditor roles.
This may be left blank, in which case this validation will not be performed.

1
xpunperfacs10000@sca.avaya.com
m
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18. Click <Apply>.

Set each of the configuration parameters.

Parameters marked with a "*" are mandatory.

When finished, select <Apply> to configure.

To return to main menu without applying configuration, select <Cancel>

NOTE: An LDAP trusted certificate MUST be added FIRST if Secure LDAP is used
(i.e. ldaps). This can be done from the "Import Secure LDAP trusted certificate"”
option on this menu

Load LDAP prope ; from file|

Import Secure LDAP trusted certificate

Directory Type [ActiveDirectory 2012]

*URL for LDAP server [1dap://10.11.12.123:3268]
#Bind DN [scad\acsdvitadmin]

*Bind Credential [##3533832)

*UID Attribute ID [mail]

Base Context DN [ou=pun-server-test,dc=sca,dc=avaya,dc=com]
Administrator Role [punserveradmin]

Auditor Role [punserveraudit]

User Role [punserverusers]

Services Administrator Role [punserverserviceadmin]
Services Maintenance & Support Role [punserverservicemaintenance]
Advanced LDAP parameters

Intergrated Windows Authentication Configuration

Test User [punperfacs10000@sca.avaya.com]

1
X
x
X
®
x
X
x
x
X
x
X
®
x
X
x
x
X
x
X
®
m

<Select> < <Cancel>
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19. Click <Yes>

LDAP Confi ation
WARNING! Changing LDAP parameters other than the following:

- Bind DN
— Bind Credential

will likely invalidate existing user data in the system! Please consult the product
documentation for details.

Changing LDAP parameters will require a server or cluster restart. Proceed (Yes/No)?
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20. LDAP configuration is saved. Click <Continue>.

999999999999999999999999999999999999999999999999dgIagdadqadadagddaaqdaaagaaaad

March 2017

daaaaaqaqIaaaaqIaaaaaaaaad
AP Parameter ) ) "
Loading configuration...
Performing an LDAP bind test to ldap://10.133.32.86:3268
NOTE: only the Bind DN and Bind Credential parameters are validated by this test.
Connection test succesasful.
Running LDAP parameters validation.
User punperfacsl0000@sca.avaya.com found on LDAP in ou=pun-server-test,dc=sca,dc—avaya,dc=c
Base Context DN validation successful
Last update time attribute validation successful.
Role Attribute ID validation successful
Role Filter ayntax validation successful
User punperfacsl0000@sca.avaya.com found in the mapped roles:
[punserverusers, punserveraudit, punserveradmin]
Ldap parameter wvalidation succeeded, saving configuration in database..
Saving base authentication parameters....
Getting old Server Config Paramaters....
Updating new Server Config Paramaters....
LDAP Configuration saved.

Application Server configuration updated.
Press [Continue] to finish the reconfiguration and restart the Application Server.

ntinue>

rvices Configuration Utility DO B e 5

Select Component to configure.
Then < Select > or ENIER to begin, < Continue > To procesd to resTart menu.

Front-end host, System Manager and Certificate Configuration
LDAP Configuration

Serviceability Agent Configuration

Session Manager Database Configuration

Clustering Configuration

2Add a Certificate to the TrustStore

Advanced Configuration

® e

B oM oM oMM oM M N OMOMOM NN OMMMNNNN
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p. Go to Clustering Configuration.

@99999999999999999999999999999999999999999999993999999999999993999999999a9999999993999999999999993999999999a9999999999399999999999999399999999999999999999999999999999 T

Select Component to configure.

Then < Select > or ENTER to begin, < Continue > to proceed to restart menu.

LDAP Configuration
CORS Support

Clustering Configuratio

o B W

Advanced Configuration

1
x
x
X
x
x
x
x
x
x
x
x
x
x
X
x
x
x
x
X
x
m

a M Device Services Configurati ility DO

Front-end host, System Manager and Certificate Configuration

Serviceability Agent Configuration
Session Manager Database Configuration

Add a Certificate to the TrustStore

@999999999999999999999999999999999999999999999999999999ad999ddaddqdaadadaqdadaqdadagddaaqaadaggadagdadgadadagaddaqdadagdyaaqaadagdadaqdaudadadaadqddadadaqaadaadadaaad

Clusti
Select Component to configure.

Then < Select > or ENIER to begin, < Continue > To proceed CO restart menu.

C1)

HoM oMM oMM oM MM M MMM MM OMMMNMNMNE

=

i
Virtual IP Configuration

1 to Main Menu>
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a Zura Device

Serv

ces Conf

uration Utility DO K e C le

299999999999999999999999999999999999999999999adag99999dad99999d9d9d9adIdagdagaadadagqaadadadqaqaddddqdqadadaqdqddadadaqdaadadadqoqaddadqddqdadaqdqdaadadaqdaaaaaadaaad

March 2017

Cluster Ut s ]
Set each of the configuration parameters.

Parameters marked with a "*" are mandatory.

When finished, select <Apply> to configure.

To return to main menu without applying configuration, select <Cancel>

!B Configure SSH RSA Public/Private Key

1
x
x
x
x
X
x
x
x
x
X
x
x
x
x
X
x
x
x
x
X
m
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r. Go to Virtual IP Configuration

a De 3 ces Config ion Utility DO M .
499999qaq9qqaqaqqaqqIIqaqaqaqaaadqdqaadqaqaqdaaaaqadadadaaaaqaqaadaaaaqaaadaqaaaadaaaaqdaadaaaadaaqaaaaadaaaqadadaaadaaqaaaadaaaaqadadaqaqaqqaqaqqaqaqaqadaqaaqaqaqaaqaqaqaq
Select Component to configure.
Then < Select > or ENIER to begin, < Continue > to proceed to restart menu.
1

1 Cluster Utilities

Virtual IP Configuratio:

x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
m

<Return to Main Menu>

s. Enter virtual IP details and set Virtual IP master node to [y]. Virtual IP
authentication password should be same on all the nodes in cluster. Press

<Apply>.

v ces Config ion Ucility DO 2
4999949999499999999999999999999999999999 99999 99999999999999999999999999999999999999999999939999 3999939399 39a99a939da9a9dg9a9d3gaqq9q9q9dadqqqadaqqadaqaadaqaqaaqaqaaqa
Virtual IF Conf ation X
Set each of the configuration parameters.
Parameters marked with a "*" are mandatory.
When finished, select <Apply> to configure.
To return to main menu without applying configuration, select <Cancel>

Virtual IP is typically enabled in clustered
configurations, for increased availability

1
[\ Enable virtual IP

Virtusl IP address [10.11.12.125]
Virtual IP interface [etho]
Virtual IP master node ¥l
Virtual IP router ID 1611
Virtual IP authentication password [§322223]

B oM oM oMM oM M MM MM OMOMOMOMNMMNMM

<Select>

t. Press <Return to Main Menu>.
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lity DO

499999999999999999999999999999999999999999999999999999999999999999999999999999999999999999999999999999999I9999999999999999999999I999999999999999999999999999999999qIqT.

Select Component to configure.
Then < Select > or ENTER to begin, < Continue > to proceed to restart menu.

CLi T litie,
Vvirtual IP Configuration

HoM oM oMM OM oM oM OM MM M OMOMMMNMNMMNE

Select to Main Menu>

aya Bura Device Serv r ration Utility )0 HOT 1z ze © Console.
4a99IaIIIIIIdIIdaqqIqIdIIdadIqaqadqdaadaaadadddaadadaddddaadadadaddaadddaddddaddadaddddaadadaddddaddaaaddddaddaaadadddaadadaddddadadaqdaqdaqdaaqddqdaqdaqqdaqdaaaaqqdaqdd

Select Component to configure.
Then < Select > or ENTER to begin, < Continue > to proceed to restart menu.

Front-end host, System Manager and Certificate Configuration
LDAP Configuration

CORS Support

Serviceability Agent Configuration

Session Manager Database Configuration

2Add a Certificate to the TrustStore

Advanced Configuration

o G

HoM oM oMM oM M M OM N MMM M ONMNMNMNMNMNMNE

Select
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v. The installer prompts for AADS service restart. Press <Yes>.

@999999999999999999999999999999999999a999999999399999999999999399999999999999999993999999999999993999999999a9999999993999999999999993999999999999999999999999 99999999

March 2017

Start

Note:

Res

2016-12-03_19:
2016-12-03_19:
2016-12-03_19:
2016-12-03_19:
2016-12-03 18:
2016-12-03_19:
2016-12-03_19:
2016-12-03_19:

Main Menu o}

(or restart) the Avaya Rura Device Services application now (Yes/No)?

If you have just installed, but have not
configured the application (perhaps because you
plan to perform a restore), you should not start
the application at this time.

133
:33
133
133
133
133
135
135

IJdIddadaaqddqdaadaaqdaqdaaaqaqdaqdaadaaqdaqdaadaaqdaqdaaaaqdadaaaaqdadaaaIqaIqaIqaaaaaqaIqaaaaaadqaaqaaqaaq

"service ARDSSer e command. { e d

Restarting Avaya Rura Device Services Application
Stopping Avaya Rura Device Services Application
Stopping RecoveryManager Service .... [
Stopping Tomcat

Tomcat was not running

Stopping Nginx

Stopping postgres ......

Postgres was not runnin

Checking provided Java path

Checking JRE version
2016-12-03_13:
2016-12-03_19:
2016-12-03_19:
2016-12-03_19:
2016-12-03_19:

25:
25:
25:
25:
26:

35
35
55
56
01

Starting postgres
Starting
starting

[
[
[
Starting Avaya Rura Device Services Hpplic
[
[
[
Starting RecoveryManager Service [
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The Avaya Aura® Device Services installation is complete.

X.

86
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Installing other node

1. Go to the Avaya directory by using cd /opt/Avaya

2. Run the command app install

3. The system displays a blue installation tool.

4. Steps to be performed in the blue configuration tool:
a. Cluster configuration

e (elein (oo (e {aCe (ein (e fnin (oo (o {a e (ein (e lain (oo u{a e (on (e tin (e o (o o (o (o (oin (e (oo (in (e (min (e (o o (rin JdaadadIIdadaaIadIdaadaaqadaaaadaaadaaaaaaaaaqadaqaaIaaIdqaaqaaaaqqaaqaaqaaaqaaqaaa

Front-end host, System Manager and Certificate Configuration
Cassandra Encryption

Session Manager Cassandra Configuration

Advanced Configuration

1
x
x
x
x
®
x
x
x
x
®
x
x
x
x
®
x
x
x
x
®
m

b. Set Initial cluster node to [n]. Provide Cluster seed node IP. Press <Return to
Main Menu>.

ler DC

Clustering ]

Initial cluster node ....

Local node IP address . .. [18.11.12.123
Cluster seed node [16.11.12.124
User ID (UID) of pro [652]

HoMoM oMM oM MMM N MMM M MNMNMNMNNMNE

rn to Main Menu>
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c. Front-end host, System Manager and Certificate Configuration.

a De 5 ces ller DO e
@9999999999999999999999999999999999399999999999399999993999939399999993999999999993999999939999999999999939999999999999999999a999999999999993999999999999999999999999T.
I or figuration ]

ial Installation Con

Cluster Configuration
Front-end host, System Manager and Certificate Configuratio
Cassandra Encryption

Session Manager Cassandra Configuration

Bdvanced Configuration

1
x
®
x
x
x
x
®
x
x
x
x
®
x
x
x
x
®
x
x
x
m

d. Enter the System Manager details in this screen. Keystore password should
be 6 or more characters. This should be same as the one provided on seed
node.

Zura Device ler DO = =
9999999999999999999999999999999999999999J99999999dadg99d9999a9dqaaaaqaaaqadaqgdadgagadagaqaaqdaaaqaaaaaddagdadqegaaadaaaaaaagaaaadddaaddd9a9d9999999999999qaadd

nost, System T and i <

Front-end FQDN
tem Manager FQDN

System Manager Version

System Manager HTTPS Port

System Manager Enrollment Password

Override port for reverse proxy

Use System Manager for certificates

Local frontend host [2ads216.apac.avaya.com]

Keystore password

W) s o

ERR R R
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Enter SMGR FQDN and press <OK>. The installer will try to check if the provided hostname is
valid or not.

goggggad gQggggagdUggdaYgddgegddadIdadIIaaaIdeadIaaddIadddadd
ificate 1 n =

sign the Awaya Aura Device Services certificates.
1
xSMgr-aads—123.ctestconfig.com
™

v Aura Dev vices I aller DO NOT e the e
99949999999 Ia99IYdIIdIddaadIaggoaaaaaaaaaaaaaaaa CECE ol it e e e e o (= (oo (e e e e e e e o e e e e L e e C L CE L L L L L L EEE L L L LT
£ h r and if3 e i <
Verifying SSL c c E take up to 15
seconds .

e. After entering all the details <Return to Main Menu>.
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aya Bura Device Services Installer DO K r
4a999aI9IIIIIIIITIIIITIYIIIAIIIITIYITIAAIIIAAAIIAAIIAIAATIIATII LA Q0 dddddddaddadaaadaaddadadaaddaddadadaadaadaadaaqaaqdaqdaaqaaqaaqdaaqaaqaaqdqaqdaaq
= o = =

and C ificate ]

Manager [SMgr-aads-123. testconfig. com]
System 71
System Manager HTTPS Port [4431
System Manager Enrollment Password  [#3###]
Use System Manager for certificates [y]
Local frontend host [aads216. testconfig.com
Keystore password [#38322488)]

1
x
x
®
x
x
x
x
®
x
x
x
®
®
x
x
x
®
x
x
x
m

5. Session Manager Cassandra Configuration — Provide Session Manager Management
and Asset IP here.

a Rura Device Serv Installer DO b T e 1 C .
499999999999999999999999999999999999999999999a9a99 9999999999 9a9d999gdg9a9d999qdaqaqqgaaqadadaaqeaaadqaqgqadaqdqgaadaqaqdyaaqdadagddaqdqqaqqaqaqdqqaqdaqaqqaaaaaaqaaay
ti Install Configurati .

Cluster Configuration

Front-end host, System Manager and Certificate Configuration
Cassandra Encryption

Session Manager Cassandra Configuratio

Advanced Configuration

BUOMOM oM oMOMOMOM N MMM NN OMMMNNMNNE
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149999999999999999999999999999999d9Id9daadIdyddadyddadaddIdadaddadaddudaddddaqdaddaqaqadaadd
Session Manager IP or FQDN Address [101112.125]
Session Manager Asset IP or FQDN Address [10.1112.126]

x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
m

Select
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6. Leave Cassandra Encryption and Advanced Configuration unchanged. Press

<Continue>.

a RBura Device

ce,

nstaller

DO

@9999999999999999999999999999999999399999999999399999993999939399999993999999999993999999939999999999999939999999999999999999a999999999999993999999999999999999999999T.

March 2017

HM oM oMM oM OM M OMOMOMOM N OMOMMMNNMNMMNE

Front-end host, System Manager and Certificate Configuration
Cassandra Encryption

Session Manager Cassandra Configuration

Advanced Configuration

Select

CLtEeEEE
(2 t to iE te "

Current configuration settings:

Directory for the glusterfs brick [/media/data]
Run the firewall configuration script .... - ¥l
Clear database directories and files oo Il

Remove

log files from log directory n1

Cluster Configuration
Initial cluster node m1
Local node IP address ...........eeeeveeees.e.. [101112123]
Cluster seed node .. .. ... .. ... .. [101112124]
User ID (UID) of product user on seed node .... [652]

nt-end
System
System
System
System

host, System Manager and Certificate Configuration
Manager FQDN [=mgr-aads-123 testconfig. com]
Manager Version 71

Manager HTTPS Port [443]

Manager Enrollment Password [$5444)

Use System Manager for certificates [y]
Local frontend host [aads216.testconfig, com]

Is the
Is the
Is the
Is the
I=s the

REST interface certificate in PKCS12 formac? []
OBM interface certificate in PECS12 format? []
S5IP interface certificate in PECS12 format? []
NCDE interface certificate in PKC512 format? []
Signing Authority certificate in PKCS512 format? []

Keystore password [E2222222 201

Cassandra
Enable

Encryption
inter-node encryption for Cassandra cluster node [n]

Session Manager Cassandra Configuration
Session Manager IP or FQDN Address [10.11.12125]
Session Manager Asset IP or FQDN Address [10.11.12.126]

Advanced Configuration

Quick Install for Avaya Aura® Device Services

92



8. The installer will perform pre-install checks . Press <Continue>.

The application will install on this host as [ucapp] with UID [652].
The admininistration user for this host will be [admin] with UID [1005].
Checking iptables CONFiQUIATAION ...uveeeernrvernrreeasnns [ oK |
el sty B3 EouRlGiEi#laT cococoococoncocoocacooracooroe OK
Hostname i OK
Checking Linux Version 500536000500 0DE0650D00DIODEDAC OK
Checking Linux Kernel PAToh LEVEL .....eeveevesasvoeasnns 0K
Memory Check O

Checking provided Java path ... . . . . .. OK

Checking VEESLON .« .t OK
Checking 32 bit glibc 1ibBraries ........ceecssecessse OK
Checking 2R Il Liries Ilred Sl oococoococ oot oc o0t oe 0K
Checking 32 bit libstdc++ 1ibTaries ................. O
Checking Xeyutils COMDORENT .eovnrecencsoanensannssnn OK
Checking 1ibevent COMPONENt .. .............c......... OK
Checking DNES-ULils COMPONENT «vuvusrernrrerasreensnns OK
Checking NES-UTi1S-1iD COMPONENT . .euvssveensronesnns 0K
Checking DPYChON-STQDATSE COMDRENT ..ovvnreensreensnns O
Checking xfsprogs component DODOODDDRO0DDEE OK
Checking linux "dialog" component S OK
Checking ntp installation / configuration ........... OK
Checking SELITUX TO De A18BDIEA . leceunsionnssinennsinss 0K
Checking disk Space On JODT/AVAYE ...eeeesssvesnsrocasnns O
Checking for openssl libraries 5ODBODADA0COOA05I0ND50C OK
Checking for zlib 1ibTarTi€S . ...........c.ceeoeeenoooon.- OK
Installation Check Complete OK

Please read and ac
AVAYA GLOBAL SOFIWARE LICENSE TERMS
REVISED: FEBRUARY 2012

THIS END USER LICENSE AGREEMENT ("SOFIWARE LICENSE TERMS") GOVERNS THE
USE OF AVAYA'S PROPRIETARY SOFTWARE AND THIRD-PARTY PROPRIETARY
SOFTWARE. READ THESE SOFIWARE LICENSE TERMS CAREFULLY, IN THEIR
ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE AVAYA SOFTWARE (&S
DEFINED IN SECTICON A BELOW) . BY INSTALLING, DOWNLOADING OR USING THE
AVAYA SOFTWARE, OR AUTHORIZING OTHERS TO DO 50, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHCM YOU ARE DOING S5C (HEREINAFTER REFERRED
TO INTERCHANGEABLY AS "YOU"™ AND "END USER"), AGREE TO THESE SOFTWARE
LICENSE TERMS AND CONDITIONS AND CREATE A BINDING CONTRACT BETWEEN YOU
AND AVAYA INC. OR THE APPLICABLE AVAYA AFFILIATE ("AVAYA"). IF YOU ARE
ACCEPTING THESE SOFIWARE LICENSE TERMS ON BEHALF OF A COMPANY OR OTHER
LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND SUCH
ENTITY TC THESE SOFIWARE LICENSE TERMS. IF YOU DO NOT HAVE SUCH
AUTHORITY OR DO NOT WISH TO BE BOUND BY THESE SOFTWARE LICENSE TERMS,
YOU MUST RETURN OR DELETE THE SOFTWARE WITHIN TEN (10) DAYS OF DELIVERY
FOR A REFUND OF THE FEE, IF ANY, YOU PAID FOR THE LICENSE CR IF SOFIWARE
IS ACCESSED ELECTRONICALLY, SELECT THE "DECLINE" BUITON AT THE END OF
THESE SOFIWARE LICENSE TERMS.

A. Scope. These Software License Terms are applicable to anyone who
installs, downloads, and/or uses Avaya Software and/or Documentation,
cbtained from Avaya or an Avaya reseller, distributor, direct partner,
system integrator, or other partner authorized to provide Avaya Software
to End Users in the applicable territory ("Avaya Channel Partner"). You
are not authorized to use the Software if the Software was obtained from
anyone other than Avaya or an Avaya Channel Partner.

These Software License Terms govern your use of the Software and/ or
Documentation except to the extent 1) you have a separate signed
agreement with Avaya governing your use of the Software, 2) the Software
is accompanied by a Shrinkwrap License, or 3) the Software is governed
by Third Party Terms. If you have a separate signed purchase agresment
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10. AADS installation will begin now. It will install the required RPMs, download certificates
from System Manager and do the required initial configuration. The screen will show
the progress.

11. Once this step is complete, below screen will be displayed. Press <Continue>.

va Bura Dev vices Installer DO K = the SSH C
499g9UaYqIggagagaaaaaaaaqaaaqdaagaaqdaaaddaaadaadadaadadaaaaaaaaaaaaaadds

I llat. s t et oceed

2016-12-03_19:35:48 Setting INSTALL_PARENT to /opt/Avaya/DeviceServices/7.0.1.0.3345
2016-12-03_19:35:48 INSTALL DIR is /opt/Avaya/DeviceServices/7.0.1.0.3345/CAS/7.0.1.0.3345
2016-12-03_19:35: SILENT INSTALL is n

2016-12-03_19:35: UPGRADE MODE is

2016-12-03_19:35:48 MIGRATE MODE is

2016-12-03_19:35:48 SERVER UUID is dac2ca24-60a7-4342-a79a-b7f770£9917f

2016-12-03_19:35:48 NOTIFICATION UUID is d004062e-6180-41bb-8eb0-82dr34d97168
2016-12-03_19:35: LYNC _UUID is beS5eédca-6la6-49f=-b8dl-406bbfsc042c

2016-12-03_19:35: ACS_SERVER UUID is c9deddle-60fb-4acd-b5a9-6381beld84bb
2016-12-03_19:35:48 INSTALL JAVA HOME=/etc/alternatives/jre

2016-12-03_19:35:48 Installing Build 3345

2016-12-03_19:35:48 Installing Postgres REM

2016-12-03_18:35: RPM file ./avCore-postgres-9.3.5-20160616.014923-3-rpm.rpm will be inst
2016-12-03_19:35: Successfully installed avCore-postgres-93.3.5 dev_20160616_ 0142-1.x86_ 64
2016-12-03_19:35:52 Installing keepalived RPM

2016-12-03_19:35:52 RPM file ./keepalived-1.2.9-5.x86_64.rpm will be installed
2016-12-03_19:35:53 Successfully installed keepalived-1.2.9-5.%X86_64

2016-12-03_18:35: Installing Tomcat RPM

2016-12-03_19:35: RPM file ./avCore-tomcat-8.0.2¢ 1-20160929.124254-1.rpm will be install
2016-12-03_19:35:53 Successfully installed avCore-tomcat-8.0.24 1 dev 20160927 1703-1.noarc
2016-12-03_19:35:53 Installing nginx REM

2016-12-03_19:35:53 RPM file ./nginx-1.8.0-1.el16.avCore.x86_64-20160129.083604-2.rpm will b

Thanks for using nginx!

Please find the official documentation for nginx here:
* http://nginx.org/en/docs/

Commercial subscriptions for nginx are available on:
#* http://nginx.com/products/

2016-12-03_19:35:54 Successfully installed nginx-1.8.0-1.el6.avCore.x86 64
2016-12-03_19:35:5¢ rpmInstallCheck: COMP_RPM: ./net-snmp-5.6.1-3.e16.x86_64.rpm NEW VERSIO

rvices Confi
999999999999999999999999999999999999999999999 90999999999 a9I9999dddI9daaadgaaadqdadaqdaqa9aadaaaaaadgaaadagaqaagdaqaoaaddaaaaadgaaadaadqadddaqaqaadaqaaqadqaaaaqaqaqaaaaaqad
Main Menu ]
Select Component to configure.
Then < Select > or ENIER to begin, < Continue > to proceed to restart menu.

Front-end host, System Manager and Certificate Configuration
LDAP Configuration

CORS Support

Serviceability Rgent Configuration

Session Manager Database Configuration

Add a Certificate to the TrustStore

Advanced Configuration

RS - JURSTI

HoM oM oM oMM oM OMOMOMOM M OMOMOMMMMNMNMMNE
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13. Go to Cluster Utilities to configure SSH RSA public/private keys.

Select Component to configure.
Then < Select > or ENIER to begin, < Continue > to proceed to restart menu.

| c1 litie,
2  vVirtual IP Configuration

HoM oM oMM oM oM oM OM M M MMM MMMMNMMNR

1 to Main Menu>

va Device Services Configur Utility DY

49999499999999999999999999999999599 9939999399 39a9999399993999999999999999999999999999a9aa9a9aaqagaaqeqagqaqagdaqagdaqagdgqagdgdaqqqqqqq9q9qqqq9qeqqqadaqqaqaqaadaqaqda
Cluster Utilitie 9

Set each of the configuration parameters.
Parameters marked with a "*" are mandatory.
When finished, select <Apply> to configure.
To return to main menu without applying configuration, select <Cancel>
1

/W Configure SSH RSA Public/Private Keys

BUoMoM oM oM oMM M N OMOMOM NN MMMNMNMN

to previous me:
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va Rura Device Services Configuration Utility D E S Consoll

499999999999999999999999999999999993999999999a909999999999993999999999I999999999a909999999a99999ddadq99gddda9dqgaadaqaqdgaaadaaddqadadqadddqd9dqqqedaqdqdaaaaaaqqaaq

Set each of the configuration parameters.
Parameters marked with a "*" are mandatory.

When finished, select <&pply> to configure.

To return to main menu without applying configuration, select <Cancel>
19999999999999999993999999999999999999999999999993999999999999999999999999999999939TIqIIT
Configure SSE RSA Public/Private Ke

HOMOM oMM M M M M OMONOMOMOMOMMNMNMENDMN
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15. Go to Virtual IP Configuration.

Jevi Servi nfig ion Utility Do r £ C e
4a9IIaIIqaIIdIqaIqaaIadIqaaqqaIaaIqaadqaqadqqaadaaqaaqdaadaaqaaqdaadaaqadqdaadaaqadqdaadaaqaaqdaadaaqaaadaadaaqadqdaadaaqaaqdaadaaqaaqqaaaaaqiadqqaaaaaqaaqdaaqaaqaaaaqda
Cluste . n d

Select Component to configure.
Then < Select > or ENTER to begin, < Continue > to proceed to restart menu.

1 Cluster Utilities

2Qll Virtual IP Configuratio

1
x
x
®
x
x
x
x
®
x
x
x
x
®
x
x
x
x
®
x
x
m

to Main Menu>

16. Enter virtual IP details and set Virtual IP master node to [n]. Virtual IP authentication
password should be same as that on seed node. Press <Apply>.

Aura Device Services Conf n Ucili DO e.
49999499999999999999993999939999399 993992939929 3999d30999309999999999999999999999999999999a999999a99a9a99a9agaadagagqagagqagagdagaqdydqaqaqqeqaqaeqaqaqqaqaqaqaadaqaada
Virtual IP £ n X
Set each of the configuration parameters.
Parameters marked with a "*" are mandatory.
When finished, select <Apply> to configure.
To return to main menu without applying configuration, seleet <Cancel>

Virtual IP is typically enabled in clustered

configurations, for increased availability

Bl L bt C e L e e (o e Bl G e e (e e C e e e e e e e G L P e CE CEt Gl e e C et G 1
=

Virtual IP address 11.12.125]

Virtual IP interface [ethO]

Virtual IP master node ¥l

Virtual IP router ID [61]

Virtual IP authentication password [#FRERE]

B oM oMo oM oM M oM MMM OM NN MMMMNN

<Selecty
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17. Press <Return to Main Menu>.

4999999999999999999999999Iaadqgaa])

vaya Bura Device Services Config
499J99aIqIggagagaaaaaaaaqaIaaqaaaad)

March 2017

$d999999999999999999999999999999999ad T

Select Component to configure.
Then < Select > or ENTER to begin, < Continue > to proceed to restart menu.

Cli litie:
Virtual IP Configuration

1
x
x
x
x
®
x
x
x
x
®
x
x
x
x
®
x
x
x
x
®
m

40100999399999999999999999999999999999q

Select Component to configure.
Then < Select > or ENTER to begin, < Continue > to proceed to restart menu.

Front-end host, System Manager and Certificate Configuration
LDAP Configuration

CORS Support

Serviceability Agent Configuration

Session Manager Database Configuration

Clustering Configuration

EY

RN G b R b

Advanced Configuration

B oM oM oMOMOMOM M OMOMOM N ONOMOMMNMNMMNE

Quick Install for Avaya Aura® Device Services

98



19. The installer will prompt for AADS service restart. Press <Yes>.

499994999999999999999959999999999] r99999999999999999999999999999999999G.

Start (or restart) the Avaya Dura Device Services application now (Yes/No)?

NHote: If you have just installed, but have not
configured the application (perhaps because you
plan to perform a restore), you should not start
the application at this time.

Rura Device Se L ration Utility

4999949999999999999999999999993994] Results c ) R1099993999939999999993999939999399IqT
2016-12-03_20:06:16
2016-12-03_20:06:16 Stopping Avaya Aura Device Services Application
2016-12-03_20:06:16 Stopping RecoveryManager Service . [ oK |
2016-12-03_20:06:16 Stopping Tomcat
2016-12-03_20:06:16 Tomcat was not running ca oo OK
2016-12-03_20:06:16 Stopping ca oo OK
2016-12-03_20:06:18 Stopping postgres
2016-12-03 20:06:18 Postgres was not running ... oo OK
Checking provided Java path .. .. OK
Checking JRE version OK
2016-12-03_20:06:18 Starting Avaya Aura Device Services
2016-12-03_20:06:18 Starting postgres 0K ]
2016-12-03_20:06:35 Starcing NOinx ............. oo OK 1
2016-12-03_20:06:39 Starting TOMCAL ...eeenen.nn oo OK ]
2016-12-03_20:06:44 Starting RecoveryManager Service .... OK ]
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21. The Avaya Aura® Device Services installation is complete.

R R B ELE BB E R R LR R R R R LSRR
R R P F R AT A AR AR PR A R AP AR AR A AR AR AAARRF AT
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Configuring Certificates without System Manager

1. If System Manager is not being used for certificates, you need to import the certificate
from files.
2. Go to “Use System Manager for certificates” menu and select <No>

G999999999999999999999999999999999999999999999999999T
d host, System Ma n icate ion

Front-end FQDN [aads213.testconfig.com |
System Manager FQDN [SMgr-aads-123. testconfig.com |
System Manager Version 71
System Manager HTTPS Port [243]
System Manager Enrollment Password  [###3#]
Override port for reverse Droxy [n]

se System Manager for certificates
Local frontend host [aads216.testconfig.com ]
Keystore password 11

w oo 0 W

1
X
x
X
X
x
X
x
x
X
x
x
X
x
X
X
x
X
x
x
X
m

[ Eelect <Return to Main Menu>
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Front-end host, tem Man i
Please indicate whether to retrieve the certificate from the System

Manager or import them from files. [y]
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3. New menu items will be displayed (9 to 13) to provide a certificate file and import
certificate.

Front-end EQDN [aads213. testcontig.com ]
System Manager [SMgr-aads-123. testcontig.com
System Manager Version 71

System Manager HTTPS Port [443]

System Manager Enrollment Password  [$#3###]

Override port for reverse proxy [n]

Use System Manager for certificates [n]

Local frontend host [aads216.testconfig.com ]
REST Interface certificate configuration

OBM Interface certificate configuration

5IP Interface certificate configuration

NODE Interface certificate configuration

Signing authority certificate configuration

Keystore password 9]

1
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
m

<Return to Main Menu>

March 2017 Quick Install for Avaya Aura® Device Services 103



4. Select “Rest Interface certificate configuration” menu and provide the certificate file.

qgaaaaaag
fa te g
1gggyg99999999999YaggYYYYYggYgg999d99999999qeeeeegg9g9gg99999999999999gg9g99999999999999q
Is the REST interface certificate in PKCS12 format? 1
REST interface PKC512 file
REST interface PKC512 file password

x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
m

<Return to previous menu>
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ace certificate confi

Iz the REST Interface certificate in PRC512 format? [v]
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5. Provide the path of the certificate file, password and press <Return to previous menu>

1ggg9g9g99999Y9999YqqeYYYYYgYgg9999d99999999qq99geYgugggd999999999999999d9999999999999999q
Is the REST interface certificate in PECS512 format? [y]

2 REST interface PECS512 file [/home/admin/demo . pEx]

3 REST interface PRCS12 file password [##334]

x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
m
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6. Similarly provide the certificate configuration for remaining menu items (10-13) and
press <Return to Main Menu>

Front-end host, System Man nd Certificate C ation
199999999 999gqgeeaqqaeeqqI99ddd99dddaaaqaaeeqaaaeddaaaagdl J9999999999999I999999999999999d
Front-end FQDN [ac g .con]
System Manager [smgr-aads-215.testconfig, com]
System Manager Version 71
System Manager HTTES Port [243]
System Manager Enrollment Password [#%3%3%)]
Override port for reverse proxy [n]
Use System Manager for certificates [n]
Local frontend host [2ads216.testoconfig, com]]
REST Interface certificate configuration
OBM Interface certificate configuration
S5IP Interface certificate configuration
NCDE Interface certificate configuration
Signing authority certificate configuration
Keystore password [#3F555255)

x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
n

turn to Main Menu>

Go back to Installation steps.
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